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Transmit — nepeaaBaTy CUTHAIY;

Triggering — 3amyck;

Ubiquitous — yHiBepcanbHUH, KU 3yCTPUAETHCS CKPi3b
Underpin — miarpuMyBaTH, 3MIiITHIOBATH

User- data — gani kopuctyBada!

User-interface — inTep(eiic KopucryBaua;

Vendor — nponasens

Vicarious liability — BianoBia/UIbHCTh 3a 4y>Ky IPOBHHY
Vulnerability — cnabka cTopoHa;

Warrant — rapaHTisi, IaTe€HT, OpzAep

Web crawlers — mourykoBmii po6oT;

Without undue delay — 6e3 3afiBoro 3BOJTiKaHHS

Clear and convincing evidence — 9iTKe i HEpEKOHINBE CBITYCHHS
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IlepeamoBa

CrporomHi Monenb BHUIIOI OCBITH y Tamy3i (ijonorii Ta mepekiary
peanizyeTbcsi 3 ypaxyBaHHSM Cy4YacHMX CYCHUIBHHUX pealid Ta morped y
BUCOKOKBaJTi(hiKOBAaHMX IepeKiiaiayax, KOJIM BU3HAETHCS IIPOBIHA POJIb MOBH JUIsl
YCHINTHOT MIXKKYJIBTYPHOI KOMYyHiKamii Ta iHTerparii YKpainu y cBiTOBHI IPOCTIp.

s 3abe3nedeHHs TPYHTOBHUX 3HAHb CTYACHTAMH y ApWHAX JIIHTBICTHKHU
Ta MepeKiIany, JUHAMIKM Ta Cy4acHUX TEHJCHIIIH y MepeKIago3HaBInX MPaKkTHKaxX
nepe10adaeThcsd HAOYTTS SIK TEOPETUYHHX TAK 1 MPAKTUYHUX HABUYOK TaITy3€BOTO
HepeKany.

Iocionuk «Translation for specific purposes (Cybersecurity)» iHTErpye
Pi3HI HaBYATLHO-METOUYHI MaTepiaid, MO JAOTOMOXYTh Y MATOTOBII (paxiBIliB-
nepexiagadiB y chepi kidbepoOesmekm.

Marepian migpy4auka MicTUTh 21 po3nin. Y sSIKUX po3TisiIaloThCs OCHOBHI
TTOJIOKEHHST 3a0e3MeUeHHs KiOepOe3neKn Ha MiDKHAPOIHOMY, PETiOHATBHOMY Ta
HaI[lOHaTbHOMY piBHAX. [IpoOiieMHI TMTaHHS 3a0e3nedeHHs KiOepOesnekn Ha
KO)KHOMY 3 DIBHIB Ta IDIIXH iX BupimeHHs. OcoOnuBa yBara HpPUAUISETHCS
3arpo3am y cdepi kibepOe3neku Ta cucteMi Kidepiit.

[ociOHMK YKJIaZeHO y BiANOBIAHOCTI 3 HOBHMH OCBITHBO-NpO(eCiiHUMH
IIporpaMamHu MiArOTOBKH NepekianadiB. Bin € 6a30BuUM 11 (GOpMyBaHHS Pi3HUX
acTieKTiB Iepekiagambkoi kommereHnii. Ilim wac mepexiamy TekcTy cdepu
KibepOe3nekn TOBOAUTHCS BHPINIYBAaTH LMK KOMIUIEKC Pi3HOMAaHITHHUX 3aBIaHb.
VY mociOHHKY Taki TEKCTH MiOpaHi 3 OTIISALY Ha JICKCHKO-TPaMaTHIHI OCOOIUBOCTI,
HACHYECTh TEPMIHAMH Ta CIICHiaIbHOIO JIEKCHKOIO.

Meroto nociOHMKa € (OpMYyBaHHS Ta PO3BUTOK HABUYOK NHCBMOBOTO Ta
YCHOTO TepeKiaay 3 aHIJIHChbKOI MOBM Ha YKpaiHCBKy Ta 3 YKpaiHChbKOi Ha
aHIMMIHCBKY, CTBOPEHHS aKTHBHOTO JIEKCHMKOHY-MIiHIMyMy TepMiHoOJOrii chepu
kibepbesneku. JlocarHeHHs mocTaBieHoi MeTu 3abesnedye hopMyBaHHs 0a30BUX

3HaHb NepeKIIaaya y rainysi kibepoesmneku.



[Ticnst ycminmHOrO OnaHyBaHHs MOJAHOIO Marepiany CTYAEHTH OTPUMAIOTh
3HaHHS PO ocoOmMBOCTI Ta crnenudiky HpU3HAYEHHS TEKCTIB KibepOesnekw;
OCHOBHHUI NMOHATIHHMH amapar TaKWX TEKCTiB; MOJIOXKEHHS OO0 CMHCIOBHX Ta
CTPYKTYPHHX OCOOJIMBOCTEH TepMiHOJNOTIYHOT Jlekcuku cdepu KibepOesneku;
0COOJTMBOCTI €TaIliB 3MIHCHEHHS Ta peAaryBaHHS IMEPEKIaay TEXHIYHUX TEKCTiB
chepu kibepOe3eKy.

Marepianu ans mepexiagy BMIIICHI Y MOCIOHHKY TiOpaHO 3 aBTEHTHYHHX
MaTtepiaiiB HOPMAaTUBHO-IIPABOBOTO, HABYAIBHOTO, JIOBiJTKOBOTO Ta
iHhOpMaTUBHOTO XapakTepy (KOHBEHIii, CTaHAapTH, TOJOXEHHS, 1HCTPYKIIi,
CIIOBHUKH, JOBITHUKH, CHIMKIONE/il, MAPYYHUKH, iHTEpHET mKepena) y cdepi

kibepb6esnexn. CIHCOK yCix BUKOPHUCTAHUX JKEPENT TIOAaHO B KiHIN MOCiOHMKA.

Relative ability — BiqHOCHa 31aTHICTH

Remedies — 3aci0, 3aci0 3axucTy npas

Replication — TupaxxyBaHHS;

Res ipsa loquitur — roBopuTH 110 CyTi

Resilient — cTilikuii;

Safety property — Bi1acTHBOCTi O€3IIEpHOBOX

Scalable — macmbanmii!

Search warrant — opaep Ha npaBo OOLIyKY

Selectively — BuGipkoBo;

Spoof — 00xypuTy;

Stack — mamsTh;

Standard of Proof - HeoOXimHuiA CTYIiHb JOBEIEHOCTI

State - of -the -art — cygacHwmif; attack — ataka CiOimt TH SIK ,;

State of the art — Ha meperoBoMy piBHI

Strict liability — npsima BiOBiAaIBHCTH

Subject matter — mpeaMeT BUBYEHHS

Substantive law — maTepianbHuUil 3aKOH, MaTepiaJibHE IPaBO

Sui generis — 3a IeBHOI HArOAH

Territorial jurisdiction — TepuTopiagbHa HMiACYIHICTE, TEPUTOPiaTbHA IOPUCIUKITISA
To take legal action — mogaBatu 1o cyny

Topology graphs — Tomosoriuya cxema;

Tort — 3aranpHa cucTeMa IOKapaHb 3a IOPYIIEHHS PaBWJI IUBUIEHUX HOPM
Tort liability — pmemikTHe 3000B'S3aHHS,  BIAIOBINANbHICTH  JICTIKTHA,
BiJIMOBIAABHICTD 32 HIKOTY

Tortfeasor — mpaBOMOPYIIHUK

Tortious act — rpomMaChKe MPaBOOPYIICHHS

Total cost — moBHa coGiBapTicTh

Trade secrets — cexpeT nmpogeciiiHoi MaCTEPHOCTI, METOIUKA

Trademarks — ToproBa Mapka

Trade-off — kommpowmic;
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Notoriously — Bimomo;

Overlap — noeanyBaTH onepariii;

Overlay — opranizyBaTu oBepieiHHy Iporpamy

Patents - mareHTH Ta IHIII OXOPOHHI JOKYMEHTH Ha OO0'€KTH NPOMHCIOBOI
BIIACHOCTI

Penalties — caukmii

Per se — B uncromy BUIISAIL

Personal data — ocoGucri nani

Personal data breach - nopymeHHs npaBuiI 3aXUCTy HEPCOHANBHHUX TaHUX
Perturbation — BiIXuiIcHHS;

Piggybacked - moeHyBaTH Nepeaady NpsIMHUX i 3BOPOTHUX TTAKETIB;

Point-to-point — JBOX TOYKOBI,

Post-facto — micis momit

Preponderance of evidence — HasBHICTb OLTBII BATOMUX JOKA3iB, IepeBara J0Ka3iB
Prescriptive jurisdiction — npuncoBa IOPUCANUKIISL

Prima facie — mpu BiCYTHOCTI J0Ka3iB Ha KOPHUCTb IPOTHIIEKHOIO; OCKIJIBKU HE
Oyle COpOCTOBAaHO HAJICKHUMH  JIOKa3aMH; JOCTaTHIH 3a  BiJICYTHOCTI
CIIPOCTYBAHHS; 3 MEPIIOTO TOTIISAY; Mepllie BPaKeHHs

Privacy laws — 3akoH npo KOH(QIICHITIHHICTh

Private key — cekpeTHHI KITIOY;

Pro rata — nponopmiiHAi

Probable cause — HasBHICTH JOCTATHIX ITiACTaB

Proximate causation — cJIiI90-IIPHYHHHUI 3B'SI30K

Public domain — nep»aBHa BI1acHICTb

Purpose limitation — 1inboBe OOMeEKEHHS

Reasonable suspicion — o0rpyHTOBaHa migo3pa

Redirect — mepenanpasisTy;

Reference monitor — KOHTPOIBHUI IHIUKATOP;

Registries — pericrparypa, CyaoBa KaHIEIAPIs

Regulatory system - cucrema IpaBoBOTO PETyJIIOBaHHS
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Unit 1. The scope of cybersecurity

1. Pre-reading activities.

Task 1. How do you understand the statement: “As we 've come to realize, the
idea that security starts and ends with the purchase of a prepackaged firewall is

simply misguided.” — Art Wittmann. Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. What definitions of cybersecurity can you name?

2. What do you understand under the term digital information?

3. How do you think, are the terms safety and security the same? Why yes or
no?

Task 3. Try to guess the meaning of the following words.

Hardware, software, launch, large-scale, maladaptation, chasing bugs, an
adversarial environment, software breaches, implementation bug, remote control,

remain bug.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1). Digital information ignores borders, and may even play with contradictions
between the legislations of different countries or their 2). maladaptation to the

digital age. 3). Software safety is concerned with the 4). absence of misbehavior,

both in normal and exceptional situations, but still in a neutral environment when

no one is trying 5). to intentionally attack the system. 6). Monitoring takes the

form of 7). dynamic attack detection and 8). recovery mechanisms.
6

In rem — nnpoTH BacHOCTI

Indicia — o3Haka

Information leak — 3mutu iHpOpMariito;

Integrity — mOCTOBipHICTB;

Intellectual property — 06’ €kt mpaBa iHTEIEKTYaIbHOT BIACHOCTI
Intrusion — BTOprueHHs

Intrusion — NpOHUKHEHHS;

Iris pattern — Bi3epyHOK paiiy:KHOi 0OOJOHKH OKa:
Jeopardise — cTaBUTH T[T 3arpo3y

Juridical jurisdiction — cyzoBa IOpHCIUKITIS

Jurisdiction — kommereHmis, chepa TOBHOBaXXEHB, CyTOUYHMHCTBO
Lawful authority — 3axonHa Biama

Ledger — mporpama ¢iHaHCOBOTO 3BiTY;

Legal action — cynoBuii mpomec, 3BepHEHHS 10 CYIy
Legal causation — 3aK0oHHa mificTaBa

Legal risk — npaBoBuii pusuk

Legislation — 3akoHOaBCTBO

Liability — 060B’s130K, HEOOXiIHICTB

Licence fees — BapTicTb minensii

Logging — BBeIEHHA AaHUX;

Lookups — onurtyBaHHS;

Malicious — HeraTUBHUI;

Malware — nporpamu, siKi IOPYIIyIOTh POOOTY CHCTEMH
Middleware — mixriaTopmHe porpamHe 3a0e3neueHHs;
Mitigation — BupimeHHs npodnemu;

Multilateral treaty — 6araTocTOpOHHIH ZOTOBIp

National security — HarlioHaTbHA Oe3MeKa

Negligence — HeoOepeKHICTH

Network partition — mOpyIIeHHS 3B’ 53Ky Y MEpexi;

Non- trivial — HeTpuBiaJIbHNH;
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Egregious violations — rpy0e nopymeHHs

Electronic interception — pajio nepexsar

Electronic surveillance — cTexeHHs 3 BUKOPHUCTAHHIM PaIiOeIeKTPOHHNX 3aC00iB
Employment disputes — criepeqanHs 0B’ A3aHi 3 TPYAOBUM IPABOIIOPYIICHHIM
Encapsulate — ¢popmyBaTu naker 1aHux;

Endpoint authentication —xiHeI iIeHTHIKAITIT;

Enforcement jurisdiction — BHKOHaBYA FOPHCIUKITIS

Entail — maeTbcs Ha yBasi;

Entity — Moayb, JTOTiYHUIA 00 €KT;

Enumeration — Hymepauis;

Exclusive rights — MoHOTIOJTEHE TIpaBO

Exemplary damages - 30uTKH, 0 IPUCYIKYIOTHCS B IOPSIKY MTOKapaHHS
Expiry — 3akiHYCHHS TepMiHYy MPHUAATHOCTI;

Facet — cropona, rpass;

Fair use — mpaBoMipHe KOPHCTYBaHHS

Fall victim to — craTu %epTBOIO

Financial fraud — ¢inancoBuit oOMan, MaxiHaIis

Foreseeability — nepenbauenicts

Forfeiture of servers — BTpara ciry>k00BOTO CTaxXy

Gambling services — irpoBi mociIyru

Habeas corpus - cynmoBuif Haka3 Ipo JOCTAaBISHHS apeIiTOBAHOTO B CyJ JUIs
3'CYyBaHHS IPaBOMIPHOCTI YTPUMaHHS HOTO IIiJ1 BAPTOIO

Hack-back — oGuncntoBasbpHa TexHiKa

Highly-scalable — BennkomaciraOHui;

Holistic approach — minicHuit miaxia, KOMIUIEKCHUHN MiaXia

Human welfare — Giaromoryqus JitoicTBa

Illegitimate — BU3HATH TUTUHY, SIKa HAPOIUIACH 11032 MUTIOOOM

Implication — cmiBy4JacTs;

Impose — BcyHyTH;

In absentia — 3a BizcyTHOCTi 000X CTOpiH, 320YHO
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Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1). database a). TIOMEH
2). digital information b). mynbT IUCTAHIIHOTO KEpPyBaHHSA
3). software C). IMHaMiuHe BUSBJICHHS aTak

4). dynamic attack detection d). mudposa indopmaris

5). remote control e). 6aza maHmx

6). domain f). mporpamHe 3a0e3neucHHAS

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. Why physical security may depend on cybersecurity?
2. What is the first step to satisfy the safety property?
3. What are additional mechanisms based on dynamic error detection and

recovery mechanisms used for?

The scope of cybersecurity

Wikipedia defines cybersecurity as follows: Computer security, also known
as cyber security or IT security, is the protection of computer systems from the
damage to their hardware, software or information, as well as from disruption or
misdirection of the services they provide. However, the exact notion of
cybersecurity differs depending on the context. Security in general includes both
cybersecurity and physical security. However, cybersecurity requires some form of
physical security, since physical access to computer systems enables a whole class
of attacks. Conversely, physical security may depend on cybersecurity to the extent

7



that it uses computer systems, e.g., to monitor some physical space or maintain a
database of authorized persons. Still, the difference between cyber- and physical
security should always be clear, and we only address cybersecurity hereafter.
Moreover, in many places, we will just use the word security to mean
cybersecurity.

L. Physical security vs. cybersecurity.

Physical security and cybersecurity are quite different in nature. Digital
information is immaterial: duplicating and exchanging data and code with anyone
anywhere in the world is nowadays a trivial, extremely fast process, with almost
zero cost. Hence, an attack or malware launched by a single person can spread
worldwide, at a large-scale, in less than an hour. Digital information is of discrete
nature: a single bit flip may introduce a critical failure and turn a perfectly working
system into a malfunctioning one, which is then more vulnerable to compromise.
This contrasts with the laws of physics, which tend to be continuous at a
macroscopic level, and usually let one observe a slow deformation of a structure
before it reaches its breaking point. Digital information ignores borders, and may
even play with contradictions between the legislations of different countries or
their maladaptation to the digital age. This makes cybersecurity much harder to
achieve than other forms of security.

2. Safety vs. security.

Software safety is concerned with the absence of misbehavior, both in
normal and exceptional situations, but still in a neutral environment when no one is
trying to intentionally attack the system. Software safety is not just a matter of
chasing bugs: it also calls for an analysis of the possible sources of misbehavior
and how to handle them in a fail-safe manner. This requires a specification of the
software’s expected behavior, including a model of the environment, and some
justification as to how or why the software respects its specification. In contrast,
software security aims for the absence of misbehavior in an adversarial
environment, where an attacker intentionally tries to misuse a system, putting it in

an erroneous state that is not part of its intended specification. Security can also be

8

Contractual liability — BiaIoBigaibHICTh 32 JOrOBOPOM

Coordination scheme — cxema KOOpAMHAIIIT;

Copyright — KomipaiTHHT, TPaBO IHTENEKTYyaTbHOI BIACHOCTI

Core feature — KJIF040Ba OCOOJIMBICTE;

Corollary — ciigcTBO

Criminal liability — kprMiHaNTBEHA BigIOBIAAIBHICT

Custodial sentences — mokapaHHs y BHIIIAAI T030aBICHHS BOJI

Cyber security — kibepOe3neka

Cybercrime — kiGep37104nH, KOMIT IOTEPHUHN 3I0UYUH

Data protection — OXOpOHa NPHUBATHOTO XWUTTS TPOMAJASH BiJ 3JOBXKHBAHHSI
iHpOopMarIiero

Database system — cucrema 6a3 1aHuX

De minimis — B Maiif KiTBKOCTi

Decipherment — po3mm¢pyBanHs

De-construct — nekoHCTpyrOBaTH;

Dedicated entity — BuzineHuii MOJyJIb;

Defamation — Haknen

Denial- 3anepedeHHs, CIpOCTYBaHHS;

Discretionary — qucKpeliiHuii;

Dissemination — mepeiaya CUTHAIIB;

Distributed system- cucreMa 3 QyHKIIISIMA pO3IOAUICHHS;

Domain — goMeH;

Domain names — Mo30B IpO BH3HAHHS HE3aKOHHHM BHUKOPHCTaHHS TOBAPHOI'O
3HaKa 03UBaya B JIOMEHHHX IMEHAX

Domestic law — BHyTpilIHE TpaBo

Dual criminality — oOominbHe BW3HaHHSA, OOOMUTEHE BHW3HAHHS BiIIOBITHOTO
TSTHHS 37I09HHOM

Duplicator — gy0mikarop;

Duty of care - 000B'SI30K IPOSBIATHA CyMIIIHHICTD

Eavesdropping — miciyxoByBaHHS;
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nam'siti) ©0e3 BHUKOPUCTaHHS METaJaHHX, IO ONUCYIOTh pO3TAIlyBaHHS Ta
posranryBaHHS apredaxTiB. Pi3lli AaHMX BUKOPUCTOBYIOTH 3HaHHS (hOpMaTiB
JAHUX JJIs iIeHTUdIKaIlii Ta MepeBipKH BUTATHYTOTO BMICTY.

Caseworker — coriabHII IPaIiBHAK;

Censorship — meH3ypa:

Certificate — CrpykTypa AaHUX 3 OU(PPOBUM IIiIIICOM, SIKa TOB’SI3y€ CYTHICTD
(3BaHA TEMOK0) 3 ICTKUM aTPUOYTOM.

Churn — nepemimary;

Ciphertext — 3ax0/10BaHHIi TEKCT

Civil judgment— ciayxaHHS IUBLIBHOL CIIPaBH B CY[i

Civil liability — rpomaasHCHKa BiAOBIJANBHICTh

Click fraud — mpakTHKa BHKOPHCTAHHS IIKIIJTUBOTO MPOrPaMHOTO 3a0e3MedeHHS
JUTSL OTPUMAaHHS MiIpoOJICHNX KIIIKIB Ha BeO-calTax.

CMOS - kOMIUIEMEHTapHa HAIiBIIPOBIIHAKOBA TEXHOJIOTIS OKCHIY METaly -
HaWMOMyJISIpHilla KPEeMHI€BA TEXHOJIOTIS JUIsl CTBOPEHHS IHTETpaibHUX cXeM. Bin
CKJIQIa€ThCs 3 JAonatkoBux TpansucropiB PMOS ta NMOS. OcHoBHUMH HOTrO
nepeBaraMH € Te, 110 BiH Mae€ Jy)Ke HU3bKE CIIO)KMBAHHS CTaTUYHOI eHeprii Ta
BiIHOCHO HaNiHy poboty. OTXKe, 1€ JO3BOJIWIO iHTETPYBAaTH TPUBOXKHY KiTBKICTh
TPaH3UCTOPIB (B MUTBHOHIB 10 MUTBAP/IB) B OJHY IHTETPAJIBLHY CXEMY.

Collusion — TaeMHUI TOTOBIp;

Competition law — 3aKOHOJaBCTBO PO 3aXUCT KOHKYPEHIIIT

Compromise — Posrosnormrenss inpopmarii cropoHHIME ocobamu ab0 MOPYIIEHHS
miei momiTMKM Oe3NeKM CHCTEMH, B SIKIH MOTIJIO CTaTHcsi HECaHKLIOHOBaHE
HaBMHCHE a00 HEHaBMHCHE pO3KPUTTS, Mojudixamis, 3HHUIIEHHA abo BTpara
npeaMeTa.

Computational — MaIHHN;

Computer crime - 370YMHHE BHUKOPUCTAHHSA TEXHIYHUX MOXIIMBOCTCH
KOMIT'IOTepa

Conflict of law — xomi3ist mpaBa

Consistency — MOCJiI0OBHICTb, JTOTIYHICTH;
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approached by modeling the environment, but this is much harder to achieve
exhaustively, because attackers do not comply with predefined rules, but rather
continuously search for previously unknown means of attack. Hence, security also
requires us to keep up-to-date with attackers’ progress in all areas (software
breaches, algorithms and techniques, hardware capabilities, etc.). A
complementary approach consists in describing normal execution paths and
monitoring execution, so as to raise an alarm and react appropriately when some
trajectory goes outside of normal executions.

3. Safety vs. security.

The terms security and safety are sometimes misused. Safety refers to
accidental threats, due to internal misbehaviors or non-intentional misuse of the
system, while security refers to intentional threats. Safety deals with fault-
tolerance, while security deals with resistance to attacks. For example, a car may
crash because of a software specification or an implementation bug (safety issues),
or because of an attacker taking remote control of the vehicle (a security issue).

Despite these differences, safety and security are often tied to one another.
Since security works in an adversarial mode, it should also consider accidental
threats which may be exploited by the attacker. Hence, security is a stronger
requirement than safety. In many situations, however, the software is exposed to
the outside world, typically connected to the Internet, where attacks are the norm —
and safety without security would often not make much sense! Safety and security
also share a lot in their methodologies. Dealing with the safety of large software
systems that interact with the physical world, such as Cyber-Physical Systems
(often known as CPS), has led to some well established methodologies. One should
start with a safety risk analysis phase, where all situations that may lead to
catastrophic consequences are explored. Representations such as fault trees can be
used to systematically describe such situations. The identified risks are then
quantified to estimate the probability of the occurrences of these situations.
Ensuring safety means ensuring that this probability remains below a given

threshold. Of course, a first step to satisfy the safety property is to ensure the
9



absence of internal faults (bugs) in the software, as these faults are the primary
cause of failures. Formally, one writes a software specification to describe the
expected behavior of the software, and then shows that the actual implementation
satisfies the specification. Unfortunately, not all cases may have been considered in
the specification. Moreover, there may be external faults (for example, an
erroneous value coming from an external sensor) that are not considered in the
software specification, and that can lead to disasters. Hence, we must also use
additional mechanisms, essentially based on dynamic error detection and recovery
mechanisms, used to treat the errors due to external faults before they lead to
catastrophic consequences. A similar approach applies to security. A security risk
analysis replaces the safety risk analysis. While it is not possible to reason
statistically to build an unassailable system in the case of security, it is still useful
to ensure that there are no bugs (at least of some kind) in the software, for example
by the same formal approach as the one followed for safety, because attacks often
build on vulnerabilities that stem from a remaining bug. Monitoring takes the form
of dynamic attack detection and recovery mechanisms. This implies a model of the
attacker, which should at least cover all known types of attacks, for example in the
form of an attack signature base. In this view, the safety-by-design principle
becomes the security-by-design principle, meaning that the software must be
designed from the foundation to be secure. This has led to design principles such
as the OWASP recommendations. However, security and safety remain distinct
and different domains, built on different hypotheses, and the protection
mechanisms against accidental and intentional threats are usually complementary.
In this white book we restrict our attention to security. [Cybercecurity: current

challenges and Inria’s research directions pp. 15-17 ]

II1. Post-reading activities.

Task 7. Answer the following questions.

1. How does Wikipedia define cybersecurity?
10

Attack — cripoba oTpuMaTH HECaHKLIOHOBAaHMH JOCTYI JIO MOCIYT, PECYpCiB 4H
inpopmauii [npopmaniitnoi cuctemu ado cpoda MOPYUINTH HITICHICTH CUCTEMH.
Attack surface — Habip TOYOK BXOXy, 1€ 3JIOBMHCHHK MOXE CIpoOyBaTH
HECAHKI[IOHOBAaHMHI NOCTyI. 3axoau Oe3leKHd HaMararoThCs 30eperTd MOBEPXHIO
aTaky SKOMOTa MEHIIIOIO.

Attackability — 9yTIHBICTE 10O 30BHIIIHIX TOAPa3HIKIB,;

Authentication — miepeBipka 3asBICHOT0O 3HAYCHHS aTpHOYyTA.

Authentication — nporec nepeBipku ocodoucrocti GiznuHoi abo PUIMIHOT 0COOH.
Authorization — a) BHUpilIeHHSI MUTaHHS IIOAO0 HAJAHHS 3aMHUTy HA AOCTYM (IO
cy0’exTa) abo 0) mprU3HAYEHHATIPaBa TOCTYIY A0 KOMITEHTA.

Balance of probabilities — HassBHICTH OUTBIIOT BipOTiTHOCTI

Beyond a reasonable doubt - B oBHiii Mipi 6€3 CyMHIBiB

Botnet — wMepeka CKOMIPOMETOBAaHHX KOMII'IOTepiB (abo 0oOTiB), sKa
KOHTPOJIFOETHCS 3TI0BMHUCHUKOM JJISl 3aITyCKY CKOOPMHOBAHMX IIKIAIMBUX JiH.
Breach — nmopymenss

Bulletproof hosting service providers — mnocTadajbHUKH, SKi, SK BiJIOMO, HE
BUKOHYIOTh BHMOTHM IIOAO BHUJAJIEHHS MPaBOOXOPOHHMX opraHiB. lle crae
MOJKJIMBUM 3aBJISKM PO3MIIIICHHIO B KpaiHax, Jie Jli€ HeMillHe 3aKOHOJAaBCTBO PO
Kibep3nounHHICTh, a00 omeparopaM, IO HAAIOTh HOCIYTH, aKTUBHO MiITarouu
MICIIEBIM ITPABOOXOPOHISIM.

Byzantine — AHoManbHA MTOBEIiHKA, KOJIU CYTHICTh / 3JIOBMACHHK HAJCHIIA€ Pi3HY
(xoua i mificHy) iH(OpPMaLitO PI3HAM OACPKyBadaM.

Calculi — yncnenus;

card skimming —  mnpakTHKa BCTaHOBJICHHS IPUCTPOIB B OaHKOMaTi, SKi
JI03BOJISIOTh KJIOHYBATH BKJIaJCHI KAPTKH.

Carving — (BupizanHa BwMmicty ¢aiiry / manux) IIpomec BigHOBIEHHS Ta
PEKOHCTPYKIii BMicTy (aiimy Oe3mocepeqabo 3  OJNIOKOBOI  mam'sti  0e3
BUKOPDHCTaHHA MeTaJaHux QaioBoi cuctemu. Bsarami, pi3pOieHHS JaHUX
(cTpyKTypH) — 1€ IpoIlec PEeKOHCTPYKIT JIOTIYHUX 00’ €KTiB (TakuX sk (aiim Ta
3anucy 0asW JlaHWX) 13 MacoBoro 30opy naHux (oOpa3 aucka / omepaTHBHOI
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Short glossary of cybersecurity terms

Access control — KOHTPOJIb 32 JOCTYIIOM;
Accommodate — azanTyBaTHCsl, IPHCTOCYBATUCS;
Accountability — miI3BITHICTB;

Ad hoc — sIKHil CTBOPIOETHCSI B OKPEMOMY BHITAIKY
Addressing scheme — MeTon anpecartii;

Adequacy decision — pillleHHs IIPO OCTAaTHICTb 3aX0/IiB
Adjust — BisperyitoBaruy;

Admissible evidence — qomyctumi q0Ka3u

Advocate — 3axuInaTH, MiaTPUMYBATH;

Affirmative defence — 3asBa mpo QakTH, MO CIOPOCTOBYIOTH I1030B abo
3BUHYBAYCHHS
Affirmative defences — 3asBa mpo QakTh, MO CHPOCTOBYIOTH II030B a00
3BHHYBaYeHHS

Aforementioned — BuIIIe3a3HAYCHHMIA;

Anticipate — nepen0oa4nTH;

Anti-trust law — aHTHUMOHOTIOTEHUH 3aKOH

Appification — 3amina BeO-caiiTiB mporpaMamu, IO HPAIIOIOTh HA MOOUTBHHX
MIPUCTPOSIX.

Application — mporpama, 10JaTOK;

Arrest warrant — opJiep Ha IpaBO aperrTy

Ascertain — nepeKoHaTH;

ASIC — mne omuH Kjac iHTErpaJbHMX MIKpPOCXEM, JIeé CXeMa HaJalllTOBaHA Ha
KOHKpETHY Iporpamy abo Habip nporpam. Hanpukmnag TPM - nesuninenuit ASIC
JUTSL TIpoTpaM Oe3IeKH.

Asset seizure — koH(picKarrist MaliHa

Assumption of risk — B3sTH Ha ceOe MPOBUHY

Assumption — ZOMyIIEHHs, TilI0Te3a;
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2 What does security include?

3 What physical security may depend on?

4. For what cybersecurity requires some form of physical security?

5 Do attackers follow predefined rules or continuously search for previously
unknown means of attack?

6. Does digital information may play with contradictions between the
legislations of different countries or their maladaptation to the digital age?

7. What software safety calls for?

8. Do safety and security tied to one another?

9. What does Ensuring safety mean?

10.  What form takes the monitoring?

Task 8. Complete the following sentences using the text.

1.  Wikipedia defines cybersecurity as follows: Computer security, also known
as or IT security, is the protection of computer systems from the
damage to their , software or information, as well as from disruption or

misdirection of the services they provide.

2. Conversely, physical security may ____ cybersecurity to the
extent that it uses computer systems, e.g., to monitor some physical space or
maintain a database of authorized persons.

3. Hence, an attack or malware launched by a can spread
worldwide, at a large-scale, in less than an hour.

4. Digital information , and may even play with contradictions
between the legislations of different countries or their maladaptation to the digital
age.

5. A complementary approach consists in describing normal execution paths

and monitoring execution, so as to raise an alarm and react appropriately when

some trajectory goes outside of

11



6. Since security works in an , it should also consider accidental
threats which may be exploited by the attacker.

7. Dealing with the safety of large _____ that interact with the
physical world, such as Cyber-Physical Systems (often known as CPS), has led to
some well established methodologies.
8. Formally, one writes a to describe the expected behavior of

the software, and then shows that the actual implementation satisfies the

specification.
9. Monitoring takes the form of dynamic ____and recovery
mechanisms.
10. However, security and remain distinct and different , built

on different hypotheses, and the protection mechanisms against accidental and

intentional threats are usually complementary.

Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

Kibep0e3neka — oiHa 3 OCHOBHUX MP00JIeM ChOT0/IEHHS

Mu kHMBEeMO B €mOXy IH(pOPMAIIHOTO CYCHIIBCTBA, KOJIM iH(pOpMamiiiHi
TEXHOJOrl Ta  TEJNCKOMYHIKAIliiiHI CHCTEMH  OXOIUTOIOTH  yCi  cdepu
KUTTEISNIBHOCTI JTIOMUHM, JepkaBu. CporogHi M Bce Oinbine ¥ Oinbiie
BHKOPUCTOBYEMO IX y CBOill mismibHOCTI. He € BuHATKOM 1 30poitHi Crmm. Ane
B3SIBIIIH Ha CITY>KOY TeJIEKOMYHIKaIIii i TI00anbHiI KOMIT FOTEpHI MEpexKi, CITiJT 3HATH
W pO3yMITH, SKi MOXJIMBOCTI JUIS 3JIOBXKHBAaHHS CTBOPIOIOTH IIi TEXHOJOTI.
CporosiHi ’KepTBaMu XaKepiB MOXXYTh CTaTH HE JIMIIE JIIOAH, ajie i il JepikaBH.

3a e()eKTUBHICTIO Ta HACJIJIKaM1 3aCTOCYBaHHs KiOep30polo, a caMe Takui TepMiH
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Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

o Take kpamiKKa 0OCOOUCTHX JaHUX?

3nopii, ski 3afiMAlOTBCS BUKPAJCHHSAM JaHUX, 3a3BHYal, OTPUMYIOThH
ocobucty iHpopMmariito, Taky K mapoii, Homepu ID, KpeguTHHX KapTOK abo
HOMEpH COL[iaJIbHOTO CTPaxyBaHHs, Ta BUKOPUCTOBYIOTH IIi JIaHi BiJ iMEHI KepPTBH.
Bukpanena xoHbimeHmiiHa iHpOpMaIis Moxe OyTH BHKOPHCTaHA Ui Pi3HUX
HE3aKOHHUX IIiJIeH, 30KpeMa i OTPUMaHHS KPEIuTiB, 3MIHCHEHHS OHJIAalH-
MOKYTIOK abo0 JUISt OTPHMAaHHS JIOCTYITy JO MEAWYHUX Ta (piHAaHCOBUX BimoMocTel

KEPTBHU.

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.
Kpanixka ocobucTnx maHuX, ocobmcra iH(opmamis, mapoii, KpeIuTHI KapTKH,

coIlialibHe CTpaxyBaHHsI, KEPTBa, HE3aKOHHI ITT, KOHQIJCHINHHA iHpOpMAaITlis,

OHJIAHH-TIOKYTIKA.

201



people and safeguard against any mishappenning on the internet. Further, stronger
laws have been formulated with respect to protection of “sensitive personal data”
in the hands of the intermediaries and service providers (body corporate) thereby

ensuring data protection and privacy.

IIL. Post-reading activities.

Task 7. Answer the following questions.

1.Is the time theft a crime?
2.How can we prevent time theft?

3. What do you know about intellectual property theft?
4 What does an identify theft involve?

Task 8. Complete the following sentences using the text.

1 An identity theft involves both  therefore the provisions with regard to
forgery as provided under the Indian Penal Code.
2 Some of the Sections of IPC such as (Section 464), making false
documents (Section 465), forgery for purpose of cheating (Section 468), reputation
(Section 469

3 Cyber theft is a part of  which means theft carried out by means of
computers or thelnternet.

4 The most common types of cyber theft identity theft, password theft, theft
of information, internet time theftsetc.

5 Time card theft is a crime, thoughit is not usually  unless the theft is
substantial.

6 Intellectual property (IP) is defined as theft of material that is
copyrighted, the theft of trade secrets, and trademark violations etc.

7 One of the most commonly and dangerously known of IP theft is

counterfeit goods and piracy.
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BCE 4YacTillle BUKOPHCTOBYIOTH BYEHI, MOXKHA NPHUPIBHATH 10 30pOoi MacoBOro
ypaxxenHs. Tomy kiGepOesnieka — OJHa 3 OCHOBHHX IpoOJieM, IO BUKIIUKAE
3aHEMOKOEHHS. | 4MM MIBH/IIE JIFOACTBO PO3BHBAE iH(OpMAaNiifHi TEXHOIOTIi, THM
Oimpmmoro € morpeba B 3axmcTi iH(OpMamiHHO-TETIEKOMYHIKAIIfHAX CHCTEM.
OCKIJTbKM ~ KPUTHYHI ~ Bpa3IMBOCTI B NPOTpaMHOMY  3a0€3le4YeHHI  Ta
aBTOMAaTH30BAHMX CHCTEMaxX BHKIHMKAIOTh HEOE3MiJICTaBHI MOOOIOBAHHS, TO HE
JIVBHO, IO YPSAH Ta CYCIUIBCTBO B YCHOMY CBITI HIYKAIOTh KpaIIUX 3aXOMiB i
METO/IB JJIsl 3aXUCTY OCOOMCTHX JaHUX [HTepHET-pecypciB B Kibep3arpos.

Ha minTBepmkeHHS NOMEpenHiX CHiB, MiA Yac MPOBEIEHHS 3yCTpiui Ha
BUIIOMY pIBHI TIJIaB JepXkaB Ta TOJIB ypsAiB KpaiH — y4YacHHUI[b
[TiBHIYHOATIIAHTUYHOTO aJbsSHCY, sKa mpoxoamna y 2016 pomi y Bapmagi, 6ymo
Minrcano mepmui B ictopii goroip Mk €C Ta HATO mpo criBmparitio y cdepi
Oe3reky, 30KpeMa B IIUTaHHAX TOpUIHKX BilH Ta Kibeparak. KibepmpocTip, mopsia
i3 3emJiero, TOBITPSIM, MOpPEM 1 KOCMOCOM, BH3HaHO HOBHM OIEPaTUBHUM
poCTOpOM, a Kibepomepanii — HEBiI'€MHOI0 YacTHHOIO TiOpWUAHOI BIHHH.
Haii6inbuie yBaru onepauisM y KiGeprpocTopi NPUIAUISIOTE TakKi MPOBIJHI KpaiHU
cBity sik Cnonyueni Illtatn Amepuxu, BenukoOpuranis, Kutait Ta iH. YV HEUX ¥
Or0/DKETi 3aKJIAZEHO BENWYE3HI KOIITH HA PO3BUTOK KiOEPHETHYHOI CKIIAIOBOL
30pOfHHX CHJI, a TaKOX TIOCTIHHO BTUTIOIOTBCA B JKUTTS IIPOTPaMHU IS
3a0e3MeYeHHs  HAI[lOHAJIbHOI OE3MEeKM Ta 3aXHCTy O0’€KTiB  KPUTHUYHOT
iHppacTpykTypu Bim KiOepatak. OCKUIBKH HIXTO HE MOXE 3 YICBHEHICTIO
CTBEP/UKYBATH, 110 HOrO MepeXi MOBHICTIO 3aXHIIEHI Ta MOXYTh HPOTHCTOSTH
OaraToBeKTOpHUM KiOeparakam, KiOepHeTnyHa Oe3meka craja MpiOpUTETOM
PO3BHUTKY Cy4acHOI apMii.

3axonu mono peanizanii Konnenmii kibepoesneku.

Jns minimizanii pus3ukis y €Bponi B 2018 pomi HabepyTs YMHHOCTI 3aKOHU
PO 3axXUCT JaHuX. BoHM mTepemnbavaroTh pi3ke MIBHIICHHS MmMTpadiB 3a
posrosionieHHs ab0 BTpaTy MEPCOHANBHUX AAHWX, IO 3MYCHTh KOMIIaHii BXXE B
I[OMY pOLi MNEperJITHyTH CBOI MIJXOOW 1 CTaHAApTH MLIOAO 3abe3NedeHHs

iHpopMauiiiHoi Ta KiOepHEeTHYHOI Oe3NeKH, B TOMY YHCII BBECTH OKpEMy HOCany
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BIZINOBIJaJILHOTO 3a 3axHCT iHpopmauii Ta KidepHeTH4HYy Oe3neky. BaxiuBum
(akTopoM TOCHIIEHHs 3axOAiB KiOepHeTHYHOI Oe3neku € 30epekeHHs OanaHcy
MiX KOM(OPTOM, CBOOOIOIO TOCTYITy 10 iH(popMarlii Ta 3a0e3neueHHsIM HaliitHOTO
3axucTy iHpOpMAIlii, Bil IKUX 6araTto B 4OMY 3aJ€XKHUTh OJIaromnoaydds TpoMasIsH i
mup B Ykpaini. OfHaK 1ie 3aBIaHHsA HETIPOCTe, i HOTO AOBEAEThCS BUPIIIYBaTH 1€
noBruii wac. MacmTaOHa kibeparaka Ha KOPIIOpPATHBHI Ta Jep)KaBHI MEpexi 3a
nomomororo Bipycy «NotPetyay, sika BinOynacs 27 yepHst 2017 poky, — sickpaBuit
MPUKJIAJl BaXIJUBOCTI KiOepHETHYHOI Oe3nekd s (DYyHKIIOHYBaHHS JICPKaBH.
IToniOHi kibepaTaku copsMoBaHi Ha nectabimizamito Ykpainu. «BigxirounTH,
3HHUINUTH, JecTalimi3yBaTm», — OCh ixHS MeTa. MacoBi BIAKIIIOUEHHS
eNeKTpoeHeprii, TenmeoHHOTO 3B’s3Ky Ta  [HTEpHeTy, TpymHOUI 3
00CITyrOByBaHHSIM KITI€HTIB 1 MpOBENEHHSIM OaHKIBCHKUX Omepalliid, peaibHi
(iHaHCOBI 30MTKH — IIe T€, III0 BHKOPHCTOBYE BOPOT BXKE CHOTOHI.
BukopucTtoByroun KiOepmpocTip, Xakepd MOXYTh 3JIaMaTd 3aXHUIIeHI
Mepeki Ta OTpuMaTu HeoOXimHy iHQopMallifo, TOMy MU MYCHMO CIpSIMYBaTH
3yCHIUIS Ha 3aXMCT CBOIX MEpeX i 3a0e3neunTH 1x Oe3reKy, BUKOPUCTOBYIOUH TaKi
piBHI 3axucTy iH(hOpMAIii:
e 3amo0iraHHs — IOCTyN 0 iH(oOpMaIlii Ta TeXHOJOTIi HAAAE€ThC TUTBKH IS
TIePCOHAITY, SIKH OTPUMAB JIOIYCK Ta Ma€ BiJMOBIHI ()axOBi HABHUKU;
e BUSBICHHS — 3a0€3IICUYETHCSl PAaHHE BHUSABJICHHS 3JI0YMHIB 1 3JIOBKHBaHb,
HAaBITh SKIIO MEXaHI3MHU 3aXUCTy Oymu o0iiiieHi;
e 00MEXEHHS — 3MEHIITY€EThCSl PO3MIp BTPAT, SKIIO 3JI0YMH BCE-TaKH BiIOYBCs,
HE3BaXKal04YX Ha 3aXO0/HM II0A0 HOTo 3aro0iraHHs Ta BUSBIICHHS;
e BiJHOBJEHHA — 3abe3neuyerbcs €()EeKTHBHE BiIHOBJICHHS iHpopMmauii 3a
HasIBHOCTI JOKYMEHTOBAHUX 1 IEPEBIPEHUX IIJIaHIB 3 BiJIHOBJICHHS.
e BUCHOBOK, sKMii MU TOBHHHI 3poOHMTH i cebe, — 1€ 301UIbIICHHS
iHBecTyBaHHS B KibepOesrneky, mob 3amodiratu aTakaM Ha BEJIHKi JeprKaBHI
1 IpUBaTHI KOMMAHIi i IPOTHUCTOSTH HaMipaM JIecTabii3yBaTH CyCIiIbCTBO.
KpiMm TOrO, KOXHE CYyCHiIbCTBO TIOTpeOy€ TPaBWJI, CTAaHIAPTIB, HOPM,

MTOJIOXKCHB, IHCTPYKIIHA Ta {HIIUX JOKYMEHTIB, 00 IMOYyBaTH ceOe 3aXHUIICHUM Y
14

An identity theft involves both theft and fraud, therefore the provisions with
regard to forgery as provided under the Indian Penal Code, 1860 (IPC) is often
invoked along with the Information Technology Act, 2000. Some of the Sections
of TPC such as forgery (Section 464), making false documents (Section 465),
forgery for purpose of cheating (Section 468), reputation (Section 469), using as
genuine a forged document (Section 471) and possession of a document known to
be forged and intending to use it as genuine (Section 474) can be coupled with
those in the IT Act.

The Information Technology Act, 2000 (IT Act) is the main act which deals
with the legislation in India governing cybercrimes. Some of the Sections dealing
with Cyber Theft are: -

e Section 43 If any person without permission of the owner damages to
computer, computer system, etc. he/she shall be liable to pay compensation to
the person so affected.

e Section 66 If any person, dishonestly or fraudulently, does any act referred
to in section 43, he shall be punishable with imprisonment for a term which
may extend to three years or with fine which may extend to five lakh rupees
or with both.

e Section 66B Punishment for dishonestly receiving stolen computer resource
or communication device is Imprisonment for a term which may extend to
three years or with fine which may extend to rupees one lakh or with both.

e Section 66C provides for punishment for Identity theft as: Whoever,
fraudulently or dishonestly make use of the electronic signature, password or
any other unique identification feature of any other person, shall be punished
with imprisonment of either description for a term which may extend to three
years and shall also be liable to fine with may extend to rupees one lakh.

e Section 66 D on the other hand was inserted to punish cheating by
impersonation using computer resources.

With the increase in the number of frauds and cyber related crime, the

government is coming up with refined regulations to protect the interest of the
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Secondly, what is theft in cyber crime? Cyber theft is a part of cybercrime
whichmeans theft carried out by means of computers or thelnternet. The most
common types of cyber theftinclude identity theft, password theft, theftof
information, internet time theftsetc.

Furthermore, is time theft a crime?

Time card theft is a crime, thoughit is not usually prosecuted unless the theft
issubstantial.

How can we prevent time theft?

Ways to Prevent Time Theft
. Choose the Right Time Tracking Method. There are many ways
oftracking time and attendance, the most popular options being
thefollowing:

. Improve Communication. It may seem obvious, but telling

youremployees all your rules and expectations will prevent timetheft.

. Audit Your Processes.

Internet time theft

It refers to the theft in a manner where the unauthorized person uses internet
hours paid by another person. The authorized person gets access to another
person’s ISP user ID and password, either by hacking or by illegal means without
that person’s knowledge.

Theft of intellectual property
Intellectual property (IP) theft is defined as theft of material that is copyrighted, the
theft of trade secrets, and trademark violations etc. One of the most commonly and
dangerously known consequence of IP theft is counterfeit goods and piracy.

Laws governing identity thefts in India
The crime of identity theft consists of two steps:
e Wrongful collection of personal identity of an individual
*  Wrongful use of such information with an intention of causing legal harm to

that person information
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Kibeprpocropi xo4a 0 y NpaBOBOMY BiIHOLICHHI. 3apa3 3 SBISIOTHCS Tally3eBi
HOPMaTHBHI JIOKYMEHTH, III0 CTOCYIOThCSI KiOeppH3UKIB, 3pOCTae iHTepec 10 i€l

rary3i 3 00Ky 3aKOHOJaBUMX OPTaHiB.

Task 11. Give the English equivalents of the Ukrainian words and word

combinations.

Xakepu, iH(pOpMaLIiiHE CYCHUIBCTBO, IHTEPHET-PECYpCH, KiOepmIpocTip,
ImporpaMHe 3abe3ledeHHs, aBTOMAaTH30BaHI CHCTEMH, Kibep3arpo3u, pO3BHTOK
KiGepHeTHYHOI CKJIaHOBOi 30pPOMHMX CHIJI, MacoBi BiJKITIOYCHHS ENEKTPOCHEPrii,
€C, HATO, ribpumgna BiliHa, kiGepaTaku, Kibepomeparlii, kibepHeTHYHa Oe3IeKH,
KiOeppH3HK, KOPIIOpAaTHUBHI Ta JepXKaBHI MEpeXi, 3J1aMaTH 3aXHIICHI MeEpexi,
3axucT 1HQOpMAIii, MeXaHi3M 3axUCTy, OOCTyHn o0 iH(popMamii, epeKTHBHE
BiHOBJICHHS iH(pOpMAIlil, paHHE BUSBICHHS 3JIOYMHIB 1 3JIOBKHUBaHb, 3MCHIIUTH

pO3Mip BTpaT, 301IbIICHHS iIHBECTYBaHHs B KiOepOesmeKy.
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Unit 2. A few examples and lessons learned

I. Pre-reading activities.

Task 1. How do you understand the statement: “If you think you know-it-all
about cybersecurity, this discipline was probably ill-explained to you”. (Stephane

Nappo) Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. What definitions of the ransomware do you know?
2. What do you understand under the term cybersecurity incidents?

3. What is the most common synonym to the word attack?

Task 3. Try to guess the meaning of the following words.

Vulnerable systems, a viral manner, default accounts, deleting firmware,
unconfigured services, remotely controlled bots, exploitation, anonymized

databases.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

This ransomware targets computers running the Microsoft Windows
operating system, with major consequences for their owners: are infecting a
computer, the ransomware encrypts data and displays a note to inform the user,

asking for 1). a bitcoin payment in exchange for 2). the decryption key. This

ransomware is considered a worm, since it scans for vulnerable systems and then
3). replicates itself on these new targets. 4). Electronic voting vulnerabilities: in the

last few years, several European countries (Estonia, France, Norway, and

16

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. illegal means a) Kibepkpaixka
2.attendance b) BapianT

3. access to C) mapoib

4. password d) moctym no

5. option €) BiZIBiIyBaHICTb

6. cyber theft f) He3akoHHI 3aco0u

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. What is considered to be the time theft?
2. When does the time theft occur?
3. Whatis the theft in cyber crime?

Internet time thefts

Internet time theft. It refers to the theft in a manner where the unauthorized
person uses internet hours paid by another person. The authorized persongets
access to another person's ISP user ID and password, either by hacking or by
illegal means without that person's knowledge.

Then, what is considered time theft?

Time theft at work occurs when an employeeaccepts pay from their
employer for work that they have notactually done, or for time they have not
actually put intotheir work. Since the employee is not actually doing the necessary
amount of work during their shift it is considered atheft of time from the company.
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Unit 22. Internet time thefts

I. Pre-reading activities.

Task 1. How do you understand the statement: One of the most commonly and
dangerously known consequence of IP theft is counterfeit goods and piracy.

Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. What do you know about cyber theft?
2. What do you understand under the term hacking ?
3. What is theft in cyber crime?

Task 3. Try to guess the meaning of the following words

Cyber crime, cyber theft, password theft, intellectual property.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. The authorized persongets access to another person's ISP user ID and
password, either by hacking or by illegal means without that person's
knowledge.

2. Cyber theft is a part of cybercrime which means theft carried out by means
of computers or the Internet.

3. There are many ways of tracking time and attendance, the most popular
options being thefollowing:

4. It may seem obvious, but telling your employees all your rules and

expectations will prevent time theft.
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Switzerland) held legally binding 5). _political elections that allowed part of the

voters 6). to cast their votes remotely 7). via the Internet.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1). cybersecurity

a). BUKOHYBAaTH

2). internal

b). HEBIAMOBIIHICTH

3). a victim

C). MOTaHuH ToJI0C

4). a password

d). xkibepbe3neka

5). a cast vote €). BUKOHYBaTH
6). to perform f). maposs
7). an inadequacy d). xxepTBa

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. Can you provide a few illustrative examples of attacks highlighted in the text?
2. Who found that The TV5 Monde target attack was carefully planned?

3. What allows attackers to create a strobe effect?

A few examples and lessons learned

Unfortunately, cybersecurity incidents are common, and too often make the
headlines. Here we describe a few illustrative examples, in order to highlight the
huge diversity of attacks. Some of them target well identified entities, such as TVS5
Monde and the Dyn company, although the attacks used totally different
techniques. At the other end of the spectrum the Wannacry ransomware targeted a
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huge population, propagating in a viral manner. Certain electronic voting systems
are known to be vulnerable and, on several occasions, security researchers have
highlighted their inadequacy through proof-of-concept attacks. The following
example illustrates how anonymized databases can sometimes be attacked,
revealing physical identities. The last two examples highlight, for the first one, two
hardware-targeted software attacks that exploit advanced processor performance
optimization techniques, and for the second one, weaknesses of some Internet of
Things devices and their exploitation.

The TV5 Monde targeted attack: on April 9th, 2015 the French TV network
TVS Monde was the victim of a major sabotage. Around 9pm, the website and
social media channels (Facebook, Twitter, YouTube) were defaced. About an hour
later, the network infrastructure was no longer operational and broadcasting was
interrupted, resulting in a complete TV blackout — the worst thing that can happen
to a TV network. The French National Cybersecurity Agency (ANSSI) later found
that the attack was carefully planned. The attackers first connected in January,
using a stolen login and password. This allowed them to get access to the internal
network, to collect internal documents containing information on the network
infrastructure and existing accounts, and to exploit unconfigured services that still
relied on default accounts and passwords. Deleting firmware on the network
infrastructure (routers and switches) then caused the breakdown, making a simple
restart impossible. Denial of service attacks from the Mirai botnet of home devices:
the Mirai malware’s goal is to turn vulnerable home devices (such as IP cameras,
printers, baby monitors, or home routers) into remotely controlled bots that can
later be used to launch large-scale denial of service attacks. This is what happened
on October 21st, 2016, when this botnet targeted the name servers of the Dyn
company. This attack resulted in a blockage of many web sites worldwide for
several hours. The WannaCry ransomware: on Friday May 12th, 2017, the
WannaCry ransomware propagated throughout the world, infecting more than
230,000 computers in over 150 countries within a single day (source Wikipedia).

This ransomware targets computers running the Microsoft Windows operating
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4. The request for authentic information from the victim (e.g., a user account)
causes the to sign the user out.

5. The attacker uses the user’suser __ to log in as the victim.

6. The user is then shown  login form that uses the user name and
password for the malicious site.

7. Iftheuseris tricked into  the fake login form, the host site or the cloud
storage site is logged out of the account.

8. This means that the user’s legitimate account is of his or her

account as well.

Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

Web Jacking Attack Vector — me onHa (imMHI-TEXHiKa, sika MOXe OyTH
BUKODHCTaHa B COLIAIBHMX IHJKEHEpHHMX 3axojax. J3JOBMUCHUKH, SIKI
BHKOPHCTOBYIOTh 1€l METOJ], CTBOPIOIOTH MiApOOIeHMI BeO-CalT, i KON >KepTBa
BiIKpPHBA€ MMOCHIIAHHS, 3 SBIAETHCA CTOPIiHKA i3 MOBIZOMIICHHAM IIPO Te, IO BEO-
CalT mepeMicTUBCA i iM TOTPIOHO 1100 HATUCHYTH iHIIE IMOCHIIAHHS. SKII0 kepTBa
HAaTHUCKA€ TIOCWIAHHS, SIKE BUTILIJIA€ PEalIbHUM, BiH Oyze IepeHarpaBlieHHi Ha
(aNbIIUBy CTOPIHKY.

HaGip iHcTpyMeHTIB colliasibHOT iHKEHEpii BXKe IMITOPTYBaB TaKUi BUJI aTax,
ToMy MU 30mpaeMocs BuxopuctoByBati SET mns peamizamii miporo merony. Mu

BigkpuBaemo SET i Bubupaemo BapiaHT 2, sikuii € Bektop ataku BeG-caiTiB.

Jlxepeno: https://www.jigsawacademy.com/blogs/cyber-security/web-

jacking
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the link and type your computer’s IP address here. It will create a link. Now, your
link is ready to copy and send to the victim, then wait until they enter their details.

Step 7: When the victim opens a link in their browser, the browser displays
the message “help www.abc.com move to another address, click here to go to a
new location,” and click this link, they will find it redirected to a fake webpage.

3. HOW TO BE SAFE FROM THE WEB JACKING ATTACK METHOD?

Users who receive emails with phishing links should always check the URL
first by typing the URL in the address bar rather than clicking the link. If the URL
does not match the expected website, the user should not click on the link and
should also not click on any suspicious links in emails. Users should also avoid
clicking on links sent in emails with an embedded image or if the sender starts with

a link that looks like a typical URL.

II1. Post-reading activities.

Task 7. Answer the following questions.

1. How to be safe from the Web Jacking attack method

2. What does the browser display when the victim opens a link
3. What must users avoid when open a link

4.

Task 8. Complete the following sentences using the text.

1 A hacker a free domain name that is the same as the domain of a web
application.
2 Using a attack vector, the attacker sets up the real site to be malicious and

lies about the domain name of the real site.
3. The attacker sends a request to the web application using the domain

of the malicious site.
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system, with major consequences for their owners: are infecting a computer, the
ransomware encrypts data and displays a note to inform the user, asking for a
bitcoin payment in exchange for the decryption key.

This ransomware is considered a worm, since it scans for vulnerable systems
and then replicates itself on these new targets. Electronic voting vulnerabilities: in
the last few years, several European countries (Estonia, France, Norway, and
Switzerland) held legally binding political elections that allowed part of the voters
to cast their votes remotely via the Internet. French people living abroad were
allowed to vote via the Internet for the June 2012 parliamentary elections. An
engineer demonstrated that it was possible to write malware that could change the
value of a cast vote, with no way for the voter to know.

In the 2011 Estonian parliamentary election, a similar attack was reported by
computer scientist Pihelgas, who conducted a real-life experiment with fully aware
subjects. Re-identification in the AOL anonymized database of web search queries:
as reported in the New York Times 5, AOL released an anonymized database
containing more than 20 million web search queries. Even though the data was
anonymized, users could be identified are some investigation, thereby revealing all
their personal search queries. More generally, database anonymization is a
complex task with pitfalls, that requires finding an appropriate balance between
utility and privacy. The Spectre and Meltdown vulnerabilities: on January 3rd,
2018, two hardware vulnerabilities, Spectre and Meltdown, were simultaneously
released. Both vulnerabilities exploit speculative execution (and in particular
branch prediction), an optimization technique in modern processors. To avoid idle
processor cycles, e.g., while waiting for the result of a memory access, processors
may perform out-of-order execution. A branch may then be speculatively executed,
while waiting for the evaluation of a conditional. If the branch was wrongly
executed, the results are discarded. However, even if the results are discarded, a
memory access nevertheless leaves a trace in the cache. The idea of the Spectre
and Meltdown attacks is to force a forbidden memory access. Typically, buffer

overflows are prevented by checks on the size of the buffer. These checks can be
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circumvented however by making the branch prediction wrongly predict the test.
Then, a cache attack can be used to check which area of the memory has been
executed. (Such attacks simply measure the time necessary for accessing a
particular memory address.)

The attacks are particularly severe, because they exploit the design of
modern processors, and cannot be simply patched by a software update. Moreover,
speculative execution is at the core of modern processor design, and is unlikely to
be abandoned by processor manufacturers. Smart lights causing epilepsy seizures:
researchers from the Weizmann Institute of Science have shown that it is possible
to hack commonly deployed smart lights, and to strobe them at a frequency that
may trigger epileptic seizures. The attack is interesting because by turning
traditionally unconnected objects (here, light bulbs) into smart objects, they can be
misused to create an unexpected attack. This particular attack exploits a
combination of several flaws. First, when initializing the smart light controller, the
password that allows the controller to connect to the local WiFi is sent unencrypted
and can easily be sniffed. Second, the lights accept commands from any devices on
the local WiFi without a proper authentication mechanism. Third, the controller
does not verify the length of the commands it receives, allowing the concatenation
of multiple commands, circumventing the limit on commands that may be sent per
second. Finally, the attack is based on undocumented API options, allowing
attackers to create a strobe effect. [Cybercecurity: current challenges and Inria’s

research directions pp. 18-21]

II1. Post-reading activities.

Task 7. Answer the following questions.

1. What does the lights accept from any devices on the local WiFi without a
proper authentication mechanism?

2. How a cache attack can be used?

3. What is considered a worm?
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5. The attackers often use malicious scripts that work with popular cloud storage
sites such as DropBox or Google Drive. After the malicious script is uploaded to
the hosting service or cloud storage site, the malicious user name and/or password
are displayed on the account page.

6. The user is directed to a login page hosted on the hosting service or cloud
storage site. The user is then asked to enter his or her own user name and/or
password. The user is then shown a fake login form that uses the user name and
password for the malicious site. If the user is tricked into entering the fake login
form, the host site or the cloud storage site is logged out of the account. This
means that the user’s legitimate account is logged out of his or her account as well.
7. The attacker is now able to log into the victim’s account. This is because the
victim’s account was logged out when the user visited the login page. The attacker
can now use the victim’s legitimate account to download any file the victim has on
the host server or cloud storage site. The attacker can also delete any files stored on
the cloud storage site, and users are never alerted to the incident.

2. HOW TO APPLY WEB JACKING ATTACK METHOD

Step 1: To use the web jacking attack method, we will use a tool in kali
Linux called setoolkit.

Step 2: Open your kali Linux system, then open the Terminal window.

Step 3: Type a deadly setoolkit.

Step 4: It will show many ways to attack, but you will have to choose a
Social-engineering attack.

Step 5: Type 1 to choose a Social-engineering attack. It will show multiple
methods of engineering attack. Here, you have to select a vector to attack the
website, so type 2 will show different ways to attack it.

The above methods will create a fake webpage similar to the victim’s web
page and host it on your computer.

Step 6: Copy the link (IP of your computer that you previously installed) to
the fake website and send it to the victim. If the link is your home IP address, then

change it to a domain name. To convert your IP address to a domain name, open
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often used to gain corporate or government networks as part of a larger attack, such
as an Advanced Persistent Threat (APT). In the latter case, employees are
compromised to go through security perimeters, distribute malware within a closed
area, or gain access to secure data. An organization defeated by these attacks often
supports greater financial losses in addition to declining market share, reputation,
and consumer confidence. Broadly speaking, a criminal attempt to steal sensitive
information can escalate into a security incident where the business will have a

difficult time recovering.

1. WEB JACKING ATTACK METHOD

The setup for the attack is simple:
1. A hacker registers a free domain name that is the same as the domain of a web
application. Using a generic attack vector, the attacker sets up the real site to be
malicious and lies about the domain name of the real site.
2. The attacker sends a request to the legitimate web application using the domain
of the malicious site. The request for authentic information from the victim (e.g., a
user account) causes the web application to sign the user out. The attacker uses the
user’s user name and password to log in as the victim.
3. The attacker can now use the victim’s user name and password to log in as the
victim. If the attacker uses the name and password for the victim’s account, they
can access any information from the victim’s account on the legitimate website.
The attacker can now send an authentication request with the victim’s real name
and password to its legitimate website. The victim’s account will only accept this
request if the user name and password match the attackers.
4. The attacker signs up for a free domain name that contains one or more
numbers or special characters. Using the official domain name of the site as the
source of the registration, the attacker registers an account at a hosting service or
cloud storage site. Using this account, the attacker posts a malicious script to the
host site that contains the malicious user name and/or password. The script

performs a malicious action on behalf of the victim.
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4.  How anonymized databases can sometimes be attacked?

5. What is a complex task with pitfalls, that requires finding an appropriate
balance between utility and privacy?

6. Who demonstrated that it was possible to write malware that could change
the value of a cast vote, with no way for the voter to know?

7. What is the idea of the Spectre and Meltdown attacks?

8. Which European countries held legally binding political elections that
allowed part of the voters to cast their votes remotely via the Internet?

9. When may processors perform out-of-order execution?

10. How long was the network infrastructure no longer operational and was

broadcasting interrupted?

Task 8. Complete the following sentences using the text.
1.The are particularly severe, because they exploit the design of
modern processors, and cannot be simply patched by a software update.

2. More generally, is a complex task with pitfalls, that

requires finding an appropriate balance between utility and privacy.

3. The idea of the Spectre and Meltdown attacks is to force a forbidden

4. , the attack is based on undocumented API options, allowing
attackers to create a strobe effect.
5. Deleting firmware on the infrastructure (routers and switches) then
caused the breakdown, making a simple impossible.

6. speculative execution (and in particular branch

prediction), an optimization technique in modern processors.

7. Unfortunately, incidents are common, and too often make the
headlines.
8. A may then be speculatively executed, while waiting for the

evaluation of a
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Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

Kibep3nouunnicts nmix yac manaemii. [llo HoBoro Ai3HaaucH criencayx0u
Himeuunnu?

[Tin vac mammemii B HimeuumHi 3pociia KiJIbKICTh 3JIOYHHIB, CKOEHUX B
inTepHeTi. Ha xoro HaIineHi Xakepchbki aTaku, 1 IO HOBOTO JAi3HaIUCS (axiBili
BKA, xorpi miaroryBamm mopiunmii 3BiT. 108 474 xiGep3nounHn OyIo
3apeectpoBaHo B 2020 pomi B Himeuumni. Taki maHi MICTATBCS B IOpiuHiil
nomoBini HiMerpkoro dexepanbHOro yrparimiHHS kpuMiHanpHOI mommimii (BKA).
e wmaibke Ha 8 BigcotkiB Oinmpme, HiX y 2019 pomi. Ilpum mpomy dmcio
HE3apeecTpOBaHUX 3JI0UMHIB Y MEPEXi MOKe OyTH HabaraTo «BHILE CEPETHBOTO,
BBaXkae excrept 1poro Bigomcrea Kapcren Maiigipt (Carsten Meywirth). 3 kBiTHs
2020 poky BiH ouomoe B BKA chemianpHuMid Biguin, SIKHA - 3alMa€ThCs
Ppo3ciiTyBaHHAM KiOEp3JI0YHHIB, YHCIIO SIKUX CTPIMKO 3POCTAE.

HimeyunHna sk oJWH 3 €KOHOMIYHMX Ta IHHOBallilHUX MEHTPIB €
MPUBAOIMBOIO METOI0 JUIT XaKepiB 3 YyChOro CBiTy. Mae 3Ha4eHHA 1 11
reocTpaTeriyHe pos3TallyBaHHS — B camMomy cepui €Bpomu. «Bmms y €C i
greHctBO B HATO pobmsare HiMmewunHy oOnHI€EI0 3 OCHOBHUX IiJied My
KiOep3nmounHIIBY, - Kaxke KapcTen MaiiBipr.

Bin 3a3Ha4ae, 1m0 mix yac maHjeMii y XakepiB 3'SIBUJIACS HOBI ITiJIi: MOPTAJIH,
MOB's13aHi 3 BHUPOOHHMIITBOM 1 PO3MOJUIOM BaKIMHHW, HaBYAJIbHI IUIATHOPMH,
CepBepH, IO J03BOJIIOTH MPAMIOBATH B PEXKUMI X0yM-0odicy. OcoOIHBO IiKaBUTH
KiOCp3NOYMHIIIB BECh JIAHIIOT IMOCTAYaHHS ¥ PO3MOAUTY BaKIHWH IMPOTH
KOpPOHABIPYCY, OCKIJIBKH "AKIIO BUIAE 3 JIaay Xo4a O 0JHE MiIIPHEMCTBO, 3a/lisHe

B I[bOMY, I1¢ Oy/ie MaTH BeINUe3Hi HACIiAKH IS CycIiiabeTBa", Kake MaiiBipT.

22

1. criminal attempt

a) 3JIOBMHUCHE ITOCHJIAHHS

2. freezing

b) 3amax Ha 37M0YUH

3. malware

C) 3aMOPOXYBaHHS

4. recipient

d) mxigmuBe mporpaMHe 3a0e3nedYeHHs

5. ransomware

€) oJlepxKyBad

6.malicious link

f) mporpama-pumaray

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. What is Phising attack used for?
2. Which consequences does the attack have?

3. How to apply Web Jacking method?

Web jacking

When a Web application improperly redirects a user’s browser from a page
on a trusted domain to a bogus domain without the user’s consent, it’s called Web
Jacking. Web Jacking attack method is another type of social engineering attack
method called Phishing attack, often used to steal user data, including login
credentials and credit card numbers. When an attacker impersonating an object,
cheats the victim by opening an email, instant message, or text message. The
recipient is then tricked into clicking on a malicious link, leading to a malware
installation, program freezing as part of a ransomware attack, or exposure to
sensitive information.

Attacks can have serious consequences. For individuals, this includes
unauthorized purchases, money laundering, or identity theft. Also, identity theft is
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Unit 21. Web jacking

I. Pre-reading activities.

Task 1. How do you understand the statement: Attacks can have serious

consequences. “Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. What do you know about Web Jacking?
2. What is the setup to the attack?

Task 3. Try to guess the meaning of the following words.

Engineering attack, bogus domain, login credentials, instant message

,impersonating, program freezing.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. Web Jacking attack method is another type of social engineering attack

method called Phishing attack

2. When an attacker impersonating an object, cheats the victim by opening an

email, instant message, or text message.
3. The recipient is then tricked into clicking on a malicious link, leading to a
malware installation, program freezing as part of a ransomware attack, or

exposure to sensitive information.

Task 5. Match the English phrases on the left with their Ukrainian
equivalents on the right.
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https://www.dw.com/uk/kiberzlochynnist-pid-chas-pandemii-shcho-novoho-
diznalysia-spetssluzhby-frn/a-57499545

o poduTH, AKIIO Balli NepPCOHAIbHI AaHi NIPOAAOTH B iIHTepHeTI?

OctaHHIi «371MB» AaHUX YKpPAiHIB, sKi mpomaroThes y Telegram-kanHamax,
MIPUBEPHYB yBary 10 MpoOJeMH HE3aXHWIICHOCTI IMepCOHAIBbHOI iH(opMarii B
VYkpaini. Un 3axuiieHi Baili NMEepcOHANBbHI JaHi 1 M0 pOOWTH, SKIIO0 HUMH BXKE
TOPTryIOTH?

Ocranniit  kibepckaHaanx, KOJM 3JOYHMHII  OTpUMAIM  JOCTYN 10
MEPCOHANBHUX JaHUX 26 MITbHOHIB YKpaiHIIB 1 TOPryBaIM HUMH 3aBISKH
aHOHIMHHUX 00TiB y MeceHmxepi Telegram, oroauB «Iipku» B yKpaiHCBKiN cHcTeMi
3aXUCTy MepcoHaNbHOI iH(popMarii. Xoda TOJiOHI «BUTOKM» Oynu W paHile,
OITHAK 3apa3 3BMHYBAueHHS JYHAIOTh HA aJpecy Iep>KaBHOTO 3aCTOCYHKY «Jlis»,
SKHA OCTaHHIM YacoOM AaKTHBHO IIOMYJIPH3YE MiHICTEPCTBO HHU(PPOBHX
TpaHchopmaniit Ykpainu. Ha anHoniMHEX Telegram-kananax 1exTo 3 yKpaiHCBKHX
rpoMajsiH 3HaimoB iHdopMariro mpo cBoi "cBiXi" BOMIHCHKI MOCBIAYEHHS, SIKi
peectpyBaiucs B «ii».
napuna B «/liin?

T'omoBa rpomazcekoi opranizanmii «ExexrpoHHa aemokpartis» Bomomummup
OnboHII OMHUM 3 TIepIIMX 3a0WB Ha CroyioX. [lepeBipsroun cBOi JaHi depes
a"HoHiMHOTO 60Ta B Telegram, BusBHB TaM iH(OpMamio Mpo CBiM BHYTPIMIHIN i
3aKOPJAOHHHUM TACIOPTH, BOMIMCHKE TOCBIMYCHHS 1 HABITh IMapoji BiJl CBOET
eNeKTPOHHOI NoITH. «ba3u maHMX yKpaiHIIB JaBHO TYJISIIOTH B iHTepHeTi. Ale
BIEpIIE Y BIIKPUTOMY JOCTYyHi 3'SBWIIMCS CBDKI (OTO 3 JOKYMEHTIB, SKi
BBA)XKAJIUCS 3aXMIICHUMH. 3IUBYBAJIO, sIK 115 iH(opmalist Oyia o0'eqHaHa 3 pi3HUX
okepen. SIkmo panimie 6a3u OyJiu JOCTYMHI OKPEMO, TO 3apa3 00T HalaBaB BCIO
iHpopmarito ob'emnano, i 6aHKIBChKY, 1 (oTO, HOMEpH TenedoHiB, i mapom 3
comnMepex Mo JoAnH», — posnoBiB DW Bomomgumup ®neonn. BiH He BHKITIOUAE,
110 MAaCOBUH «BHTIK» CTaBCs O€3MOCEPEHBO 3 JIEP)KaBHUX PEECTPIB, @ MOOLIEHUM
nomatkoM «Jlist», SKkuit € BepXiBKOIO iHPPACTPYKTYPH LIUX PEECTPiB, 3TOBMUCHUKHI
CKOPHCTAINCST SK IIMaphHOI0. Bci 3BHHYBayeHHs Ha ajpecy Iep)KaBHOTO
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3acTocyHKy «Jlis» wminicTp wmudposoi Ttpancdopmauii Muxaiiio denopos
Bigkuaae. «l{e HemoxamnBo HaBiTh TeopeTnuHo! Ilo-mepumie i ronoBHe, «lis» He
Mae 0a3M JaHMX 1 HE Hakomu4yye Taky iHpopmamito. Ilo-mpyre, KiTBKICTH
iH(opMartii, sika JOCTyITHA y 3a3HaUYeHOMY 0O0Ti, Habararo, B JECATKH, a TO i COTHI
pasiB, nepebublnye Ty, 3 sKor mpamroe «[is», — HanmcaB demopoB Ha CBOIN
cTopiHLi y couianbHiid Mepexi Facebook.

KiGepmomninist Ykpaiau onepaTuBHO 3a610KyBana aHoHIMHUHA Telegram-06or,
a TrojoBHe cmigue ynpaBminHa Harmmominii YkpaiHn BiZkpmio KpHMiHaJbHE
MIPOBAKEHHS 32 O3HAKAaMM KPHMIHAJIBHOTO MPAaBOIOPYIICHHS, IEepeadadyeHoro
361 KpuminanbHOTO KOmekcy YKpaiHH (HECaHKIIOHOBaHE BTpPYYaHHS B poOOTy
CJICKTPOHHO-O0UMCITIOBAIPHUX ~ MAIllMH, KOMITIOTEPHHUX MEPEX UM MEpex
eJIeKTpo3B's13Ky). Ilicnms mpoBeleHHs CHiAYUX Al MOJIlis He BUSBHIA (AKTIB
Kideparak Ha Jiep>KaBHUH MOOIITbHUH 3aCTOCYHOK «Jlis».

«Indopmaris, nomupeHa y couwiaibHAUX Mepexax, 3okpema i B Telegram-
KaHaJIaX, Ma€ O3HAaKK (parMEHTApHUX HAOOPiB JaHMX, CKOMIIUIBOBAHUX 3 PI3HUX
JDKEpeI 1 pecypciB, BKITIOYAIOYH BIIKPHUTY iH(OPMAIIIO i3 peecTpiBy», - HAECThCS y

TOBiJOMJICHHI Ha caiTi Hammomimii. https://www.dw.com/uk

Task 11. Give the English equivalents of the Ukrainian words and word
combinations.

baza jaHMX, €JEKTPOHHO-OOYMCIIOBaJbHA  MallWHA, 3JOBMHCHHKH,
MOOINBHUH 3aCTOCYHOK «Jlish», BOMINChKE MOCBITUEHHS, MEpeXa eINeKTPO3B'A3KY,
MepPCOHANIbHI JIaHi, CHUCTeMi 3axUCTy, MaHAeMis, KibepckaHman, HaByYalbHi
w1aTopMH, BaKIMHM TIPOTH KOpOHaBipycy, ['omoBa rpomasncekoi opraizaiii,
JOCTYyIl OO TIEPCOHANbHUX MNaHWX, IHHOBALIfHWI LEHTp, 3BUHYBAYCHHS,
MiHicTepcTBO mHppoBUX TpaHchopMamniii YKpaiHH, MAaCOBHI «BHTIK» iH(pOpMAIiT,
aHoHiMHui Telegram-kaHan, pexuM XOyM-odicy, CKOMIIUIbOBaHUI 3 PI3HUX

JDKeped, BepXiBKka iH(ppacTpyKkTypH, KpuMinanbHuil kogeke YKpaiHu, XakepH.
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370BMHCHHUKH TaKO>X MOXKYTh BUKOPUCTOBYBATH KOMOIHALIIIO IIITMI'YHCHKUX
Ta JOriyHMX OoMmO, Hamararouuch BKpacTH Bamy ocoOy. Hampukian,
KiOep37OYMHIII BHKOPUCTOBYIOTh INIIUTYHCBKI TIpOrpamMH, 0I00 IPHUXOBAHO
BCTAaHOBHUTH Keimorrep Ha komm'rotep. Keylogger moke ¢ikcyBaTu Barmmii
HaTUCKaHHS KJIaBill, Taki SK iMeHa KOPUCTyBadiB Ta mapouti. Jloriuna OGomOa
IIpU3HAYeHa IS TOro, 00 3aueKaTy, IOKU BH BiABigaeTe BeO-calfT, AKnii BUMarae
VBITH 32 JTOITIOMOTOI0 CBOiX OONIKOBHX NaHWX, HANPHKIAA, Ha OaHKIBCBKOMY
caiiti abo B comianpHiil Mepexi. OTxe, Le CIHPOBOKYE JOTiYHYy OOMOYy JuIst
BUKOHAHHS KeWJiorrepa Ta 3aXOIUICHHs BallMX OOJIKOBHX JJaHUX Ta HaJCHUJIAHHS 1X
BimaneHoMy 310BMUCHHKY. Jlxeperno: https://www.avast.com/c-what-is-a-logic-

bomb?v=rc

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.
BankiBchkuii caiiT, noriuna 0oM0a, 3aXOIUIEHHS OOJIIKOBHX JaHMX, BijmancHuii

3JI0BMHUCHHK, HATUCKAHHS KJABIII, IMCHA KOPHUCTYBadiB, JOBUIGHHIA KOJ, 3aIycK

IIPOTpaMHu.
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Task 8. Complete the following sentences using the text.

1. Logic bombs are subtle, sophisticated cybersecurity attacks — but the
can be explosive.

2. This article will define , explain how they work, and explore famous
logic bomb attacks.

3. Logic bombs are small contained in other programs.

4. Although they might be _ they’re not technically malware — it’s a fine
line.

5. Common types of malware include viruses and worms, which can contain
logic bombs as part of their

6. A logic bomb virus would thenbea  that has a logic bomb in its code.

7. Anything that can ___ the servers of a large company or institution has the
power to cause serious havoc to the organization itself and the general
population it serves.

8. Considering the potential  of such a threat, it’s critical to protect

yourself against logic bombs and other malware threats.

Task 9. Make a list of all the terms/procedures/experiments/pieces you can
find in the text. Check all the examples in pairs. What are they used for?

Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

Jloriuma OGom0a — 1€ 3JOBMHCHE [IporpaMHe 3a0e3leueHHd, SKe
BHKJIMKAETHCS BIATOBIIUIIO HA TIOJI0, HAPUKIIA, 3aIyCK MporpaMu abo KOJIu
JOCATAETHCS. KOHKPETHA JaTa / 9ac. 3IOBMHUCHHKH MOXKYTh BUKOPHCTOBYBATH
soriuHi OoMOM pi3HEMHU criocobamu. BoHM MOXyTh BOYIOBYBAaTH IOBUTHHHI
KOA y migpoOiieHy mporpaMmy abo TPOSHCHKHI KiHb, 1 BiH OyJe BUKOHYBAaTHCS

11opasy, KOJIM BU 3aIlyCKaeTe axpaiicbke MporpamMHe 3a0e3MnedeHHs .
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Unit 3. Risk assessment and management methods

1. Pre-reading activities.

Task 1.How do you understand the statememnt: "The biggest risk is not making
any risky decisions... In a world that is changing very fast, the only strategy that is
guaranteed to fail is not to take risks" (Mark Zuckerberg, founder of Facebook).

Translate into Ukrainian.

Task 2. Discuss the following questions.

1.Can you name the methods of capturing the four elements of risk?
2.What do you understand uner the term risk?

3.What is the most synonym to the word 0il?

Task 3. Try to guess the meaning of the following words.

Cyber risk, relevant actors, preventing, vulnerabilities, core areas, crosscutting

components.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

There are a 1). range of methods, some of which have been established as

international standards and guidelines, that provide a structured means to transform
vulnerability, threat, likelihood and impact into a ranked list in order to be able to
prioritise and treat them. 2). Pre-assessment includes 3). the framing of risk,
identification of relevant actors and stakeholders, and captures perspectives on
risk. A step-by-step detailed guide can be found in the 4). full document, but we
summarise the actions here. It also involves 5). defining assumptions and
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constraints on elements such as resources required and predisposing conditions that
need to inform the risk assessment. The assessment approach and tolerances for

risk are also defined at this stage along with 6). identifying sources of information

relating to 7). threats, 8). vulnerabilities and impact.

Task 5. Match the English phrases on the left their Ukrainian equivalents on

the right.

1). pre-assessment a). IMOBIPHICTh

2). ranked list b). TakcoHOMIS

3). likelihood C). 3aliKaBJIeHi CTOPOHH
4). prerequisites d). peiiTuHrOBHIA TUCT
5). a taxonomy €). HaCKpi3HUH

6). stakeholders f). mepenymoBn

7). cross-cutting g). IoTIepeTHs OLliHKa

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

UKrainian.

1. What is the purpose of capturing the four elements of risk?
2. What is the assessment and characterization of risk management?

3. At what stage are threats identified?

Risk assessment and management methods

The purpose of capturing these four elements of risk is for use in dialogue

that aims to represent how best to determine the exposure of a system to cyber risk,
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e It lies dormant for a specific amount of time. Like a ticking time bomb, logic
bombs aren’t meant to go off right away. That’s why people attacking from
within a targeted system often use logic bombs — so they can cover their
tracks. Logic bombs are subtle and can go undetected for years.

e Its payload is unknown until it triggers. A payload is the component of
malware that carries out the malicious activity — basically, what sort of
damage the malware is coded to inflict. The payload can result in anything
from the spread of spam emails through an infected system or the theft of
valuable data.

e It’s triggered by a certain condition. The detonator of the logic bomb is the
condition that must be met. It’s this feature that lets logic code bombs go
undetected for long periods of time. The trigger could be the deletion of an
employee from the company payroll, or the date of an important event. Logic
bombs with triggers related to dates or specific times are also known as time
bombs.

As malware continues to grow more sophisticated, it’s essential to keep a
strong line of defense. Detect logic bombs and other malware threats automatically
with Avast Free Antivirus. It uses intelligent threat-detection and real-time

protection to stop malware threats in their tracks.

II1. Post-reading activities.

Task 7. Answer the following questions.

1. Where is the logic bomb inserted?
What damage can the logic bomb cause?
Which powerful software security tools do you know?

Why do you need to use security tools?

“wok wN

What does common types of malware include?
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a specific condition occurs. When this condition is met, the logic bomb is triggered
— devastating a system by corrupting data, deleting files, or clearing hard drives.

Is a logic bomb malware?

Logic bombs are small bits of code contained in other programs. Although
they might be malicious, they’re not technically malware — it’s a fine line.
Common types of malware include viruses and worms, which can contain logic
bombs as part of their attack strategy. A logic bomb virus would then be a virus
that has a logic bomb in its code.

Unlike viruses and worms, which can infect a system on their own, a logic
bomb is often inserted by someone with inside knowledge of the system — such as
when a disgruntled employee embeds a logic bomb in their company’s network.
And since they’re activated by a specific condition, logic bombs can go undetected
for long periods of time, until they’re triggered by the coded condition.

How does a logic bomb work?

The conditions that trigger a logic bomb can be categorized as positive or
negative. Logic bombs with positive triggers detonate after a condition is met, such
as when you open a particular file. Negative triggers launch a logic bomb when a
condition is not met, such as when the bomb isn’t deactivated in time.

Either way, when the desired conditions are achieved, the program’s system
of logic will order the logic bomb to go off and inflict its damage.

Logic bomb attacks can be devastating. There are instances (read more
below) of how logic bombs have wiped the servers of major financial institutions
and other organizations. Anything that can disrupt the servers of a large company
or institution has the power to cause serious havoc to the organization itself and the
general population it serves.

Considering the potential consequences of such a threat, it’s critical to
protect yourself against logic bombs and other malware threats.

What are the characteristics of a logic bomb virus?

The defining characteristics of a logic bomb are:
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and how to manage it. There are a range of methods, some of which have been
established as international standards and guidelines, that provide a structured
means to transform vulnerability, threat, likelihood and impact into a ranked list in
order to be able to prioritise and treat them. While each method has its own
particular approach to risk assessment and management, there are some features
common to a number of the most widely used methods that are useful for framing
risk assessment and management activities, which can be mapped back to Renn’s
seminal work on risk governance as discussed in earlier sections.

The International Risk Governance Council (IRGC) capture these in its risk
governance framework (developed by an expert group chaired by Renn), which
includes four core areas and crosscutting components. Pre-assessment includes the
framing of risk, identification of relevant actors and stakeholders, and captures
perspectives on risk. Appraisal includes the assessment of causes and
consequences of risk (including risk concern), developing a knowledge base of
risks and mitigation options (e.g., preventing, sharing etc). Characterisation
involves a decision process, making a judgment about the significance and
tolerance of the risks. Appraisal and Characterisation forms the basis of the
implementation of Renn’s three core components of risk assessment. Management
processes include deciding on the risk management plan and how to implement it,
including risk tolerance (accepting, avoiding, mitigating, sharing, transferring).
Cutting across all four is communication, engagement and context setting through
open and inclusive dialogue.

The US Government NIST guidelines capture the vulnerability, threats,
likelihood and impact elements inside the prepare (pre-assessment), conduct
(appraisal and characterize), communicate (cross-cutting), maintain (management)
cycle. A step-by-step detailed guide can be found in the full document, but we
summarise the actions here. Prepare involves identifying the purpose (e.g.,
establishing a baseline of risk or identifying vulnerabilities, threats, likelihood and
impact) and scope (e.g., What parts of a system/organization are to be included in

the risk assessment?; What decisions are the results informing?). It also involves
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defining assumptions and constraints on elements such as resources required and
predisposing conditions that need to inform the risk assessment. The assessment
approach and tolerances for risk are also defined at this stage along with
identifying sources of information relating to threats, vulnerabilities and impact.
Conduct is the phase where threats, vulnerabilities, likelihood and impact are
identified. There are a range of ways that this can be conducted, and this will vary
depending on the nature of the system being risk assessed and the results of the
prepare stage.

NIST has a very specific set of tasks to be performed. These may not be
relevant to all systems, but there are some useful tasks that generalize across
multiple system perspectives, including identifying: threat sources and adversary
capability, intent and targets; threat events and relevance to the system in question;
vulnerabilities and predisposing conditions; likelihood that the threats identified
will exploit the vulnerabilities; and the impacts and affected assets. Note that the
ordering of actions in the NIST approach puts threat identification before
vulnerabilities, which presupposes that all threats can be identified and mapped to
vulnerabilities. It is worth highlighting that risk assessment must also be effective
in situations where threats are less obvious or yet to be mainstream
(e.g., IoT Botnets) and, therefore, some organizations that are particularly
ingrained in digital adoption may also wish to consider conducting a vulnerability
assessment independently or prior to the identification of likely threats to avoid
making assumptions on what or who the threats actors may be.

A list of commonly used component-driven cyber risk management
frameworks includes a brief description, an overview of how they work, who
should use it, and an indication of cost and prerequisites. While not wishing to
reproduce the whole list here, we provide an overview for the purposes of
comparison.

* ISO/IEC 27005:2018 is an international standard set of guidelines for

information risk management. It does not prescribe a specific risk
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Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. computer network

a) MPOTPaMHUI JOAATOK

2. operating system

b) onepariiina cuctema

3.software application

C) NICYBaHHS JaHUX

4. corrupting data

d) xoMm*roTepHa Mepexa

5. deleting files

€) OYHINEHHS KOPCTKUX JNCKIB

6. clearing hard drives

f) Bunanenns Qaiinis

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. What do you know about logic bombs?

N

How does the logic bomb work?

W

Is a logic bomb a virus ?

Logic bombs

Logic bombs are subtle, sophisticated cybersecurity attacks — but the
damage can be explosive. This article will define logic bombs, explain how they
work, and explore famous logic bomb attacks. We’ll also show you how to protect
yourself against all kinds of malicious cyber attacks with powerful software
security tools like Avast Free Antivirus.

What is a logic bomb?
A logic bomb is a malicious piece of code that’s secretly inserted into a

computer network, operating system, or software application. It lies dormant until
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Unit 20. Logic bombs

I. Pre-reading activities.

Task 1. How do you understand the statement: “Logic bombs are subtle,
sophisticated cybersecurity attacks — but the damage can be explosive Translate

it into Ukrainian.

Task 2. Discuss the following questions.

1. What is a logic bomb?
2. What are the characteristics of a logic bomb virus?

3. Is a logic bomb malware?

Task 3. Try to guess the meaning of the following words.

Cyber attacks , software application, malware triggers ,disgruntled employee

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. Logic bombs are small bits of code contained in other programs.

2. It lies dormant for a specific amount of time.

3. And since they’re activated by a specific condition, logic bombs can go
undetected for long periods of time, until they’re triggered by the coded
condition.

4. Logic bomb attacks can be devastating.

5. There are instances of how logic bombs have wiped the servers of major

financial institutions and other organizations.

6. The detonator of the logic bomb is the condition that must be met.
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assessment technique but does have a component-driven focus and requires
vulnerabilities, threats and impact to be specified.

NIST SP800-30/39 are the US Government’s preferred risk
assessment/management methods and are mandated for US government
agencies. They have a strong regulatory focus, which may not be relevant
for countries other than the US, but they have a clear set of guiding steps to
support the whole risk assessment and management process from
establishing context to risk tolerance, and effective controls, including
determining likelihood of impact. They are freely available and consistent
with ISO standards (which are not free but are low cost).

The Information Security Forum (ISF) produced the IRAM 2 risk
management methodology that uses a number of phases to identify, evaluate
and treat risks using the vulnerability, threats and impact measures. It is
provided to (paid up) members of the ISF and requires information risk
management expertise to use it effectively, which may come at additional
cost.

FAIR, initially developed by Jones and subsequently collaboratively
developed with the Open Group into OpenFAIR, proposes a taxonomy of
risk factors and a framework for combining them. Threat surface can be
considered very broad and there is a clear focus on loss event frequency,
threat capability, control strength and loss magnitude. It also breaks financial
loss factors into multiple levels and supports a scenario model to build
comparable loss profiles.

Octave Allegro is oriented towards operational risk and security practices
rather than technology. Qualitative risk assessment is linked with
organizational goals. Real-world scenarios are used to identify risks through
threat and impact analysis. The risks are then prioritized and mitigation is
planned. The approach is designed for workshop style risk assessment and
could be performed in-house possibly resulting in a lower cost than a

consultant-led risk assessment.
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* STRIDE is a failure-oriented threat modelling approach focusing on six core 3JI0BMHCHHMK, IPOrpaMicT, iHopMaTHKa, colliaibHa Mepexka, 0coOrcTHH mpodiib,
areas: spoofing (faking identity), tampering (unauthorized modification), OOMEXXEHHS, 3aXUCT, Oe3MeKa, TECTYBaHHS, PO3CIIAYyBaHHS, >KOPCTKHU JIUCK,
repudiation (denying actions), denial of service (slowing down or disabling a MaKpoOBipycC, BipyCcH-XpOOaKH.
system), and elevation of privilege (having unauthorized control of the
system). The approach considers threat targets (including what an attacker
may do), mitigation strategy, and mitigation technique. Threats can be
considered for multiple interactions on the same threat target in the system
and can include people, process and technology. Shostack presents STRIDE
as part of a four-stage framework in his book — model the system, find
threats, address threats, validate. Threat modelling, of course, cannot
guarantee that all failures can be predicted, but the iterative process supports
continual assessment of evolving threats if time and resources allow.

» Attack Trees formulate an overall goal based on the objectives of an attacker
(the root node), and develop sub-nodes relating to actions that would lead to
the successful compromise of components within a system. Like STRIDE,
attack trees are required to be iterative, continually considering pruning the
tree and checking for completeness. Attack libraries such as Common
Vulnerabilities and Exposuress (CVEs) and Open Web Application Security
Project (OWASP) can be used to augment internal knowledge of evolving

threats and attacks.

II1. Post-reading activities.

Task 7. Answer the following questions.

1. What does the preliminary assessment include?
2. What do management processes involve?

3. What decisions are the result of information?
4. What should be the risk assessment?

5. What does the list of common components include?
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Koportka icropist

[epma kammanis mNOMMpPEHHs HeOaKaHUX ENEKTPOHHMX IOBIJOMIICHB
yepe3 eNeKTpoHHY momty Oyna 3adikcoBana 1978 pori mig gac siKoi pO3CHIIKY
orpumanu  maibke 400 (a6o 15% BciX) KOpUCTYBadiB, MiIKIIOYCHUX [0
noniepeanka Mepexxi  [atepuer — ARPANET. Kawmmnanis pekinamyBana
MPe3eHTAlil0 TPOAYKTYy KOMIIaHil, aje Icias OTPUMAaHHA BEIUKOI KiTBKOCTI
HEraTUBHUX BIATYKIB 151 popMa MapKeTHHTY JesKUil 4ac He BUKOPHCTOBYBAJIACh.

3i 3pocraHHs Mepexi [HTepHeT 3pocTany 1 MaciuTadM cram-KamIlaHii.
ITicna 2000 poky KifbKiCTh HaB S3IMBUX PO3CHIOK CTPIMKO 3pOCIHa, JOCATHYBIIN
niky B 2008 pomi, koiu Takuil KOHTEHT cTaHOBUB Oinbine 90% Bcroro Tpadiky
€JIEKTPOHHOI MOIITH. Binmblie TOro, Taki PO3CHIKA HE MPOCTO MOUIMPIOBAIN
HeOakaHi OroJIoIIeHHS, (BiIIIMHTOBI TIOCWJIAHHS Ta IHIIMN ITKIJUTMBHNA BMICT, aie i
HeOe3IevHi ciMelcTBa IIKIITUBUX MPOTpaM, 110 3p00HII0 IX CepHO3HOI0 3arPO30I0
UL KibepOesmeKu.

Bennmopu pimens s kibepOe3nekd Ta PO3POOHUKH  IPOTPAMHOTO
3a0e3NeUeHHs] CTBOPWIIM PIICHHS JUIl 3aXUCTy BiJ cHamy, OUIBIIICTB 3 SIKUX
0a3yloThCs Ha MAIIMHHOMY HaBYaHHI Ta 3/1aTHI 3HAXOAMTH LIEH BHJ IIOBIIOMIICHb.
VYpsimoBIi TakoX po3poOwiIH po3poOUiIH 3aKOHOAAaBUy 0a3y Ui MPOTHUIl criamy,
3aBASKU SIKUM HOTO PO3IOBCIO/DKEHHS CTal0 HE3aKOHHUM Ta HABITh MiJA€ThCs
CYZOBOMY I€pECIIilyBaHHIO.

Y 2008 pomi Oye 3akpuruii xoctunr-npoBaiinep McCol 3 Kamidopnii,
TOMY IO BiH PO3MIIIyBaB MPUCTPOi, BIAMOBINANBHI 3a HAJACHIAHHS HEOaKaHHUX
KoMepuiiiHux  poscuiok. IlimpaxoBaHo, mo cepsepu McColo  Oymmn

BiJNOBITAIBHUMH 32 HaJICHJIaHHS TPHOX YBEPTEH yCiX CHaM-TIOBIIOMIICHb Yy CBITI.

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

Enexkrponna rmomTa, cmaMm, [OBiIOMJICHHS, peKjiama, JOJAaTOK,

MTOB1TOMJICHHSI, JIUCT, BipyC, WIKIATUBHIN, HEOC3MEUHHI, 3arp03a, araka, 00T, 37I0M,
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. Pre-assessment includes

6. What is the name of the risk management group?

7. In what situations should risk assessment be effective?

8. What are the useful tasks?

9. Who captures the vulnerabilities, threats, plausibility and impact elements
within the training

10. How to decipher the abbreviation NIST?

Task 8. Complete the following sentences using the text.

, identification of relevant

actors and stakeholders, and captures perspectives on risk.

. Note that the ordering of actions in the NIST approach puts threat identification

before vulnerabilities, which presupposes that all threats

and mapped to vulnerabilities.

. While not wishing to reproduce the whole list here, we provide

for the purposes of comparison.

. Threat modelling, of course, cannot guarantee that all failures can be predicted, but

the continual assessment of evolving

threats if time and resources allow.

. The approach is designed assessment

and could be performed in-house possibly resulting in a lower cost than a

consultant-led risk assessment.

. It also involves defining assumptions and constraints on elements such as

resources required and that need to inform

the risk assessment.

. Appraisal includes and consequences of risk

(including risk concern), developing a knowledge base of risks and mitigation

options (e.g., preventing, sharing etc).

. Cutting across all four is communication, engagement and

through open and inclusive dialogue.
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9. Management processes include deciding on the risk management plan and

including risk tolerance (accepting, avoiding,

mitigating, sharing, transferring).

10.Characterisation involves , making a

judgment about the significance and tolerance of the risks.

Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English

IosiBa Ta ynpaBJasiHHS Kidep-pu3nKkaMu

[TosiBa mMOHATTS «KiOEp-pU3MKY» CTAIO MEPIIMM KPOKOM Ha MUIXY

pO3yMiHHS Oi3HECOM BaXJIMBOCTI KibepOesmeku. Came «Kibep-pH3MK» O3HAYaE
pu3uK (iHAHCOBUX BTpAT (IPAMHUX 1 HEMPSMHX), MOBHOI a00 YaCTKOBOI 3yMHHKU
JISUTBHOCTI, a TaKOXK IMIKOAM peryTarii opraisaiii ado mpusatHOi ocodu. Yacto
iCIsl [bOTO BU3HAYCHHS JOJAIOTh MIOCh Ha KIITANT «B PE3yJbTari MOPYIICHHS
pobotn iHpopMamiiHuX cepBiciB 1 cuctem». Ile He 30BciM BipHO, 1 MU 3apa3
MOSICHUMO PI3HMILI0 MK TaKUM IiJIX0JIOM JI0 pOOOTH 3 PU3UKAMHM Ta HAIINM.
Came nmoHATTS KibepOe3rekn HabaraTo mupIre iHPOpPMAIiiTHAX CUCTEM 1 pecypciB.
Bono Bkimowae B cebe Bci pecypcn Kommasii abo opranisaiii, B TOMY YHCIHI,
CHIBPOOITHHKIB, MiAPAAHUKIB 1 mapTHepiB. bymp-ska cdepa apigabHOCTI abo0
aKTHBHOCTI, sIKa MOYKEe NMPUTATHYTH 3arpo3y peaini3amii BUIIE3a3HAUCHUX PHU3HKIB,
(hopMye TTOBHE OXOTUICHHSI BXKE KiOep-pHU3HKiB.

VYmpaBninas Kidep-pusukamMu — 1ie GyHmaMeHT st Oyab-sikoi mil y cdepi
0e3IeKy, Yu TO BIPOBADKEHHS CHCTEM ab0 1HCTPYMEHTIB, a00 OOYA0Ba MPOIIECiB
1 BIPOBa/UKEHHS NpaBWi 1 MOMITHK. [IpOeKTH 3 yNpaBiiHHS PHU3MKAMH YacTo

HeZ[OOIliHIO}OTL i HE BiILOerMJ’IIOIOTI). Xouya came T'paMOTHE€ BU3HAYCHHSA Ta
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MUTTEBI Ta TEKCTOBI moBigomiieHHs (SMS), corianbhi Meaia abo HaBiTH TOJIOCOBY
OIITY.

OnuH 3 HAWOUTBII MOMIMPEHUX CMOCOOIB PO3MOBCIOKEHHS HeOaxaHOoTro
KOHTEHTY — BHKOPHCTAaHHS OOTHET-MEpeX, BEIHMKOi KUIBKOCTI 1H(IKOBaHHX
«30M01» MpUCTPOiB. [HOI Tak 3BaHi «IHCTH IACTSI» (TIOBITOMIICHHS i3 3aKIHMKOM
MIOMMPHUTH HOTO cepenl Ipy3iB, OOIIMI0OYM 3a IIe TPOII/3I0pPOB’S/KOXaHHS YH
HaBIIAaKH HeBJaui) Ta [HTepHeT-po3irpalli TakoX BBAXKAKOTHCS CIIAMOM, X04a BOHU
1 BIIPI3HSFOTHCS TUM, IO HAHYACTIIIE HAICHIIAIOCS 3 TOOPUMH HAMipaMHu.

HaneBHo, KOXeH 1IaHyBaJIbHUK OPUTaHCHKOTO KOMEIIHHOrO TeJIeBi3iHHOro
oy «MownTi IaiiTon» 3Ha€ 3BiKM MOXOJUTH TEPMiH cllaM. Y OJHOMY i3 CKETHiB
1970 poky nBa rocTi 3aMOBJISIOTH 1Ky B Kad)e Ta MOMIYalOTh, IO Maibke KOXHA
cTpaBa B MeHIO MicTuTh SPAM® — Tum KoHCepBOBaHOTO M'sica. He3Bakaroun Ha
Te, 0 OAWH 3 HUX He Oaxkae ICTH MO0 CTpaBy, He3a0apoM CTae 3pOo3yMilo, IO
VHUKHYTH L€l iHTpemieHT, sk i HeOakaHWX TOBIIOMIICHb CICKTPOHHOI ITOIITH,
Maii’)ke HEMOKJIUBO.

Sk po3nizHaTu criam?

SIKIO MOBIOMIIEHHS €NeKTPOHHOI momTu abo Oynb-ska iHmIa Qopma
MacoBOi KOMYyHiKallii € HeOa)kaHOI0 Ta BBOJIUTh B OMaHy, MOXIIMBO, BOHA €
CHaMoM.

PS: Sxmo me cioBO HampcaHe BEMUKAMH JIiTepaMH Ha OaHOYII,
HaIMOBIpHIIIE 1€ BIOOMHHA aMEPHKAHCBKUH Xap4oBHHA MPOXYKT, SKHH
CKJIaJIA€THCS 3 BAPCHOI IIMHKU T4 CBUHUHH.

Sk 3a0e3meunTH 3aXHCT BiJ| criamy?

Hikonn He myOmikyiiTe CBOIO €NEKTPOHHY ajapecy Ha myOiiuHuX BeO-
caiftax Ta cepBicax. Skmo ii Bce-Taku HEOOXimHO BKas3aTh, poOiTh Ime 3
o0epexHicTI0. BU Tako)X MOXXeTe CTBOPHTH OJHOPA30BY aapecy eIeKTPOHHOI
TIOIITH, IKY MOYKHA BUKOPHUCTOBYBATH IS OTJISIIIB HOBUH a00 MiHCOK.

Takok BHKOPHUCTOBYHTE pIIICHHS, $Ki BOJOIIIOTH (YHKIIAMH Ui
BUSBJICHHS HeOa)XCHUX IOBIIOMIICHB, cepell SKUX HasBHa IEpeBipKa JHCTa Ha

CIiaM.
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1. Learn how to detect spam by looking out for the following
, all illustrated with recent examples from my personal email account.

2. Messaging spam: Like spam, but quicker.

3. Anyone who’s spent more than a handful of seconds on the has
encountered spam.

4. As you read through this section, pay close to the actual email
addresses in these examples.

5. Mobile spam: It’s spam in form.

6. You can over to our handy Hack Check tool and see if any of your
have been leaked.

7. The is trying to exploit an SEO mechanic known as
“backlinking” to drive traffic to their page.

8. If the definition of spam is unsolicited , Spamming is the
act of sending these messages, and a person who engages the practice is a
spammer.

9. It’s annoying, it’s usually , it’s sent to loads of people, and it’s
coming whether you asked for it or not.

10. But when it comes to the variety, there’s an equally diverse

menu available.

Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

Ilo Take crram?
Cmam — e HeOaXkaHi MOBiOMIICHHS Yy OyIb-AKii (hopMi, SKi HaICHIAFOTHCS
y BeNHKid KimbkocTi. Haifwacrimme cmam Hangcunaetses y (opMmi KoMepHiiHHX

SJICSKTPOHHUX JIMCTIB, HAJiCIaHMX Ha BEJMKY KUIbKICTH aJpec, a TaKoX uepe3
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yIpaBiliHHS KiOep-pU3MKaMH JI03BOJISIE PO3IOAUINTH PALlOHAJIBHO OIOJDKET Ha
KibepOesreKy i rpaMOTHO HiJIrOTYBaTHCS JI0 aTak i 3arpo3 3a3Jajerijb.

IlepenymoB mms  ¢opmamizamii mporeciB  ympaBiiHHS —KiOep-pHu3nKaMu
KiJIbKa:

. omdpoBka (abo «IipKUTAII3AIM)) cydacHoro Oi3Hecy. Bike mpakTHIHO HE
3aJMIIAJIOCS Tally3ed, sIki He 3alydeHi B KiOepIpocTip, i po3Mip KOMIaHIH BKe
TaKOX HE Ma€ 3HaYCHHS;

. MOTPAIISIHHS CaMoi JIIOJAWHM JI0 OXOIUICHHS 3aCTOCYBaHHS KiOep-pH3HKIB.
JIronuHa HaBITh caMa Mo co0i Bke € iH(popMaiiHUM aKTUBOM, SIKUH HEOOX1THO
3aXHUILATH;

. 3pOCTaHHs 3alIeKHOCTI oOnactedt Oesnexkn oaHa Bij ogHOi. Hampuxiiar,
(izmuHOT Oe3neKy Bifl iIHTEPHETY pedei;

. morpeda TOI-MEHEDKEPIB Y MPOCTOMY I 3pO3yMIIOMY IHCTPYMEHTI OLIHKA
Oe3reku Ta I pO3BUTKY.

VY cBiTi icHye 0e3nid METOAOJOrid MOOYAOBH IIPOLECIB yNpPaBIiHHI
pusukamu i nepBuHHOI owinku pusukiB. Coras, CRAMM, PRISM, RiskWatch,
OCTAVE — ne nuieHs Mana yacTUHA MepesiKy iCHyIOUMX NMPAKTUYHUX METOIUK.
€ yHiikoBaHI METOAMKH, € Tamy3eBi. JIOCBITYEHOMY KOHCYJIBTAHTY HE Ba)KKO
BHOYAyBaTH MPOLIECH OWIHKHU I yIpaBIiHHS KiOep-pu3NKaMH B paMKax Oymb-sSKoi 3
HUX. ba3oBi NpWHIWNU €1WHI, a iXHIA JOTiYHUH psix 30yH0BaHO E€IUHUM
MIPaBUIILHUM JIAHITFO)KKOM JI0 TIOSIBH 1H(QOPMAIliHHUX TEXHOJIOTIH.

SIKmIo BM HIKOJM paHille He Oy NOTHYHI JO YIpPaBIiHHA PH3UKAMU, B
KOMITaHii He 3HAIOTh, 10 TAKe KapTa PU3MKIB 1 JJIsl 4HOTO BOHA IOTPiOHA, TO BApTO
TNOYMHATH 3 aHANI3y PU3UKiB. FIOro MpOBOJATH HABITH 32 YMOBH BIIPOBAKEHHX i
HAJIaTOJKCHUX TPOIECIB YIPABIiHHSA, TOMY IO KiGep-pH3UKH — CyOCTaHIs TyxkKe
JKUBa 1 3MIHIOIOTBCS BOHHU JIOCUTH 4YacTO i CWIIBHO. [lil 9ac MEepBUHHOI OIIHKH
pHU3MKIB HEOOXITHO B TEpITy Yepry BU3HAYUTH IIUTI YIPaBIIHHSA KiOepOe3neKoro
kommaHii. [licas mporo HEOOXiMHO BH3HAYUTH KPUTHYHO BaXKIIMBI CIEMEHTH, SKi
BIUIMBAIOTh Ha KIIFOUOBI Oi3Hec-mporiecH kommnanii. KoxxeH pusunk, y KiacHaHOMY

PO3YMiHHI, OLIHIOETHCS 3a JIBOMA IapaMeTpamMH: MMOBIPHOCTI ¥ MOTEHLIHHOrO
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30MTKy. BuUXoasum 3 1UX KUIBKICHUX ITOKa3HUKIB (OPMYEThCS KapTa PHU3MKIB 1
ixHiil npiopurer. Taky OIIHKY HEOOXIJHO IPOBOAUTH PETYJISIPHO, PO3LIMPIOIOYH
KapTy pHU3UKIB, 100 OXOMUTH SKOMOTa Oifbllle MOTEHIIHHUX PHU3UKIB IS
KOMIIaHii.

Ha mincraBi omiHkKHM KiOep-puU3WKIB MPOBOIUTHCS IXHS MPIOpUTE3AIis JIIs
OizHecy. Sk mpaBwio, TIi¢ TIOKa3HWK (DIHAHCOBUH, SKUH  3pO3yMIUTHIA
MpeJCTaBHIUKAM TOI-MEHE/DKMEHTY 1 Oi3Hec migpo3aimiB. | mami mOYMHAETHCS
Haiimikagimie: podora 3 pu3ukaMu. TOOTO, KOXKCH PU3HK MICIsI OLIHKU MiIJISTae
aHami3y, 00 OMpaIoBaTH 3aX0oAu poOOTH 3 HUM. € KiIacHYHMH Habip Takmx
3aXOfiB: MiHIMi3amisg, MPUUHATTS, YXWJICHHS, NMEpeKiIajaHHsd 1 JuBepcudikaris.
[IpoTe B pi3HUX METOAWKAX MOXKYTh BHHHUKATH HOBI TEpPMiHH a00 IHCTPYMEHTH.
3aBgaHHSA I[BOTO eTamy poOIT Mmoyisrae y BHOOpI MPaBWIBHOTO IHCTPYMEHTY
YIPaBIiHHS IS KOKHOTO PH3HKY (IHCTPYMEHT MOKe OYTH TEPETIIIHYTHI 3r0I0M
Ta 3MiHeHHW#). Hampuknanm, iHOmi kowmmaHii OepyTh pPH3WK BTpaTH KIIEHTA,
po3ymiroun, mo (iHaHCOBO iM Oyae HeBUTiAHO Ooporucst 3a Hboro. Tak i B
kibepOe3meri MOoXKe BUSBUTHCS, IO 3aXHCT SKOTOCh pecypcy abo akTHBY €
HEJIOLUIBHUM, OTKE MPOCTIIIE 3aCTPaxyBaTH HOro BTpaTy a0 KOMIIPOMETAILIIO.

https://spilno.org/article/kiber-ryzyky-yak-rozumity-ta-upravlyaty

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

Huska wMeroniB, KepiBHI IpPUIHUIM, IPaBAONOIIOHICTb, PEHTHHIOBHUIMA
CIHCOK, OI[iHKa PU3UKY, EKCIepTHAa TIpyla, 3aIlikaBlIeHi CTOPOHH, KOHTEKCTHE
HQJIAIITYBAaHHS, BHABJICHHS  Bpa3IMBOCTEH, WMOBIpHI  3arpos3u, CIHCOK
3araJIbHONPUHHATHX KOMIIOHEHTIB, 1HKITIO3UBHHN JiaJIOT, CHCTEMHI TIEpCIIEKTHRH,
criocobn ¥oro pearmizailii, TPUHAHATTS, YHUKHCHHS, TIOM SKIICHHS, KEPYIOUHH,

eKCIIepTHA IpyTa.
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If someone gets control of your email account, you might find yourself
inundated with spam. You can pop over to our handy Hack Check tool and see if
any of your passwords have been leaked.

Learn how to detect spam by looking out for the following types of
messages, all illustrated with recent examples from my personal email account.
Because my email service automatically blocks some elements of spam emails,
many images in the emails are not visible.

As you read through this section, pay close attention to the actual email
addresses in these examples. Notice how they’re all very long and largely
composed of random letters and numbers. This an intentional act on the spammer’s
part which helps obfuscate their identity.

Jxepeno: https://www.avast.com/c-spam

II1. Post-reading activities.

Task 7. Answer the following questions.

[

Are there any spam links?

Where can you see spam links?

What is the other name for spam?

What is the third most common spams?

Is it possible to recognize spam messages from a regular message?
Is there spam in online games?

Is there spam in ads?

Is it easy to recognize spam?

o ® N kWD

Do you know how to detect spam?

._
e

How can spam get on your computer?

Task 8. Complete the following sentences using the text.
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Email spam: Your garden-variety spam. It clogs up your inbox and
distracts you from the emails you actually want to read. Rest assured, it’s all
extremely ignorable.

SEO spam: Also known as spamdexing, this is the abuse of search engine
optimization (SEO) methods to improve search rankings for the spammer’s
website. We can divide SEO spam into two broad categories:

o Content spam: Spammers cram their pages full of popular keywords,
usually unrelated to their website, to try and rank their site higher in searches for
those keywords. Others will rewrite existing content to make their own pages seem
more substantial and unique.

e Link spam: If you’ve come across a blog comment or forum post
that’s filled with irrelevant links, you’ve encountered link spam. The spammer is
trying to exploit an SEO mechanic known as “backlinking” to drive traffic to their
page.

Social networking spam: As the internet grows ever more social, spammers
are quick to take advantage, spreading their spam via fake “throwaway” accounts
on popular social networking platforms.

Mobile spam: It’s spam in SMS form. In addition to spammy text
messages, some spammers also utilize push notifications to draw your attention to
their offers.

Messaging spam: Like email spam, but quicker. Spammers blast their
messages out on instant messaging platforms including WhatsApp, Skype, and
Snapchat.

How to recognize spam

Regardless of how it reaches you — as email spam, social network spam, or
one of the others — most spam fits neatly into one of a handful of “genres”. Once
you get an idea of what most spam looks like, it’s easy to recognize it when it

comes your way.
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Unit 4. Cyber risk assessment and management

1. Pre-reading activities.

Task 1. How do you understand the statement: “A key fo achieving success is to
assemble a strong and stable management team” (Vivek Wadhwa). Translate it

into Ukrainian.

Task 2. Discuss the following questions.

1. What do you think cyber security means?
2. Have you ever heard about cyber risk?

3. Who do you think is responsible for the cyber security of citizens?

Task 3. Try to guess the meaning of the following words.

Digital, underpin, framework, cooperation, assessment, preparedness, risk —taking

situation.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

We will begin with high level definitions of some of the 1). foremost
positions on risk. Cyber security is such 2). a_rapidly evolving domain that we
must accept that we cannot be fully cyber secure. The Potomac Institute for Policy
Studies provides a framework for studying cyber readiness along with 3). a

country-specific profile for a range of nations. Like much of the risk assessment

process, there is no 4). one-size solution for all endeavors. For instance, 5).
incorporating social and economic drivers....it is absolutely crucial for effective

risk governance to include the wider 6). stakeholder view.
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Task S. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1). evidence a). 3aliMaTH MeBHE MicIie

2). aggregate b). mommproBaHwmii

3). perceptions C). CYKYIHICTb

4). pervasive d). BEcyBaTH Ha IepenHil 1aH
5). rank €). I0Ka3

6). highlight f). cipuiiHATTS

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

UKrainian.

1. Is digital technology necessary for humanity today?

2. Which human decision-based tasks are being replaced by automated
technologies?
3. For whom is cyber security risk assessment and management important?

Cyber risk assessment and management

Digital technology is becoming evermore pervasive and underpins almost
every facet of our daily lives. With the growth of the Internet of Things, connected
devices are expected to reach levels of more than 50 billion by 2022. Further,
human decision-based tasks such as driving and decision-making are being
replaced by automated technologies, and the digital infrastructures that we are
increasingly reliant upon can be disrupted indiscriminately as a result of, for
example, ransomware. Cyber security risk assessment and management is,
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Spamming

What is spamming?

Anyone who’s spent more than a handful of seconds on the internet has
encountered spam. It’s seemingly an inseparable part of the internet experience,
something we accept as normal. But how can we define spam? What makes spam
emails different from others? In terms of the internet, what does spam mean?

The answer is that spam is always unrequested. It’s annoying, it’s usually
promotional, it’s sent to loads of people, and it’s coming whether you asked for it
or not. If you’ve signed up for a marketing newsletter and later gotten sick of it,
that’s unfortunate, but it isn’t spam.

If the definition of spam is unsolicited bulk messages, spamming is the act
of sending these messages, and a person who engages the practice is a spammer.
Most of the time, spamming is commercial in nature, and though the spam is
bothersome, it isn’t necessarily malicious or fraudulent (though it can be).

Why is it called spam?

The use of the term “spam” to describe this type of invasive blanket-
messaging is a reference to a Monty Python skit. In it, a group of diners (clad in
Viking costumes, no less) loudly and repeatedly proclaim that everyone must eat
Spam, regardless of whether they want it or not. It’s similar to how an email
spammer will flood your inbox with their unwanted messages.

When spelled with a capital S, “Spam” refers to the canned pork product
that the above-mentioned Vikings love. Use a lowercase S to discuss the endless
flood of emails and other messages that you never asked for.

What kinds of spam are there?

You can fry it, bake it, scramble it with eggs, eat it on a sandwich, or even
serve it with rice and seaweed. But when it comes to the electronic variety, there’s
an equally diverse menu available. Here’s a short list of what you might expect in

the wide world of spam:
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5. An early example of nonprofit fundraising bulk posting via Usenet also

occurred in 1994 on behalf of CitiHope, an NGO attempting to raise funds to
rescue children at risk during the Bosnian War.

6. Email spam, also known as unsolicited bulk email (UBE), or junk mail,
is the practice of sending unwanted email messages, frequently with commercial

content, in large quantities.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1). spam a). MOLUIUPIOBATH

2). email b). BUXiaHI TOBIIOMIICHHS
3). content ¢). Kormii

4). trigger d). xibepOesmneka

5). Spam filters e). Opa"aMayepu

6). bot f). KoprCHe HaBaHTa)KEHHS
7). firewalls g). )KepTBa

8). bot e). cnaM-QiapTpu

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into
Ukrainian.

1. Are all spams fraudulent and harmful?

2. What does the word spam mean in Monty Python's scene?

3. Is there spam on social media?
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therefore, a fundamental special case that everyone living and working within the
digital domain should understand and be a participant in it.

There are a number of global standards that aim to formalise and provide a
common framework for cyber risk assessment and management, and, in this
section, we will study some of them. We will begin with high level definitions of
some of the foremost positions on risk. The United Kingdom was ranked first in
the 2018 Global Cybersecurity Index (GCI), a scientifically grounded review of the
cyber security commitment and situation at a global country-by-country level. The
review covers five pillars: (i) legal, (ii) technical, (iii) organisational, (iv) capacity
building, and (v) cooperation — and then aggregates them into an overall score. As
the lead nation in the GCI, the technical authority for cyber security, the UK
National Cyber Security Centre (NCSC) has published guidance on risk
management. Importantly, the NCSC is clear that there is no one-size-fits-all for
risk assessment and management. Indeed conducting risk assessment and
management as a tick-box exercise produces a false sense of security, which
potentially increases the Vulnerability of the people impacted by risk because they
are not properly prepared. Cyber security is such a rapidly evolving domain that
we must accept that we cannot be fully cyber secure. However, we can increase
our preparedness. The Potomac Institute for Policy Studies provides a framework
for studying cyber readiness along with a country-specific profile for a range of
nations (inc. USA, India, South Africa, France, UK) and an associated cyber
readiness index.

What is risk governance and why is it essential? Risk assessment and
developing mitigation principles to manage risk is only likely to be effective where
a coordinated and well communicated governance policy is put in place within the
system being managed. Millstone proposed three governance models:

* Technocratic: where policy is directly informed by science and evidence

from domain expertise.
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* Decisionistic: where risk evaluation and policy are developed using inputs
beyond science alone. For instance, incorporating social and economic
drivers.

* Transparent (inclusive): where context for risk assessment is considered
from the outset with input from science, politics, economics and civil
society. This develops a model of “pre-assessment” — that includes the views
of wider stakeholders — that shapes risk assessment and subsequent
management policy. None are correct or incorrect.

There is a fine balance between the knowledge and findings of scientific
experts, and perceptions of the lay public. While the technocratic approach may
seem logical to some risk owners who work on the basis of reasoning using
evidence, it is absolutely crucial for effective risk governance to include the wider
stakeholder view.

Rohrmann and Renn’s work on risk perception highlights some key reasons
for this. They identify four elements that influence the perception of risk:

* intuitive judgment associated with probabilities and damages;

» contextual factors surrounding the perceived characteristics of the risk (e.g.,
familiarity) and the risk situation (e.g., personal control);

* semantic associations linked to the risk source, people associated with the
risk, and circumstances of the risk-taking situation;

* trust and credibility of the actors involved in the risk debate.

These factors are not particularly scientific, structured or evidence-based
but, as noted by Fischoff, such forms of defining probabilities are countered by the
strength of belief people have about the likelihood of an undesirable event
impacting their own values. Ultimately, from a governance perspective, the more
inclusive and transparent the policy development, the more likely the support and
buy-in from the wider stakeholder group — including lay people as well as
operational staff — for the risk management policies and principles. There are
several elements that are key to successful risk governance. Like much of the risk

assessment process, there is no one-size solution for all endeavors. However, a

38

Unit 19. Spamming

I. Pre-reading activities.

Task 1. How do you understand the word: “spam”. Translate it into

Ukrainian.
Task 2. Discuss the following questions.
1. Have you ever encountered spam?
2. What makes spam emails different from others?
3. How do we call the person who deals with spam?

Task 3. Try to guess the meaning of the following words.

SEO spam, link spam, attack, system, online, message, bot, network

(VPN), IP Address.

Task 4. Try to guess from the content what the underlined words and

word combinations mean.

1. The easiest way to avoid spam filters is by carefully choosing the words
you use in your email’s subject line.

2. We’ve compiled a list of 202 spam trigger words you should avoid the

next time you sit down to write an email subject line.

3. There is nothing wrong with urging your reader to take action, but spam
filters often penalize emails with subject lines that create unnecessary urgency and
pressure.

4 A type of software application or script that performs tasks on command,
allowing an attacker to take complete control remotely of an affected computer.
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BikHa, Bu Moxere m03BosMTH iX Y KOXKHOMY KOHKPETHOMY BHIAJAKy. SIKII0
HeroTpiOHe Bam BikHO Bce % 3’SIBUJIOCH, HE HATUCKAWTEe KHONKY “‘cKacyBaTh’, Taki
KHONIKH 4YacTO TPHU3BOIATH 10 (IIIMHT-CAWTiB, 3aMiCTh I[bOTO HATHUCHITH Ha
MaJieHbKe “X”’, 00 HOTro 3aKpUTH.

7. Hikonu He BUaaBat ocobucTy iH(GOpMaIito — K MpaBuiio, Bu Hikomn
HE TTOBHHHI TUIATHCS 0COOHMCTO0, a00 (hiHAHCOBO UYTIMBOIO iH(pOPMAIIIEI0 depe3
[arepHer. Skmo B 1poMy € morpeda, 3aBXKIM HamMaraliTech CaMOCTIHHO TeperTn
Ha IepIIoJKepeio, epeBipuBILIN BCi (JaKTOPH, 1110 1Ie came TOH pecypce, sikuil Bam
MOTpiOeH.

Ile Tinpku MiHIMAIBHUN CIHCOK MPOCTUX MPABWI, SIKi MalOTh CTaTH
3BHYKOI0 JUII KOPHCTYBadiB y CydacHOMY CBiTi. bBimpmr ckimamai ¢immHTOBI
CNEKTPOHHI JIUCTH BHUKOHYIOTh IIPUXOBAHMH KOZ, SIKIIO IOITa MPOCTO
BiJIKPUBAETHCS Ha IITLOBOMY KOMI FOTEPI.

OxHUM 3 BapiaHTIB 3MCHIIICHHS PU3UKIB — € BUKOPHUCTAHHS CIICI[ialli30BaHUX
MIPOTPaMHUX YM MPOrpaMHO-allapaTHUX KOMIUIEKCIB BiJl JIIUPYIOUMX KOMIIaHIH B

rajys3i inpopMaliliHoI/MepexxeBoi Oe3neKu.

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

®immHT,  comiaiibHa  IH)KEHEpis, XaKepChKi  aTakW, IIaxpancTBoO,
kibeprpocTip, Kidep araka, IpKepeno iH(popMarii, XakepH, IIyKaTH B IHTEPHETI,
MIEPCOHANBHI JaHi, BKPACTH MEPCOHANBHI JaHi, MIKIUIMBE BIKAaJICHHS, (IIIMHTOBI
caiitm, kibeparaka, (ImIMHr-aTaky, BHIANATH TpOrpaMy, HafiiHI MHapoI,
3apeecTpyBaTUCh, CKayaTH AaHTUBIpYC, pO3APYKYBaTH, JOJATOK, HOYTOYK,
MePCOHATBHUN KOMIT I0Tep, Bipyc, iHPOPMAIiifHi TEXHOJIOTIi, 3710M, BCIUIMBAIOYI

pexnamu, TpOosSTHCHKHUI KiHb.

174

major principle is ensuring that the governance activity (see below) is tightly
coupled with everyday activity and decision-making. Cyber risk is as important as
health and safety, financial processes, and human resources. These activities are
now well established in decision-making. For instance, when hiring staff, the HR
process is at the forefront of the recruiter’s activity. When travelling overseas,
employees will always consult the financial constraints and processes for travel.
Cyber security should be thought of in the same way — a clear set of processes that
reduce the risk of harm to individuals and the business. Everyone involved in the
daily running of the system in question must understand that, for security to be
effective, it must be part of everyday operational culture. The cyber risk

governance approach is key to this cultural adoption.

II1. Post-reading activities.

Task 7. Answer the following questions.

1. What does GCI mean?

2. What is the place of The United Kingdom in the 2018 Global
Cybersecurity Index?

3. Which five pillars does the review cover?

4. What has the UK National Cyber Security Centre (NCSC) published ?
5. In what way can we increase our readiness in cyber security?

6. Under what conditions can risk assessment and developing mitigation

principles be effective?

7. What are three governance models?
8. What is Rohrmann and Renn’s work about?
9. What four elements that influence the perception of risk do they

(Rohrmann and Renn) identify?
10. Why the cyber risk governance approach is key to this cultural
adoption?
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Task 8. Complete the following sentences using the text.
1. What is risk and why is it essential?
2. Digital technology is becoming evermore and

underpins almost every facet of our daily lives.

3. There are several elements that are = to successful risk
governance.

4. They identify four elements that influence the of risk.

5. is as important as health and safety, financial

processes, and human resources.
6. Like much of the risk assessment process, there is no

for all endeavors.

7. However, we can increase our

8. These activities are now well established in

9. The cyber risk governance is key to this cultural
adoption.

10. As the lead nation in the GCI, the technical authority for cyber

security, the UK National Cyber Security Centre (NCSC) has published

on risk management.

Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English

KiOep-pu3uku six 0auH i3 BUAIB Cy4YaCHUX PM3UKIB Y AislJILHOCTI MaJIOro
Ta cepeIHLOrO Oi3Hecy Ta YNPaBJiHHA HUMHU

B ocranHi Kinbka POKiB CyTTEBO 30iNbIIMIACA KIJIBbKICTH KiOep-aTak Ha
CBITOBI Ta YKpaiHCBKi opraHizailii. MeToro XakepiB CTalOTh HE TUIbKH JEprKaBHI
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Ha BHIAJKOBUX €Meilllax Y MOBIJOMICHHSX Y MECEH/DKepax — MOoxke OyTu He
Jly’)ke rapHoro ineero. HaBeniTh Kypcop Ha mocuiianHs, B sSKMX Bu He BrieBHeH, i
nepesipTe 4M crpasii Bonn BemyTs Tyaw, Kyau MoBHHHI BecTh? DINIMHT-THCTH
MOXYTb MacKyBaTHCSI IiJl BIIOMY BaM KOMIIaHil0, IEPEX0/sIuM 3a IOCHIaHHAM, Bu
HaBiTh MOOAYHTE CAHUT CXOXKUN Ha CIPaBXKHIM, eIEKTPOHHI JIICTH MOXKYTh MiCTUTH
HaBiTh Barre iM’s, kpaie nmepeiaite 10 6e3mocepeIHbO 10 HKepesia CaMOCTIHHO,
HE HaTUCKAIO41 Ha MOTEHLIITHO HeOe3reuHe NOCHIaHHS.

4.  TlepeBipre Oe3neky caWTy — HPUPOAHO OYTH TPOXHU OOEPEKHUM Y
HaznaHHi KoH(pineHUilHOT diHaHcoBOi iH(popMmauii B Mepexi IurepHer. [Toku Bu
nepeOyBaeTe Ha 3aXUIICHOMY BeO-caiiTi, B He MOBHHHI MaTH >KOJHUX MPOOJIEM.
IMepm Hixk Hagcumath Oyab-sAKy iHpopMmariro, nmepexonaitecs, mo URL-aapeca
caiTy mounHaeThes 3 “https”, a Oinsg aipecHOTo psAaKa Mae OyTH 3HAYOK 3aKPUTOTO
3amka. [lepeBipTe Takox ceprudikaT Oe3meKu caiTy, 3 HUIM He Mae OYTH HiSKHX
npoOJieM, BiH Ma€ BiIIIOBIJaTH TOMY pecypcy, Ha sskoMy Bu 3Haxomurech. SIkmio
Bu orpuMaere NOBIZOMIEHHS NpO Te, WO TEBHUH BeO-CaliT MOXKE MICTUTH
LIKI/UIUBI (haidiu, He BigkpuBalTe Lei pecypc. Hikonu He 3aBanTaxyiTe daitnu 3
MiI03pUINX EJIEKTPOHHUX JIMCTIB 4d BeO-caiitiB. HaBiTh momrykoBi cucremu
MOXYTb IOKa3yBaTH II€BHI IOCWJIAHHS, II0 MOXE IPHU3BECTH KOPHUCTYBadiB JI0
(IIMHT-CTOPIHKY, SIKa TPOIIOHYE MPOAYKTH 3 HU3BKOIO MiHO0. SIKII0 KOPHUCTYBad
3MIACHIOE TIOKYIIKM HAa TakoMmy BeO-caiiTi, iH(GopMaIiio Npo KpEeOuTHY KapTy
OTPUMAIOTh KiOEP3IOUHHIII.

5. JocmimkyiTe TeXHIKH (IIIUHTY — Ha CHOTOIHI 0arato pecypciB B
MepesKi OIHUCYIOTh METOJH, SIKi 3aCTOCOBYIOTHCS 3JIOUYMHISIMM, Ai3HABIIHMCH IIPO
HUX paHinle, Bu Maere maHc He CTaTH >KEpTBOIO OAHOro 3 HuX. PaxiBIi, IO
BIANOBIAAIOTE 3a iH(opMamiiiHy Oe3leKy B KOMIIaHIfX, IOCTIHHO MAaloTh
MIPOBOJUTH HAaBUAHHSA KOJIET, Ta IMITyBaTW (IMIMHT i1 BCiX KOPHCTYBadiB B
KOMITaHii.

6. Bynpre oOepexHi 31 CIUIMBAIOYNMHE BiKHAMH — CIDIHBAIOYi BIKHA 9aCTO
MAacKyIOTbCS SIK 3aKOHHI KOMITOHEHTH BeO-caiiTy. Xo4a BOHM 3aHAITO 4YacTo €

¢immHroBUMY. bararo nomynspHux Opay3epiB 103BOJISIIOTH OJIOKYBATH CIUIMBAIOY1
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mo0 3amackyBaTH KOMyHikauii abo BeO-cTopiHKHM mij HaailHe jukepeno. [o cyTi,
(GIMIMHTOBI aTaKKW MOKJIAAI0THCS HA METO/AHM, IO MAalOTh BUKJIMKATH JAOBIpY, a
TaKOX Ha TEXHOJOTIYHI XUTPOIIi /I JOCATHEHHS CBOIX ITiJICH.

Ha BinMiHy Bix HUX, OUTHOBHH (IIIMHT CIPSIMOBAaHUK Ha KOHKPETHY 0COOY
a6o xommanito. [TomiOHI aTaku, sSK MPaBWIIO, 3aCTOCOBYIOTh HACTYITHI METOAH Ta
TEXHOJIOTII: KIOHYBaHHS CTOPIHKH BXOXy B KOPIIOPAaTHBHI iHTpaHET-Mepexi,
BHUKOPUCTaHHS oOcoOucToi iHpopmanii, 3i0paHoi 3a3maneriib Uil 30UTbIICHHS
WMOBIpHOCTI ycmiXy, Ta iHOm. L[iTbOBHH (IMIUHT NPOTH BUIIUX KEPIBHHKIB
KOMITaHi}l Ha3UBAIOTHCSA KUTOOIHHUM.

Merton KHTOOIfHOrO (INIIHTY TaKOXX HA3MBAETHCA «IIAXpaicTBO 3
TeHEPATbHUM IHPEKTOPOM», a/ke (DiIIMHTOBI JMCTH MACKYIOTBCSA SK TaKi, IO
MTOXOMATH BiJ] TEHEPATHHOTO AMPEKTOpA. 3a CIIOBAaMH E€KCIIEepTiB, IIi aTakd Ha 0asi
COIIaNTbHOI IHKEHepil € ITyke pyHHIBHUMH, OCKITBKH JTUCTH €JIEKTPOHHOI IOIITH
BHTJISIAIOTh BEIIBMH PEANTICTHYHO 1 KEPTBH HEPIOKO TOOPOBUIFHO HAACHIAIOTH
rpoi.

Tox crodaTKy 3J0OBMHUCHUKH 1I€HTU(IKYIOTB LiJIi, CIIOCTEPIraroTh 32 HUMH,
a MOTIM BUIYPIOIOTH T'POLIi 32 JIONIOMOTOI0 €JIEKTPOHHOI momTH. MeTa maxpas —
IepeKa3aTH KOIITH Ha CBOi OAaHKIBCBHKi paxyHKH, 3a3BHYail — B a3iHChKUX OaHKax,
SAKi TIOTIM CHOPOXHSIOThCS. Mami Ta cepemHi MigNPUEMCTBA €  OCOOJIUBO
BPA3IMBUMH IJIS TAKOTO IIAXpaicTBa, a/LKe TaM MEHIIE OIOPOKPATHYHMX MEPETIOH
B KOMYHIKAIiIX MiX

l. Perynsipao mepeBipsiite cBoi 00miKOBI 3anucu B [HTepHETI — sikino Bu
JesKUil 4ac He BiJBixyeTe IHTEpHET-aKayHT, XTOCh YK€ MOXKE HUM KOPUCTYBATHUCh.
Bi3bpMiTh 3a mpaBUIIO PETyJSIPHO 3MIHIOBATH CBOI Mapoiii. 3aBXAU KOHTPOIIOWTE
iHpopMaIlifo Mpo pyx KOIUTiB Ha Bamomy paxyHKy, mo0 OyTH BIEBHEHHM, IIO
JKOIIHI MIaXpaichKi orepariii He 3/1iHCHIOBAIIICE.

2. [TocriitHO OHOBIIOWTE BeO-Opay3ep — y BCIX MOMYJISIPHUX BeO-
Opay3epiB MOCTIITHO BUXOAATH OHOBJICHHS O€3MEeKH, He HEXTYHTE HIMU.

3. [onymaiite, mepm HiXXK HATUCHYTH! — HOPMAaJbHO IMEPEXOIHTH Ha

MOCHJIaHHS, 3HaXOSIUUCh Ha HaJIHHUX BeO-pecypcax, ajue KialuaTd Ha MOCHIIAHHS
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IHCTUTYTHU 1 HiINPUEMCTBA, a i NPUBATHUI CeKTOp (MajMil Ta cepenHii Oi3Hec),
aJuKe KOMI'IOTEPHI CUCTEMH, SIKi BAKOPUCTOBYIOTh Y CBOIM JAisUIBHOCTI OpraHizarii
MaJIOr0 Ta CEPeAHBOro Oi3Hecy, € ypa3IMBUMH Ta MaloTh 0araro MpOrajiuH.
{omHs THCAYI ManMX MiANPUEMCTB B YCHOMY CBITI MigmailoThesa Kibep-aTakam.
Kpazii HamararoTbcs BKpacTH iH(pOpMaIlilo Ta Tpomri, abo BTpyTHTHCSA B Oi3Hec.
Hanpuxman, mume y Bemukiit Bpuranii B 2014 poni 60% opranizamii mMaixoro
0i3HeCy BiUyJIH BIUTHB KiOep—pHU3UKIB (MIEPEKIITH Kidep-aTaku, B Pe3yNIbTaTi TKUX
BTpatunu mnpubmusHo Big 65000 ¢ynTtiB crepninrie mgo 115 000 ¢yHTiB
CTEpJIiHTIB).
3rigHo i3 3BiTOM npo pusuku Kibepbesnexu Cybersecurity Venturesreport, 1o 2019
POKy Oi3Hec y cBiTi Oyne cTukarucs 3 aTakamu kKoxHi 14 cexynn. [lo 2021 poky
30UTKH Bif 3arpo3 KibepOesnmeku OymyTh OIiHIOBaTHCA B 6 TpiH aoin. Kpim
30ULTBIIEHHsT KiMBKOCTI Kibeparak, OyIe 3poCTaTH ¥ piBeHb CKJIATHOCTI
kibepanounHiB. Kibep-iHIMICHTH MPOAOBXKYIOTE PYX YIOpYy B PEHTHHTY i 3apa3 €
JPYTMM 32 BaKJIMBICTIO PU3UKOM JUIS KOMMaHid yceoro cBity (40%) B mpomy
pedTHHTY. 3 OISy Ha MIHJIMBY NPUPOY KiOEPPU3HUKY, a TaKOX 3POCTAHHS Yuciia
KiOep-iHIUACHTIB, PU3KUK 3aiiMa€e OJMH i3 BEPXHIX PSIKIB cepell HAllBaXKIUBIIIAX
pu3uKiB y cBiti. Takumu € KirodoBi BHCHOBKHM bapomerpa pmsukiB Allianz,
mopiyao myOmikyeTrbess Allianz Global Corporate & Specialty (AGCS). 3Bit
IpYHTYeThCs Ha ayMIti 1911 ekcriepTiB i3 pu3uK-MeHeDKMEHTY 3 80 KpaiH cBiTy.

A nmme m'STh pOKiB TOMY KiOep-pH3WKH 3HAXOMWIKCS JIMIIe Ha 15 Micri.
Taki 3arposm, sIK MOPYIIEHHS MaHMX, XaKepChKi aTrakd abo K IepepBH Yy
BHUPOOHUIITBI BHACTINOK KiOep-IHIUACHTY MiATBEPIUKYIOTh, IO 1€ € TOJOBHUM
pu3uKoM Ut 6i3HeCy Ha AMEPHKaHCPKOMY KOHTHHEHTI 1 APYTHM 3a 3HAYYIICTIO
pusukoM y €Bpori Ta A3iaTchko-THX00KeaHCHKOMY PErioHi.

KibGep-pu3nkn € HaiOiNBII HETOOLIHEHWMH PH3WKAMH B JJOBIOCTPOKOBiit
MePCIIeKTHBI B YKpaiHi.

SckpaBuUM TPHKIAIOM IBOTO € Te, mo y 2017 pomi mig Yac kibeparaku
Bipycy Petya moctpaxxmanu nonan 1500 xommaniii, a 13 Tuc KomIr'iotepiB Oymu

3apaxkeHi. 3a pik ykpalHChbKHH Oi3HEeC BTPATHB Bij KibepaTak MUIbsIpAU IPUBEHb.
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3a pe3ysbTaTaMy OIyOJIiIKOBaHMX HAyKOBHX Ta MPAKTHYHUX PoOIT (axiBuiB,
a TaKkoX JaHMX TaOiMii 1 MU 3rpynyBajy Kibep-pU3MKH 3a TAKUMH O3HAKaMH, SIK:
1) Brpara abo kpami’kka HOCIiB iH(popMallii Ta MOOUTPHHX TPHUCTPOIB; 2) MOCTYI
CTOpOHHIX 0ci0 10 KoH(ineHIitHOT iHpoOpMAaIi 3a IOMOMOTOI0 Bpa3IUBUX
XMapHUX  CXOBHWII; 3) HCHABMHCHE  PO3TOJIONICHHS  CIIBPOOITHUKAMH
KoH(ineHIiiHOT iHpopMarii; 4) HaBMUCHI nii cmiBpoOiTHHKIB (iHcaiimepiB); 5)
HEKOHTPOJILOBAHE KOMIIOBAHHS IaHHUX CITIBPOOITHUKAMH.

Orxe, kibep-mmaHTax, (QIIIMHIOBI aTakd, 3JIOMH OCOOMCTHX IPHUCTPOIB i
KpaabKKa JaHUX — I Cy4YacHI PHU3MKH IS [AISUIBHOCTI MallMX Ta CEpemHix
mignpuemMctB. Yacto Mammii Ta cepenHiil Oi3Hec BBaXKalOTh OLIBII JIETKOIO
MIIIEHHIO TOPIBHSIHO 3 BEMMKMMH KOMMaHIIMH. 3a JTaHMMH KOMIaHii Symantec,
75% opranizaIiifi MaJoro Ta CepeaHbOro Oi3HECY CTalW KepTBAMH (IiIIMHTOBUX
arak. Cepes BEMKHX KOMIaHil MocTpaxano Tiabku 35%.

VY CBiTIII 3pOCTaHHS KUTBKOCTI 1 CepHO3HOCTI LEOTO THTAHHS OpraHizaril
MaJIOr0 Ta CEPeAHHOro Oi3HECy 3MYIICHI BHECTH [0 CBOTO CIHCKY IIE OIHY
HeOe3neKy Aist 0i3Hecy, Ha SIKy paHillle 3aKpUBaJIN 04i, — Lie KiOep-pU3HKH.

Source: https://chmnu.edu.ua/wp-content/uploads/2019/07/Vinnikova-1.1.-
Marchuk-S.V..pdf

Task 11. Give the English equivalents of the Ukrainian words and word

combinations.

JepskaBHi IHCTUTYTH, Manuii Ta cepenHii Gi3Hec, ypas3IuBHUiA, BTPYTUTHUCS B
0i3Hec, BIIIMB KiOep—pHU3HKiB, CTUKATHCS 3, 30MTKH, PiBEHb CKJIAHOCTI, MiHJINBA
mpupoAa, Kibep-iHIMAEHTH, MIOPIYHO MyOJIiKyBaTUCh, IPYHTYBaTHCh Ha,
MOPYUICHHS JaHHUX, HEJOOIIHEHHUH, SICKPaBUM IMPHKIAIOM IBOTO €, MPOBEACHO
aHai3, KoH(igeHIiHa iHQOpMAIlis, Bpa3IMBHA, HEKOHTPOJHLOBAHE KOITIIOBAHHS

JaHWX, (PIIIUHTOBI aTaKW, MILIICHb.
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Task 8. Complete the following sentences using the text.

1. Some aim to get login information from, or infect the

computers of, specific people.

2. Gathering enough to trick a really high-value target might take
time, but it can have a surprisingly high payoff.

3. The term arose in the mid-1990s among hackers aiming to trick AOL users into

giving up their

4. The can now access the victim's account.

5. Nearly a third of all breaches in the past year involved ,
according to the 2019 Verizon Data Breach Investigations Report.

6. In fact, they downloaded keyloggers onto the executives' computers — and the
scammers' success rate was 10%, snagging almost victims.

7. Like a lot of spam, these types of aim to get the

victim to infect their own computer with malware.

8. dedicate much more energy to tricking those victims, who
have been selected because the potential rewards are quite high.

9. When attackers try to craft a message to appeal to a specific individual, that's

called

10. For cyber-espionage attacks, that number jumps to

Task 10. Translate from Ukrainian into English.

@®imuHr icHye 3 THOYaTKy CTBOPEHHS Mepexi IHTepHeT 1 TeXHiku Ta
MOCTIHO BJOCKOHANIOEThCA. KibKICTh aTak 3 BHKOPUCTAHHSAM (ilIMHTY Oyne
TIABKH 3pOCTaTH, WO AACTh MOKJIMBICTH 3JIOBMUCHHKAM OTPHMYBATH BEJIHKi
npuOyTku. B cywacHOMy CBIiTi, Tpeba B3ATH 3a TpaBWIO AEKIIbKa pedel, o
JOTIOMO’KYTh 3HU3UTH PU3HK CTaTH KEPTBOIO (iIIMHT-aTaKH.

QIimuHrT — e METOJ| COWialbHOI iHXKEHepii, MO0 J03BOIIsE MIaxpaiChKIM
LIISIXOM OTPUMYBaTH iH(pOpMalilo, Ky IOTIM MOXHa BHMKOPHCTOBYBaTH JUISl

JOCTYIy 10 MPUCTPOiB ab0 Mepexk. Lleit Tun aTaku 3aCTOCOBYE TEBHI TEXHOJIOTII,
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Whaling

Whale phishing, or whaling, is a form of spear phishing aimed at the very
big fish — CEOs or other high-value targets. Many of these scams target company
board members, who are considered particularly vulnerable: they have a great deal
of authority within a company, but since they aren't full-time employees, they often
use personal email addresses for business-related correspondence, which doesn't
have the protections offered by corporate email.
Gathering enough information to trick a really high-value target might take time,
but it can have a surprisingly high payoff. In 2008, cybercriminals targeted
corporate CEOs with emails that claimed to have FBI subpoenas attached. In fact,
they downloaded keyloggers onto the executives' computers — and the scammers'

success rate was 10%, snagging almost 2,000 victims.

Ioxepeno:https://www.csoonline.com/article/2117843/what-is-phishing-how-this-

cyber-attack-works-and-how-to-prevent-it.html

II1. Post-reading activities.

Task 7. Answer the following questions.

Name the most common examples of a phishing attack.

What is one of the most consequential phishing attacks in history?
Why is it called phishing?

What is CEO?

How do you stay safe online?
What brands are always attacked by scammers?
What is whaling?

How can you be cybersmart to stay safe?

e P A AN AW

What to do when you've been phished?

o
R

What does «phreaking» mean?
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Unit 5. Hardware attacks

I. Pre-reading activities.

Task 1. How do you understand the statement: “Hardware and software should
be treated together, integrated with cybersecurity early and frequently” (Linda

Rawson). Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. Which tools allow developers to assess its security?

2. Into what groups are the attacks divided?

3. What is a real threat for algorithms proven secure mathematically?

Task 3. Try to guess the meaning of the following words.

Physical attacks, hardware-targeted soware attacks, electromagnetic emissions,
Encryption Standard, SSD disks, hardware, software, Rowhammer attack, software

attack, Dynamic Voltage and Frequency Scaling.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

Unfortunately, those tools cannot consider the 1). interaction of the

computing unit with its physical environment. 2). Observation attacks 3). Side-

channel analyses (SCA) are 4). physical attacks based on the 5). observation of the

circuit behavior during a computation. The most classic leakages are timing, 6).

power consumption, and 7). electromagnetic emissions (EM).
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Task S. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1). hardware a). mporpaMHe 3a0e3IeYeHHS

2). interaction b). HE3BKOIIAPOBi aTakn

3). amplitude C). aTaka yCKJaJHeHHs (30ypeHHs)
4). software d). B3aemonis

5). low-layer attacks e). Jiama3ox

6). perturbation attacks f). amapaTtHe 3a0e3peucHHS

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into
Ukrainian.

1. Why are the physical attacks a real threat?

2. What is the Rowhammer attack?

3. What is the function of softaware-based attacks?

Hardware attacks

When discussing the security of an algorithm, numerous mathematical tools
allow developers to assess its security. Unfortunately, those tools cannot consider
the interaction of the computing unit with its physical environment. Physical
attacks are a real threat, even for algorithms proven secure mathematically. These
attacks can be classified as observation attacks, perturbation attacks, and a new
field known as hardware-targeted soware attacks. The first two assume the insider
attacker model i.e., the device is under the attacker’s control, while the last one
assumes the outsider model. The outsider model requires fewer hypotheses for the

attacker and thus can be considered as more dangerous.
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2017 it was estimated that 93% of phishing emails contained ransomware
attachments.

Phishing emails can be targeted in several different ways. As we noted,
sometimes they aren't targeted at all; emails are sent to millions of potential
victims to try to trick them into logging in to fake versions of very popular
websites. Iron scales has tallied the most popular brands that hackers use in their
phishing attempts.

Of the 50,000-plus fake login pages the company monitored, these were the top

brands attackers used:
. PayPal: 22%
. Microsoft: 19%
. Facebook: 15%
. eBay: 6%

. Amazon: 3%

Other times, attackers might send "soft targeted" emails at someone playing
a particular role in an organization, even if they don't know anything about them
personally. Some phishing attacks aim to get login information from, or infect the
computers of, specific people. Attackers dedicate much more energy to tricking
those victims, who have been selected because the potential rewards are quite high.

Spear phishing

When attackers try to craft a message to appeal to a specific individual, that's
called spear phishing. (The image is of a fisherman aiming for one specific fish,
rather than just casting a baited hook in the water to see who bites.) Phishers
identify their targets (sometimes using information on sites like LinkedIn) and use
spoofed addresses to send emails that could plausibly look like they're coming
from co-workers. For instance, the spear phisher might target someone in the
finance department and pretend to be the victim's manager requesting a large bank

transfer on short notice.
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Apple's iCloud servers, but was in fact the product of a number of successful
phishing attempts.

. In 2016, employees at the University of Kansas responded to a
phishing email and handed over access to their paycheck deposit information,

resulting in them losing pay.

Types of phishing

If there's a common denominator among phishing attacks, it's the disguise.
The attackers spoof their email address so it looks like it's coming from someone
else, set up fake websites that look like ones the victim trusts, and use foreign
character sets to disguise URLSs.

That said, there are a variety of techniques that fall under the umbrella of
phishing. There are a couple of different ways to break attacks down into
categories. One is by the purpose of the phishing attempt. Generally, a phishing
campaign tries to get the victim to do one of two things:

. Hand over sensitive information. These messages aim to trick the user
into revealing important data — often a username and password that the attacker
can use to breach a system or account. The classic version of this scam involves
sending out an email tailored to look like a message from a major bank; by
spamming out the message to millions of people, the attackers ensure that at least
some of the recipients will be customers of that bank. The victim clicks on a link in
the message and is taken to a malicious site designed to resemble the bank's
webpage, and then hopefully enters their username and password. The attacker can
now access the victim's account.

. Download malware. Like a lot of spam, these types of phishing emails
aim to get the victim to infect their own computer with malware. Often the
messages are "soft targeted" — they might be sent to an HR staffer with an
attachment that purports to be a job seeker's resume, for instance. These
attachments are often .zip files, or Microsoft Office documents with malicious

embedded code. The most common form of malicious code is ransomware — in
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Observation attacks Side-channel analyses (SCA) are physical attacks based
on the observation of the circuit behavior during a computation. They exploit the
fact that some physical quantities depend on intermediary values of the
computation in the device. This is the so-called information leakage. The most
classic leakages are timing, power consumption, and electromagnetic emissions
(EM). SCA are threats for all standard cryptosystems such as Data Encryption
Standard (DES), Advanced Encryption Standard (AES), RSA cryptosystem,
Elliptic Curve Cryptography (ECC) and for critical applications not using
cryptography, e.g. PIN verification. SCA can also be used to reverse engineer
algorithms.

Perturbation attacks Fault attacks are now a well-known class of physical
attacks where a device undergoes a modification of physical parameters in order to
obtain an incorrect behavior. Most classical fault injection means are power
glitches, clock glitches, laser pulses, and electromagnetic pulses. Fault attacks have
been shown extremely efficient against cryptography, e.g. the Bellcore attack
allows any fault, at the correct time, on an RSA-CRT signature to recover the
secret. What fault can be achieved and what is the fault model is an active area of
research.

This class of attack is chip dependent, i.e. what has been learned of a SoC is
not valid for other chips even if they are highly similar (same core). The success of
the attack relies essentially on the experiment set up due to the large amountof
parameters (type of the EM probe, distance of the probe on the circuit, form and
amplitude of the EM pulse, etc.). Another challenge in this class of attacks is the
effects observability. To understand the precise effect, one has to explore the
internal state of the chip which is oen not available. Most of the countermeasures
are related with either temporal or spatial redundancy. The cost of such a
redundancy is not affordable for low end devices. Research is focusing on

lightweight redundancy to ensure the integrity of the execution.
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Hardware-targeted software attacks

In addition to software attacks against software and physical attacks against
hardware-targeted soware attacks, appeared in the mid-2000s software attacks
against hardware components. For example the Rowhammer attack aims at
flipping memory bits while reading and writing another cell. The insider attacker
model moves to an outsider one when using a JavaScript program executed in a
browser to perform this attack remotely. Recently it has been shown to be effective
when applied on SSD disks (NAND flash technology).

Perturbation can also be generated in multicore SoC using the Dynamic
Voltage and Frequency Scaling (DVFS), i.e., the energy management technique
that saves energy by regulating the frequency and voltage of the processor cores. It
has been shown that a misconfiguration of these two parameters can be used to
induce faults in the hardware. Each core being individually controlled, one core
can inject a fault in another core. Even if it has not yet been demonstrated, this
attack should be achievable from within a browser.

Software-based attacks against hardware make it possible to circumvent
security mechanisms implemented at the software level. In fact, the software
protections consider that the hardware is working properly, “simply” executing
instructions to produce a result. Of course, this is not so easy and errors that can be
exploited by attackers can also occur at the hardware level.

More generally speaking, the traditional approach of computer science and
technologies, constantly adding new more and more powerful levels of abstraction
naturally leads, when proposing a security mechanism at a given level of
abstraction, to consider that the lower layers are correct and safe. This is however
not the case; this is why the attackers have had a tendency these last years to target
less and less abstract layers, successively attacking by software the applications,
the OS, their kernel, the firmware, and now the hardware.

These low-layer attacks typically exploit flaws from optimization

mechanisms implemented in modern OS’s and processors, such as caches, branch
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Phishing

Phishing is a cyber attack that uses disguised email as a weapon. The goal is
to trick the email recipient into believing that the message is something they want
or need — a request from their bank, for instance, or a note from someone in their
company — and to click a link or download an attachment.

What really distinguishes phishing is the form the message takes: the
attackers masquerade as a trusted entity of some kind, often a real or plausibly real
person, or a company the victim might do business with. It's one of the oldest types
of cyberattacks, dating back to the 1990s, and it's still one of the most widespread
and pernicious, with phishing messages and techniques becoming increasingly
sophisticated.

Phish" is pronounced just like it's spelled, which is to say like the word
"fish" — the analogy is of an angler throwing a baited hook out there (the phishing
email) and hoping you bite. The term arose in the mid-1990s among hackers
aiming to trick AOL users into giving up their login information. The "ph" is part
of a tradition of whimsical hacker spelling, and was probably influenced by the
term "phreaking," short for "phone phreaking," an early form of hacking that
involved playing sound tones into telephone handsets to get free phone calls.

Nearly a third of all breaches in the past year involved phishing, according
to the 2019 Verizon Data Breach Investigations Report. For cyber-espionage
attacks, that number jumps to 78%. The worst phishing news for 2019 is that its
perpetrators are getting much, much better at it thanks to well-produced, off-the-
shelf tools and templates.

Some phishing scams have succeeded well enough to make waves:

. Perhaps one of the most consequential phishing attacks in history

happened in 2016, when hackers managed to get Hillary Clinton campaign chair

John Podesta to offer up his Gmail password.

. The "fappening" attack, in which intimate photos of a number of

celebrities were made public, was originally thought to be a result of insecurity on
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4. These cyberthreats can be generically defined as using computer technology to
engage in activity that can undermine a society’s ability to maintain internal or
external order.

5. You open your email and suddenly an alert from your bank appears in your
inbox.

6. Instead of rolling the dice on your password security, consider using a password

manager.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. to boot a) BCTAHOBJIFOBATH

2. app b) MTUBUTHCH Ha caiTax, NTyKaTH
3. software ) J0AATOK

4. to surf d) B3mamyBatu

5. to intercept €) epexBaTUTHU (CHUTHA)

6. to crack f) waxpaiicTBo

7. fraud g) IporpamHe 3a0e3MmeYeHHS

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.
1. How do phishing attacks work?

2. How do you protect against phishing?

3. Can opening a text be harmful?
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prediction, or speculative execution. Indeed, these optimizations create differences
in program execution time, thus revealing secret information. For example, the
recent Spectre attack exploits branch prediction and speculative execution and
exfiltrates information through a covert channel based on cache access. To mitigate
this attack, one could refresh the cells (read and re-write their values) periodically.
This solution would of course come at the price of performance limitations, as
other read operations asked by programs would not be possible during the
refreshes. More generally, protection against attacks of this type would involve the
limitation, if not the complete elimination, of certain optimizations, of course at the
cost of lower performance.

The Rowhammer attack evoked above is a software attack that actually
exploits a physical property of matter. Each DRAM cell is composed of a capacitor
and a transistor that electrically implement a bit of information. By repeatedly
accessing cells, the charge of these cells leaks and electrically interacts with the
charge of other neighbor cells. It is thus possible to change the value of a cell (and
therefore to violate the integrity of this cell) without having ever accessed it. Here,
the protection against the attack should be physical: for example, one could
consider limiting the reduction of the component’s surface, even if the cost would
be of course very important.

Notice that these attacks are not easy to detect as they leave no trace at the
operating system or application levels. Finally, it is difficult to know whether
attacks of this type have already been used in reality. At the time of this
document’s writing, it seems much simpler to use much more classical attacks

against the software or against users (social engineering).

II.  Post-reading activities.

Task 7. Answer the following questions.

1. Can tools consider the interaction of the computing unit with its physical

environment?
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2 What are the most classic leakages?

3 Does the success depend on the experiment?

4. When do software attacks against software and physical attacks?

5 What are the functions of Software-based attacks?

6 Is each core being individually controlled and can one core inject a fault in
another core?

7. What is the Rowhammer attack?

8. Of what is each DRAM cell composed?

9. What are the functions of Java Script?

10.  Should the attack be physical?

Task 8. Complete the following sentences using the text.

1. The insider moves to an outsider one when using a

program executed in a browser to perform this attack remotely.

Recently it has been shown to be when applied on SSD (NAND
flash technology).
2. Software-based attacks against hardware make it possible to

security mechanisms implemented at the software level. In fact, the

consider that the hardware is working properly,

“simply” executing to produce a result.
3. These low-layer attacks typically exploit flaws from optimization
mechanisms implemented in modern OS’s and processors, such as ,

branch prediction, or

4. Indeed, these optimizations create differences in program execution time,
thus revealing secret information. For example, the recent

exploits branch prediction and speculative execution and exfiltrates

information through a covert channel based on access.
5. Of course, this is not so easy and errors that can be exploited by attackers
can also occur at the level.
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Unit 18. Phishing.

I. Pre-reading activities.

Task 1. How do you understand the statement: “Most hackers are young
because young people tend to be adaptable. As long as you remain adaptable, you

can always be a good hacker.” — Emmanuel Goldstein.

Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. Why is it called phishing?
2. What is whale phishing?
3. What happens if I open a phishing link?

Task 3. Try to guess the meaning of the following words.

Whale phishing, cyber-attack, CEOs, Trojan horses, attackers, bank
phishing, spam, hacking, pop-ups.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. Phishing is the fraudulent use of electronic communications to deceive and take
advantage of users.

2. Scammers use email or text messages to trick you into giving them your
personal information..

3. Do not click on links or pop-ups, open attachments, or respond to emails from

strangers.

165



BukoHaHHs 3a3HaYcHUX 3acO0IB OC3MEKH JTO3BOJUTH JIMIIC MIHIMI3yBaTh
MOXJIMBICTh BHIIA/IKOBOTO HECAHKI[IOHOBAaHOTO NPOHUKHEHHS y Balll IPHCTPoi Ta
cucremu. OHaK HEMOJXIJIMBO HAJATH TOBHOI rapaHTil YHUKHEHHS 3mamy. s
MakCHUMaJbHOI ~ MiHIMi3amii TakuX pHU3UKIB KOMIAHIAM PEKOMEHIOBAHO
KOPHUCTYBaTHCS TIOCIYTaMH CIICHIANICTIB y cdepi KiOepOe3neku 3 YiTKUM
BHKOHAHHAM BCiX IHCTPYKIIH, SIKi BOHH 3a3HAYAIOTb.

[lam’sTaiiTe, MmO CBIiT XUBe B epy IHPOPMAIIHUX TEXHONOTiH, KOJIU
MOJKJIUBOCTI MEPEKi € He JIUIIC MPUEMHHUM JDKEPEIIOM MOXIIMBOCTCH, 3HAHb Ta
CTIUIKYBaHHS, aje ¥ JOKepelIoM MiABUINEHOI HeOe3lmeku OyTH «BiIKPHUTOO

KHHUTOIOY, SIKIIIO BAMU 3alliKaBJIATHCS TIEBHI OCOOU.

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

3naMaTu cucTeMy, COlliajibHa 1HXKEHEpisl, XaKepchbKi aTaky, IIaxpancTBo,
kideprpocrip, kibepbesmeka, jxepeno iHpopMalii, XakepH, IIyKaTH B IHTEPHETI,
MEPCOHANBHI JaHi, Ta/PKETH, IUIATIXKHI Omepallii, mnporpaMHe 3a0e3MeUYCHHS,
kibepaTaka, BMHKAaTH KOMII'IOTEp, BHIAIATH MpPOrpaMy, OMepalliifHa CHCTEeMa,
3apeecTpyBaTHCh, APYKYBaTH, PO3IPYKYBaTH, AONATOK, HOYTOYK, MEPCOHAIbHHN
KOMIT FOTep, CHCTEMHHI OJIOK, Bipyc, iHpOpMaIiiHi TEXHOJIOTI1, 37I0M, BCILTUBAIOT1

PCKIaMHU.
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6. More generally speaking, the traditional approach of computer science and

technologies, constantly adding new more and more

of abstraction naturally leads, when proposing a security
mechanism at a given level of abstraction, to consider that the
are correct and safe.
7. The Rowhammer attack above is a software attack that actually
exploits a physical property of matter.

8. Each is composed of a and a transistor

that electrically implement a bit of information.
9. This solution would of course come at the price of performance
, as other read operations asked by programs would not be possible

during the refreshes.

10.  More generally, against of this type would involve the
limitation, if not the complete elimination, of certain , of course at the
cost of performance.

Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

KiGepaTtaku Ta cucTreMu iXHHOr0 BHSIBJICHHSA

Kibeparaka (anrn. cyber-attack) — cnpoba peanizamii kibep3arposu, To0TO
Oynp-sKkuX oOcTaBMH a00 TOAIH, MO MOXYTh OYTH HPHYMHOIO TOPYIICHHS
TOJTITUKY Oe3neku iHdopmaltii i/a00 3aBmaHHs 30MTKIB aBTOMATH30BaHill CHCTEM.

3akoHOmaBCTBO YKpaiHu Bu3Havae: «Kibeparaka — cpsiMoBaHi (HaBMHUCHI)
Iii B KiOeprpocTopi, sKi 3AIHCHIOIOTBCS 3a JOIOMOTOI 3acO0iB €IEKTPOHHHX
KOMYyHIKallii (BKJIrouarouu iHpopMaliiiHO-KOMyHIKaliiHI TEXHOJIOTIi, POrpamHi,
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[porpaMHO-amapaTtHi 3acoOu, IHIN TEXHIYHI Ta TEXHOJOriYHi 3acobu i
o0nlalHaHHs) Ta CIPSIMOBaHI Ha JOCATHEHHS ONHIET a00 CYKYITHOCTI TaKuX ILiJIei:
MOpyIIeHHS  KOHQIACHIIHHOCTI,  MITICHOCTI,  JOCTYHNHOCTI  €IEKTPOHHUX
iHhpopMaIiiHIX pecypciB, MO O0OpOOIMIOTECS (TIepenaroThes, 30epiraloTbes) B
KOMYHIKaIi THAX Ta/abo TEXHOJIOTTYHUX CUCTEMaX, OTpUMAaHHS
HECaHKI[IOHOBAHOTO JIOCTYITy JI0 TaKUX PECYpCiB; IMOPYIICHHS OE3IeKH, CTaJoro,
HAJIHHOTO Ta INTAaTHOTO pPEXUMY (YHKIIOHYBaHHS KOMYHIKaI[ifHUX Ta/abo
TEXHOJIOTIYHUX CUCTEM; BUKOPUCTAHHS KOMYHIKaLlIHHOI cUCTeMH, I pecypciB Ta
3ac00iB €NeKTPOHHUX KOMYHIKAIliil a7 37iiicHeHHs1 kibepaTak Ha iHII O0'€KTH
KiGep3axucTy».

Hwmxde HaBeneHO HETTOBHUM MEpeNTiK BiJOMHUX KibepaTak (XaKkepChKHX aTak)
Ha aBTOMAaTH30BaHi Ta iHGopMarliiiHi cuctemu. [TocumaHHs Ha OCHOBHI CTaTTi PO
IHIIAIEHT (Tam e MOJKJTBO) BUIIJIEHO KUPHIM IPUPTOM.
[https://uk.wikipedia.org/wiki/Ilepenik_xibeparax]

Cucrema BHsIBIICHHS aTak (BTOprHeHb) (aHri. Intrusion Detection System,
IDS) — nporpamuwuii abo amapatHuid 3aci0, MpU3HAuUCHUIT I BUSIBICHHS (aKTiB
HECAHKI[IOHOBAHOTO JIOCTYIly B KOMO'IOTEPHY CHCTeMy abo Mepexy abo
HECAaHKI[IOHOBAHOTO YIPAaBIIiHHSI HUMH B OCHOBHOMY uepe3 Iarepuer. IIpo Oyns-
Ky aKTWUBHICTh TKimmuBoro II3 abo mpo MOPYIIEHHS THUMOBOI pPOOOTH
[IeHTpai3oBaHo 30upaeTbess iHPopmamis SIEM-cucremoro (aHri. Security
information and event management). SIEM-cuctema o0po0isie 1aHi oTpuMaHi Bij
0araThoX JKepell i BHKOPUCTOBYE METOIU (UIBTPYBaHHS TPUBOT JJIS PO3Pi3HEHHS
HECaHKIIIOHOBAHOT aKTHBHOCTI BiJi XMOHOro chpaioBaHHs TpuBoru. IIpo mio
OToBINIaeThCS 200 agMmiHicTpaTop abo onepariiHui HeHTp Oe3MeKH.

Jlesiki cucTeMH BHSIBJICHHS BTOPTHEHb MOXXYTh BHSIBUTH IIOYaTOK aTakW Ha
MEepexKy, IPUIOMY JesiKi 3 HUX 37[aTHI BUSABJIATH paHimie He Bimomi araku. Taki
CHUCTEMH HAa3WBalOTh CUCTEMaMH 3aro0iraHHs BTOPTHEHHSAM (aHTid. Intrusion
Prevention System, IPS). IPS He 0OMEXYIOThCS JHINE OIOBIIIECHHAM, ane i
3IIHACHIOIOTH Pi3HI 3aX0/H, CIIPSIMOBaHI Ha OJOKYBaHHS aTakd (HAIPUKJIaJ, pO3PUB

3'eHaHHS a00 BHKOHAHHS CKPHITY, 3aJaHOrO aaMiHictpaTopoMm). Ha mpakrumi
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METOI0 OTPHMAaHHSI HECaHKLIOHOBAHOIrO jocTymy Jo meHoro [I3 abo
CHCTEMH.

[ToBHicTiO 3aXUCTHCS Bix KibepaTak HEMOXINBO. [IpoTe BUKOHAHHS X04a O

MiHIMaJIBHAX TPABII TEXHIKM O€3IEeKH MOBOIKEHHS B MEPEi 3HAYHO ITiIBUIIUTH

mIaHCu, M0 BaC HE 3J1aMaroThb. OT)KG, JlaBaiiTe O3HAHOMHUMOCS 3 OCHOBHHMH

MIpaBHIIaMHU:
e  KOPHCTYBaTHCA BHUKIIOYHO odimiiiHuM [I3 1 BwacHO #oro
OHOBJIIOBATH;
e  HE 3aBaHTAXyBaTH MNpOTPaMHE 3a0e3MEeYeHHs 3 HEHaIiHMX
JDKepel;

e BHKOPHCTOBYBATH aHTHBIpYCH Ui poOOTH 3 KOMII IOTEPaMH;

e  HIKOMY HE TIepefaBaTH OCOOWCTI MepCOHATBHI JaHi (IMiH KOIU
kaprok, CVV koam, maponmi A0 akayHTIB TOIIO), HABITh SAKIIO BaM
HAMAararmTbCs BKa3aTH Ha HEOOXiTHICTP TAKHX il 3 METOK BHPIIICHHS
MIEBHOTO MUTAHHS;

e CTBOPIOBATH CKJIA/HI Mapoii;

e HEe 3IHCHIOBATH IUIATDKHUX  ONepalii y  BIAKPHTIH,
He3axuIeHii mepexi Wi-Fi;

e  HaMaraTHCs KOPHCTYBaTHCS ABOGAKTOPHOIO ayTeHTU(IKAIII€I0;

e  HE BiAKpWBATH (aiiyiv Ta JIUCTHU BiJ MiTO3PIINX JHKEPET;

e  HE TEPEeXOIWTH Ha TiIO03piLTi MOCHJIAHHA Ta 33 CIUTHBAIOYHMH
BIKHaMU;

e  HE 3aXOJWTH HA HEHAJIIHI CaliTH Ta HE 3aBAHTAXXyBAaTH 3 HUX
womuux I13;

e HE BCTABIATH y CBill KOMIT'foTep (ICMIKH Ta 30BHIIIHI JUCKH,
SIKIIIO HE JOBIPSETE TIOBHICTIO iX JKEPENy;

e  TICPIOAMYHO 3MIMCHIOBATH pE3ePBHE KOIMIOBAHHS BaXKIUBOI
iH(pOpMATIiT;

e  TpPHUMATH CBOi TQDKCTH B MO 30py, KOIU 3HAXOJWUTHCS Y

MICIISIX, JIe IO HUX MOKe OyTH TOCTYIT CTOPOHHIX 0CI0.
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MiAPOOIICHUH CalT, e HEOOXiJHO BBECTH OOJIIKOBI MaHi. SIKIIO <OKepTBa»
BBOJMTE CBOI JIaHI HA TaKMX caiiTax, TO 3JI0YMHIIM CTAIOTH BioMi i JaHi
Ta BOHH MOXKYTh BUKOPHCTATH iX 3 METOI KpaJIi’KKU [EPCOHAIBHUX JAHUX,
MIEPCOHANBHUX KOIITIB 200 iHmIoro. GimuHr € OJHUM 3 HANIOIIMPEHIIIINX
BHJIIB KiOepaTax.

2. Bipyc — me mporpama, sika BCTAHOBIIOEThCS Oe3 Bigoma Ta
MPOTH BOJI KOPHCTYBada HA WOTr0 KOMI'IOTEp a00 IHIIMHA MPUCTPIi.
Komm'totepHuil Bipyc MOXXHA «CXONHTH» MMO-pi3HOMY. Hampukinan, BeO-
CTOPIHKM Ta TIIOIUTOBI BKJIAJAEHHS MOXYTh BHKOPHCTOBYBATUCS IS
Oe3nocepeIHBOTO 3amycKy Bipycy B cucreMy. Yacto Bipyc OyBae
BOY/IOBaHHI y 3aBaHTa)XEHY 3 IHTEPHETY MpOrpamy, sika «BUIYCKae» Bipyc
Ha BOJIIO, ICISI TOTO SK <«OKepTBa» ii BcTaHOBMIOE. I[licis 3apakeHHS
BipyCOM IporpaMa Moxke 3a0JOKOBYBAaTH IIOCTYII 10 (baiiiriB Ta cCHCTEMH 3
METOIO OTPUMAaHHS BUKYITY. [Ipy IbOMY CIUIaTa BUKYITY HE 3aBXKIH FApaHTY€
BiZTHOBJICHHS POOOTH CHCTEMH.

3. CouianbHa iHXeHepis — 11e MiIXiJ 10 370My, KU He 3aJIeKHUTh
BiJI TEXHOJIOTIH 1 MONSATAE y 3aCTOCYBAHHI IIaXpasiMU TAKTHKH, 3aBJISIKH SKil
BOHHM TMEPEKOHYIOTh <(OKEPTBY» PO3KPUTH KOHGINCHIINHY iH(opMmamiro.
TakTukn MOXyTh OyTH DI3HMMH: BiI BHAaBaHHS ceOe 3a CIiBpoOiTHHKA
0aHKy, 3HallOMOTrO a00 TOBapHINA O PI3HOMAHITHHUX TOTPO3 i3 BHUMOTOIO
BCTaHOBUTH IKignuse [13.

4. lxigmuee I13 (Malware) — 1o Takux HmporpaM Hajiexarb Tak
3BaHI «TPOSIHWY», MPOrpaMH-IIMUTyHH 4u peknamue [13. JoctatHpo dacto
BOHM BCTAaHOBIIIOIOTbCS pasoM 3 IHIIOK, KOPHCHOIO MpPOrpamoro, SKy
BUpIIIWJIA 3aBaHTAXKUTH <(OKepTBay. Taki NporpaMd MOXYThb TaEMHO
3alMCyBaTH BC1 HATHCKAHHS Ha KJIABIlN, CKAaHYBaTH (ailili Ha >KOPCTKOMY
TUCKY 1 uuTatu cookie-daitmu Opaysepa.

5. 3moMm — 1me yMmHCHa [is, CIpsSMOBaHAa Ha HECAHKIIOHOBaHE

nponukHeHHs y [13 abo cucremy nnisixoM o0Xonqy MexaHi3my Oe3meKH, 3
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JOCHTh ~ 4YacTO  MNpOTpaMHO-alapaTHi  pIlIEHHS  HOEJHYIOTh y  coOi
(YHKIIOHANBHICTh JTBOX THUIIB CHCTCM. Ix o6'eqnanns HazmBaroTh IDPS (IDS i
IPS).

Xou icHye nmekinpka THmiB IDS, sKi 32 po3MipoM BapirOIOTHCS Bi OKpEeMHX
KOMIT'FOTEPIB JI0 BEITUKUX MEPEK, HANTIOMUPEHIIIMMHU KJIACH(DIKAIISIMUA € CHCTEMH
BUSBJICHHS BTOPTHEHb y Mepexy (aHri. network intrusion detection systems,
NIDS) ta cuctemu BUSBIICHHS BTOPIHEHb 3aCHOBaHI Ha aHami3i XocTiB [en] (aHIII.
host-based intrusion detection systems, HIDS). IIpuknagom HIDS Oyne cucrema,
sIKa BIJICJIIIKOBY€E BaXKIMBI (aiin omepauiiiHoi cucremu, npukiagom NIDS Oyne
cUCTeMa, SIKa aHaNi3ye BXiIHUH MepexxeBuil Tpadik. Takox MoxHa KNacH(iKyBaTH
IDS BignoBigHO 10 METOAIB BUSBICHHS 3arpo3: HaHOIIBII BIIOMUM € BUSBICHHS
Ha OCHOBI CHUTHATyp (pO3IMi3HaBaHHS MOTAaHUX IIA0JIOHIB, TaKWX sK IMKiamuse [13)
Ta BUABJICHHS aHOMaliil (BHUSABJICHHS BiIXWJICHb BiIl «IPaBHIBHOTO» Tpadiky,
9acTo 3a JIOTIOMOT 010 MaIIMHHOTO HaBYaHHS).

[https://uk.wikipedia.org/wiki/Crucrema BHSBIEHHS BTOPTHEHD |

Task 11. Give the English equivalents of the Ukrainian words and word

combinations.

Kibep3arpo3u, kibepmpocTip, mporpamHe 3a0e3leucHHs, aBTOMAaTH30BaHi
cucremH, Kibep3axucry, kibepataka, SIEM-cucrema, kibeponeparii, KibepHeTHIHA
Oe3IeKr, CUCTeMa BUSBIICHHS aTak, CIPSIMOBaHI (HABMHUCHI) Jii B KibepmpocTopi,
3acO0M EJEKTPOHHMX KOMYHiKalii, iH(pOpMauiiHO-KOMYHIKaI[iiHI TEXHOJIOTI],
MporpaMHi, TMpOrpaMHO-anapatHi 3acodu, TOpYIIEHHS KOH(]iIEHIiIHOCTI,
JOCTYIHICTI €JIEKTPOHHUX iH(pOpMaLiifHuX pecypcis, mkimmse 13, po3pisHeHHS
HECAHKI[IOHOBAHOI AaKTWBHOCTI, pO3pWB 3'¢AHAHHA a00 BHKOHAHHS CKpPHITY,

(YyHKITIOHATBHICTD JBOX THITIB CHCTEM.
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Unit 6. Worms

1. Pre-reading activities.

Task 1. How do you understand the statement: “What is a Computer

Worm”. Translate it into Ukrainian.

Task 2. Discuss the following questions.

L. What is a computer worm?
2. What is the difference between a Computer Worm and a Virus?
3. How does computer worm work?

Task 3. Try to guess the meaning of the following words.

Computer worm, malicious software, malware, operating system, storage

media, floppy diskettes

Task 4. Try to guess from the content what the underlined words and

word combinations mean.

1. A computer worm is self-replicating malware that duplicates itself to
spread to uninfected computers.

2. The worm is able to continue to propagate within an organization in this
way.

3. Successful email worms usually incorporate social engineering methods
to prompt users to open the attached file.

4. A bot worm may be used to infect computers and turn them into zombies

or bots, with the intent of using them in coordinated attacks through botnets.
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Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

VY Hamii JHI BHKOPUCTAaHHS iH(GOpPMAaLidHUX TEXHOJOTIH HE Ma€e MexX.
BipryaneHuii mpocTip mepeiiMae BiJ peaqpbHOro BCE MIAPSA, y TOMY YHCH i
3JI0YMHHICTH Y i HOBUX (OopMax i MposBax.

[IpakTH4HO KOXXEH dYyB MpPO KiOEp3JTOYMHHICT 1, MOMIHMBO, HAaBITh
0co0HCTO 3 Hero 3imToBXyBaBcs. KiOep3mounHHICTh BKITIOYAaE B cede pi3HI BUAM
3JI0YMHIB, M0 3MIACHIOIOTHCSA 3a JOTIOMOTOI0 KOMIT IOTepa i B Mepexi IHTepHerT.
O0’ekTOM KiOEp3JTOYMHIB € IMEpCOHANBHI MaHi, OaHKIBCHKI PaxyHKH, Mapoii Ta
iHma ocobwucra iHpopMmamis Sk (i3muHEX ocid, Tak 1 OGi3Hecy Ta Iep)KaBHOTO
cekTopy. KiOep3/ounHHICTh € 3arpo30l0 HE TITbKMA HAa HAlllOHATBHOMY, a W Ha
rJ100aIbHOMY PiBHI.

Xakepu MawTh 0araTo MOMXKJIHMBOCTEH, MO0 CKOPUCTATUCS BPAa3IUBICTIO
kibepOesnekn Ta JAOCATTH CBOiX Iiyield. ChOrofHI MOYKHA BUIUINTH TaKi OCHOBHI
(Haftmomy’IsIpHiIIi) cocoou:

1. ®imuHT — OJIMH 3 BUIIB IHTEPHET-IIAXpaliCTBa, KOJIH «KEPTBI»
HaJICHJIAIOTHCS TIOBITOMJICHHS BiJI iMEHI BiJOMHUX KOMITaHii a00 opraHizamii
(Hanpukian, OaHKY, IMOJATKOBOI CIYXOHW, BIOMOrO IHTCPHET-MAara3uHy),
OJIHAK HACMpaBAi BOHM HE € CHpaBXHIMH. Mera (ilIMHTY — OTpHUMaHHS
JOCTYIy 110 KOH(IJEHIIHHUX TaHUX KOPUCTYBauiB (I1apoiB, JIOTIHIB, JAHUX
0c000BHX paxyHKiB 1 OaHKIBCBKMX KapT). 3a3BH4Yaif BHUKOPHCTOBYETHCS
METOJ MPOBEICHHS MacOBHX PO3CHJIOK Bifl iMEHI MOMyIIPHUX KOMITaHiH abo
oprasizariii, ski MiCTATh TOCWJIaHHS Ha (DEWKOBI caiiTH, sSKi Ba)KKO 30BHI
BiJIPI3HUTH BiJ CIIPaBXKHIX. Y JHCTaX 0c00y BBIWIMBO MPOCITH OHOBUTH YU
MiATBEPIUTH IPABIIBHICTE IIEPCOHATBHOT iH(QOopMarii a0o iHHOPMYIOTh PO
SKi-HeOyAb IpoOJieMH 3 JaHMMH, a MICJIs LBOro IEePEeHaNpaBisioTh Ha

161



7. Why is it hard to catch cyber criminals?
8. How can you be cybersmart to stay safe?
9. What is the full form of cyber?

10.Is cybercrime always carried out by a group?

Task 8. Complete the following sentences using the text.

1. Cyberspace is considered “a globally interconnected network of digital

tR)

information and , normally understood to mean the

internet and, more broadly, computer networks.

2. The criminal law of is based on actions, such as theft or sexual abuse
of a minor

3. In such an approach, commonly seen as authoritarian or anti-liberal, the focus is
on the

4. However, there is consensus that terrorism is not just , but

constitutes a special form of crime, characterized by its severity.
5. Similarly, it’s not difficult to imagine that, with the rise of terrorism, there has

also emerged it’s virtual strain:

6. For the same reason, if a single person on a public street

there would certainly be some criminal conduct, but not a terrorist act based on the
arguments outlined earlier.

7 The of “author” is based on dangerous criminal personality
traits, such as if an individual is a thief or pedophile.

8. That is defined by its location or the medium through which it
is executed can be criticized to some extent.
9. Much has been written about the of terrorism, but without agreement
on its meaning.

10. In relation to these requirements, a doctrine has developed providing

to determine whether a “criminal terrorist association” is faced.
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5. An ethical worm is a computer worm designed to propagate across
networks with the express purpose of delivering patches for known security
vulnerabilities.

6. Users should practice good cybersecurity hygiene to protect themselves

against being infected with computer worms.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1). duplicates a). MOIIUPIOBATH

2). victim b). BUXiaHI TTOBiIOMIICHHS
3). propagate ¢). Korii

4). outbound d). xibepOe3neka

5). payload e). Opanamayepu

6). cybersecurity f). KoprcHEe HaBaHTaXCHHS
7). firewalls g). JKepTBa

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.
1. How do computer worms spread?
2. How do computer worms work?
3. What are the types of computer worms?

Worms

A computer worm is a type of malicious software program whose primary
function is to infect other computers while remaining active on infected systems.
A computer worm is self-replicating malware that duplicates itself to spread

to uninfected computers. Worms often use parts of an operating system that are
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automatic and invisible to the user. It is common for worms to be noticed only
when their uncontrolled replication consumes system resources, slowing or halting
other tasks.

A computer worm is not to be confused with WORM (write once, read
many).

A computer worm infection spreads without user interaction. All that is
necessary is for the computer worm to become active on an infected system.
Before widespread use of networks, computer worms were spread through infected
storage media, such as floppy diskettes, which, when mounted on a system, would
infect other storage devices connected to the victim system. USB drives are still a
common vector for computer worms.

Computer worms often rely on the actions of, and vulnerabilities in,
networking protocols to propagate. For example, the WannaCry ransomware worm
exploited a vulnerability in the first version of the Server Message Block (SMBv1)
resource sharing protocol implemented in the Windows operating system. Once
active on a newly infected computer, the WannaCry malware initiates a network
search for new potential victims: systems that respond to SMBvI1 requests made by
the worm. The worm is able to continue to propagate within an organization in this
way. When a bring your own device (BYOD) is infected, the worm can spread to
other networks, giving hackers even more access.

Email worms work by creating and sending outbound messages to all the
addresses in a user's contacts list. The messages include a malicious executable file
that infects the new system when the recipient opens it. Successful email worms
usually incorporate social engineering methods to prompt users to open the
attached file.

Types of computer worms

There are several types of malicious computer worms:

» A computer virus or worm hybrid is a piece of malware that spreads

like a worm, but that also modifies program code like a virus -- or else carries
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treats those breaching the rules as enemies of the state rather than citizens “who are
simply a source of danger that must be eliminated by any means, whatever the
cost” (Cancio Melia, 2002: 20).

That same form of discussion and analysis is often seen when discussing
terrorism, where a (political) opponent is, strategically, labelled a “terrorist”
(Mafialich, 2017). In such an approach, commonly seen as authoritarian or anti-
liberal, the focus is on the “terrorist.” Meanwhile, a liberal approach focuses on the
actions of the so called terrorist more than their personal characteristics as a
“terrorist.”

The final approach to responding to terrorism is the correct one because,
amongst other things, not all actions of a “terrorist” or by a member of a terrorist
organization can be classified as terrorism or terrorist acts. In reality, a “terrorist”
is far more likely to engage in a wide variety of activities ranging from non-
criminal (such as spending time with family or driving a car), to committing non-
terrorist crimes (such as fraud or drug trafficking), than to actual terrorist attacks

(such as bombing the seat of government.)

Jxepemno: https://scielo.conicyt.cl/scielo.php?script=sci_arttext&pid=S0719-
25842018000200005

II1. Post-reading activities.

Task 7. Answer the following questions.

1. What does cyber mean?

What is cyberterrorism?

What are cyber terrorism examples?
What is the goal of the cyber terrorist?

How do you stay safe online?

A

Can cybercrime be stopped?
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through which it is carried out: in cyberspace instead of the physical world. From
this point of view, cyberterrorism is not an autonomous crime, which should be
punished independently. Rather, it implies a kind of terrorism characterized by a
unique method of execution.

That cyberterrorism is defined by its location or the medium through which
it is executed can be criticized to some extent. To address such criticisms, a
comparison can be made to aircraft hijacking terrorist acts, such as the 9/11
terrorist attacks on the World Trade Center; or vehicle-based terrorist attacks, such
as when a truck deliberately drove into a crowd of people on the Nice promenade
in 2016. In reality, the scope of cyberterrorism appears to follow the general
tendency for many “real world” phenomena to be replicated online. Thus, it is
common to talk about “cyber activism” (Milan and Hintz, 2013) as a type of
activism carried out online; or “cyberbullying” (Kraft and Wang, 2009) being a
type of bullying which also occurs online. Similarly, it’s not difficult to imagine
that, with the rise of terrorism, there has also emerged it’s virtual strain:
cyberterrorism.

The (cyber)terrorists ’actions and the (cyber)terrorists *author
The Continental European tradition of criminal law usually differentiates between
what an individual does (in other words, their behavior) and who they are (in other
words, their character, personal preferences, thoughts, etc.) From this, we can
distinguish between the criminal law of “acts” or “facts” (Mir Puig, 2016),
consistent with a liberal criminal justice system, and the criminal law of “author”
(Velasquez Velasquez, 2009), consistent with an authoritarian criminal justice
system. The criminal law of “acts” is based on actions, such as theft or sexual
abuse of a minor. The criminal law of “author” is based on dangerous criminal
personality traits, such as if an individual is a thief or pedophile. At its core, under
the criminal law of “author”, a thief or pedophile is marked by a kind of stigma,
where independent of their actions, and even though their theft or sexual abuse of
minors is now in the past, they will forever be considered a thief or pedophile. This

is linked to the concept of criminal law of “the enemy” (Jakobs, 2003), which
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some sort of malicious payload, such as a virus, ransomware or some other type of
malware.

» A bot worm may be used to infect computers and turn them into
zombies or bots, with the intent of using them in coordinated attacks through
botnets.

» Instant messaging, or IM worms propagate through instant messaging
services and exploit access to contact lists on victim computers.

» Email worms are usually spread as malicious executable files attached
to what appear to be ordinary email messages.

Finally, an ethical worm is a computer worm designed to propagate across
networks with the express purpose of delivering patches for known security
vulnerabilities. While ethical worms have been described and discussed in
academia, actual examples in the wild have not been found, most likely because
the potential for unexpected harm done to systems that react unexpectedly to such
software outweighs the potential for removing vulnerabilities. In any case,
unleashing any piece of software that makes changes to a system without the
permission of the system owner opens the publisher to various criminal and civil
charges.

Differences between worms and viruses

As defined in the "Security of the Internet" report, released in 1996 by the
CERT Division of the Software Engineering Institute at Carnegie Mellon
University, computer worms "are self-replicating programs that spread with no
human intervention after they are started." In contrast, "[v]iruses are also self-
replicating programs, but usually require some action on the part of the user to
spread inadvertently to other programs or systems."

After a computer worm loads and begins running on a newly infected
system, it will typically follow its prime directive: to remain active on an infected
system for as long as possible, and to spread to as many other vulnerable systems

as possible.
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How to prevent a computer worm

Users should practice good cybersecurity hygiene to protect themselves
against being infected with computer worms. Measures that will help prevent the
threat of computer worm infections include:

> Keeping up to date with operating systems and all other software
patches and updates will help reduce the risk due to newly discovered
vulnerabilities.

»  Using firewalls will help reduce access to systems by malicious
software.

> Using antivirus software will help prevent malicious software from
running.

»  Being careful not to click on attachments or links in email or other
messaging applications that may expose systems to malicious software.

Encrypt files to protect sensitive data stored on computers, servers and
mobile devices

Although some worms are designed to do nothing more than propagate
themselves to new victim systems, most worms are associated with viruses,
rootkits or other malicious software.

Jxepeno: https://searchsecurity.techtarget.com/definition/worm

II1. Post-reading activities.

Task 7. Answer the following questions.

I. What types of Computer Worms are there?

How do you recognize a Computer Worm?

How can one remove a Computer Worm?

How can you protect yourself from a Computer Worm?
How to prevent a computer worm?

How to detect a computer worm?

Sl U o S

What are the symptoms of a computer worm infection?
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Structure

In terms of its structure, terrorism is always organized crime (Cancio Melia,
2010), as opposed to individual crimes (for example, bodily harm caused by a
single person) or crimes carried out by a group on an ad hoc basis (for example, a
homicide committed by three individuals: one to subdue the victim, another to stab
her in the abdomen, and a third waiting for them in a getaway car.)

In effect, although some authors believe terrorism can be carried out by a
single person (Goodman, Kirk and Kirk, 2007), others claim, correctly, that (in
practice) there is no such thing as “individual terrorists” acting alone, outside of an
organization (Villegas Diaz, 2016). Thus, the specific “danger” implied by
terrorism (Cancio Melid, 2010), which in part justifies its severe punishment in
relation to other crimes, lies in the existence of an organized collective that
operates systematically to commit an indefinite number of crimes (Gomez Martin,
2010). Regardless of the problematic nature of the concept of “danger”, due to its
great indeterminacy and incompatibility with the presumption of innocence, such
danger does not exist in the case of an individual or ad hoc group acting alone,
even if they employ similar methods (for example, explosives) commonly used by
terrorist organizations. For the same reason, if a single person detonates a bomb on
a public street there would certainly be some criminal conduct, but not a terrorist
act based on the arguments outlined earlier.

In relation to these requirements, a doctrine has developed providing criteria
to determine whether a “criminal terrorist association” is faced. They are: 1) the
existence of a set number of members, 2) access to resources and funding, and 3) a
capacity to sustainably plan and carry out operations over time (Maifialich, 2015).

What is cyberterrorism?

Much has also been written on the topic of cyberterrorism, despite lacking a
unanimous consensus regarding its scope and meaning. As it were, for
cyberterrorism to be, effectively, a form of terrorism, it must meet the structure,
harm principle and elements of terrorism. As a result, the scope of cyberterrorism

is, as its name suggests, based on the “place” in which it occurs or the “medium”
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(Conway, 2014; Denning, 2000). Cyberspace is considered “a globally
interconnected network of digital information and communications infrastructures”
(Melzer, 2011: 4), normally understood to mean the internet and, more broadly,
computer networks (Ambos, 2015; Yannakogeorgos, 2014).

The concept of cyberterrorism usually refers to a range of very different
actions, from the simple spread of propaganda online, to the alteration or
destruction of information, and even to the planning and carrying out of terrorist
attacks via the use of computer networks. As such, in order to better understand
what cyberterrorism is, this article will begin by analyzing the concept of
“terrorism” —including its structure, harm principle, and elements— as a broad
category to which the species “cyberterrorism” belongs; later, it will delimit the
idea of cyberterrorism and distinguish it from others with which it has a certain
similarity; finally, it will raise some of the most important challenges that
cyberterrorism implies in a global and technologically interconnected world.

What is terrorism?

Much has been written about the concept of terrorism, but without
agreement on its meaning. Many authors on this topic have pointed out the
difficulties in forming a legal definition of terrorism, differentiating it from other
types of crimes (Fletcher, 2006; Guzméan Dalbora, 2017). However, there is
consensus that terrorism is not just regular crime, but constitutes a special form of
crime, characterized by its severity (Teixeira, 2013). In that sense, “the better way
to think of terrorism . . . is not as a crime but as a different dimension of crime, a
higher, more dangerous version of crime, a kind of super-crime incorporating some
of the characteristics of warfare” (Fletcher, 2006: 900).

In considering some of the main ideas developed in relation to the legal definition
of terrorism in the Continental European framework, there is general agreement in
how it relates to the structure, harm principle and elements of terrorism. The
Continental European framework is relevant because of its extensive work on the

theoretical-dogmatic concept of terrorism.

156

10.  What is history of computer worms?

11.  Which computer worms do you know?

Task 8. Complete the following sentences using the text.

1. It is common for worms to be noticed only when their uncontrolled
consumes system resources, slowing or halting other tasks.

2. USB drives are still a common for computer worms.

3. Computer worms often rely on the actions of, and in,
networking protocols to propagate.

4. Email worms work by creating and sending messages to all
the addresses in a user's contacts list.

5. Successful email worms usually social engineering
methods to prompt users to open the attached file.

6. Email worms are usually spread as malicious files
attached to what appear to be ordinary email messages.

7. In any case, unleashing any piece of that makes changes to
a system without the permission of the system owner opens the publisher to
various criminal and civil charges.

8. Using firewalls will help reduce access to systems by
software.

9. files to protect sensitive data stored on computers, servers
and mobile devices

10. The worm is able to continue to within an organization in
this way.

Task 9. Make a list of all the terms/procedures/experiments/pieces of

equipment you can find in the text. Check all the examples in pairs. What are they

used for? Discuss them in pairs. Give their Ukrainian equivalents.
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Task 10. Translate from Ukrainian into English.

Xpobak KOMITIOTEpHUI — 1€ porpamMa, sika MO>Ke TIOJIONIaTH BCi TPU €Taru
PO3IIOBCIO/KEHHSI CaMOCTIiiHO (3BHYalHUHN Xpo0ak), ab0 BHKOPHCTOBY€E areHTa-
KOpHCTyBaya TIJIbKK Ha 2-My eTarni (MOIITOBUHA YepB'siKk). XpoOaku Maike 3aBiKIH
IIKOZATh MEPEXi, HAIPHUKIAJ, CIIOXKHBAIOYM IIPOIYCKHY 3AaTHICTh. buibmmicTs
CTBOPEHUX KOMII'IOTEPHUX XPOOAaKiB JIMIIE PO3IOBCIOMKYIOTHCS, Ta HE LIKOAATH
CHCTEMaM.

OpHi 3 mepuINX eKCIePHUMEHTIB 110 BUKOPUCTAHHIO KOMI'TOTEPHUX XpOOakiB
B PO3IOJUICHHX OOYMCICHHAX BiOynHCS B AOCHIAHUIBKOMY LEHTpi Xerox B
ano-Ansro JIxonom Illouem Ta Monom Xymmom B 1978. Tepmin BHMHHK min
BILTUBOM HaykoBo-(paHTacTunux pomaniB [eBima I'epponma «Komu XAPJII
BHTIOBHUBCH pik» Ta Jl>koHa Bpannepa «Ha ymapHriit XBrmi»

OpHUM 3 HaWBIIOMIMIMX KOMI'FOTEPHHX XpobakiB € «Xpobak Mopicay,
Harucanuii PoGeprom MopicoM-MononmuM, SKUi OyB B TOH yac CTyAEHTOM
Kopnenbckoro YHiBepcurery. [Tommpenns xpobaka nmoyanocs 2 aucronana 1988,
micist 4oro xpoOak MIBUAKO 3apa3vB BENUKY KUIBKICTh KOMIT'IOTEpIB, MiA'€THAHUX
JI0 iHTEpHETY.

Xpobakn MOKYTh BUKOPHCTOBYBAaTH Pi3HOMaHITHI MEXaHi3MH («BEKTOPI)
nomupeHHs. Jleski XpoOaku TOTpeOyIOTh TICBHMX Jifl KOpUCTyBada JUIst
MIOIIMPEHHS (HANPUKIIAA, BIAKPUTTS i1H(PIKOBAHOTO TOBIOMJICHHS B KIIEHTI
eNeKTPOHHOI momTH). [Hmi XpoOakuw MOXYTh MOIIMPIOBATUCS aBTOHOMHO,
BHOMPAIOYY Ta aTaKylOUd KOMIT'IOTEPH B TIOBHICTIO aBTOMAaTHYHOMY pexumi. [Hoxi
3yCTpiuaroThca XpoOaky 3 MM HaOOPOM PI3HOMAHITHHX BEKTOPIB MOIIMPEHHS,
CTparteriii BUOOpy KepTBH, 1 HaBiTh EKCIUIOWTIB IiJ] pi3Hi onepauiiHi CUCTEMH.

Xpobaku MOXKYTh CKJIAaTHCS 3 Pi3HUX YacTHH. YacTo BUAUISIOTH TaK 3BaHi
pe3uIeHTHI XpoOakW, SKi MOXYTh iH(IKYBaTH TMpamiody mporpamy i
3HaXOJWUThCA B OMNEPATHBHIA MaM'siTi KOMITIOTepa, IIPU LbOMY HE 3adilaiodn
TBepHi IucKHA. Bin mnomiOHEMX XpoOakiB MOXHa IMO30yTHUCS IIepe3arryCcKoM
komm'torepa (i, BIANOBIAHO, OYMINEHHSM onepatuBHoi mam'sti). Lli xpoGakm
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6 At the same time, the prototypical term “electronic Pearl Harbor” was coined,

linking the threat of a computer attack to an American historical trauma.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. fraud a) B3JIaMyBaTu

2. VPN b) mucketa

3. software C) BipTyaJbHa IPUBaTHA Mepeka
4. floppy disc d) npykyBatu

5. to browse ) IIyKaTH

6. to crack f) maxpaiicTBO

7. to type g) mporpamHe 3a0e3Me4eHHs

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. Why is cyberterrorism so dangerous for our society?
2. What is cyberterrorism?
3. What are the criteria to determine whether a “criminal terrorist association”

is faced?

Cyber terrorism

The term “cyberterrorism” is complex and combines two concepts: “cyber”,
referring to cyberspace, and “terrorism”, whose meaning and scope will be
analyzed later. On this basis, we can assume that cyberterrorism is a special type of

terrorism, where the “place” or “medium” it is carried out in is cyberspace
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Unit 17. Cyber terrorism

1. Pre-reading activities.

Task 1. How do you understand the statement: “It takes 20 years to build a
reputation and few minutes of cyber-incident to ruin it.” — (Stephane Nappo).

Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. What do you understand under the term ciber terrorism?
2. What is the goal of the cyber terrorist?

3. What's another word for cyber?

Task 3. Try to guess the meaning of the following words.

cyber, organized crime, victim, vehicle-based terrorist attacks, fraud, ad hoc group,

cyber activism, hacking, cyber weapons.

Task 4. Try to guess from the content what the underlined words and word
combinations mean.

1. Do not click on links or pop-ups, open attachments, or respond to emails from
strangers.

2. Choose a password that means something to you and you only and change your
passwords on a regular basis.

3. If you see something suspicious, report it to the proper authorities.

4. These cyberthreats can be generically defined as using computer technology to
engage in activity that can undermine a society’s ability to maintain internal or
external order.

5. India has the maximum internet users, called as ‘Netizens’ after USA and China.
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CKJIQIAl0ThCSl B OCHOBHOMY 3 «IH(EKIIHHOD» YaCTHHH: eKCIUIoiTa (LIemi-kona) i
HEBEJIMKOTO KOPHUCHOTO HABAaHTAKEHHs (CaMOro Tiia XpoOaka), sIKe MICTHTBHCS
MOBHICTIO y mam'sTi. Crieruika moxiOHNX XpobakiB MoJsArae B TOMY, 10 BOHH HE
3aBaHTAXYIOTHCS Uepe3 3aBaHTaKyBad SK BCi 3BMUAiiHI BUKOHYBaHi (hailiu, ToMmy
BIJIMOBITHO, MOXYTh PO3PaXOBYBATH JIUIIC HA Ti TUHAMIUHI OiONIOTEKH, SKi BXKE
Oynu 3aBaHTaKCHI B MaM'sTh HIINMHA IIporpaMaMi. Takoxk iCHYIOTh XpOOaKH, sAKi
micis BAaioro iH(QIKyBaHHsA TaM'sTi 30epiraroTh KOJ Ha TBEPAOMY IHUCKY I
BXXMBAIOTh 3aXOMAIB JUId HACTYITHOIO 3alyCKy LbOro KoAy (HaIrpuKIiaji,
MIPONUCYIOTh BiAMOBiNHI Kito4i B peectpi Windows). Bin takux xpobOakiB MoxHa
mo30yTHCS JIMIIE 3a JOIOMOTOI0 aHTHBIpyca abo MmofiOHUX IHCTpyMeHTiB. HacTo
iH(eKmifiHa JacTHHA TaKWX XpoOakiB (EKCIUIOMT, MIEII-KOA) MICTHTh HEBEJIHKE
KOpPHCHE HaBaHTAKCHHS, SKE 3aBAaHTaXYETbCS B OINEPATHUBHY NaM'ATh 1 MOXe
«JJOBaHTAKHUTH» 4Yepe3 Mepexy came TLIo XpoOaka B BHIUIAAI OKpeMoro (aiiia.
Jns mporo nmesiki XpoOakw MOXKYTh MICTUTH B iH(QEKIIHIA YacTHHI MPOCTHI
TFTP-knienT. 3aBaHTa)keHEe TaKUM CIOCOOOM TillO XpobOaka (3a3BHyai OKpeMHi
BUKOHYBaHHMI (haily1) Tenep BiJIOBiJNAa€ 3a MOJAANIbIIE CKAHYBAHHS Ta MOMIMPEHHS
BXKe 3 IH(IKOBaHOI CHCTEMH, a TaKOX MOXKE MICTUTH Cepio3Hille, ITOBHOLIHHE
KOpPHCHE HaBaHTa)KEHHS, LIJLIIO SIKOTO MOKe OyTH, HAPHKJIA]], HAHECEHHS TeBHOT
mkoau (Hampukian, DoS-atakm).

BinpmricTe MOMTOBHX XpoOakiB MOMMPIOIOTECA fAK oaumH ¢aiin. Im He
moTpibHa okpeMa «iH(eKIiiiHa» JacTHHA, TaK AK 3a3BHYail KOPHCTyBad-)KEePTBa 3a
JIOTIOMOTOI0 TIOIITOBOT'O KJIi€HTA JOOPOBUILHO 3aBaHTAXYE Ta 3aIlycKae Xpobakxa.

Yacro xpobaky HaBiTb 0€3 TEBHOIO KOPHUCHOTO  HaBaHTAXEHHS
3aBaHTaXYIOTh 1 THUMYAacOBO BHBOJATH 3 JIaJly Mepexi JIMIIe 3a paxyHOK
IHTEHCUBHOT'O HOIIUPEHHS.

SIKIIo KoJ KOMITIOTEpHOTO XpoOaka NMpH3HAYCHHH Ha Oiiblle, HiX IpocTe
MOIMMPEHHsT Xpobaka HOro Ha3MBAIOTh XPOOAKOM «KOPHCHOTO HAaBAHTAXKCHHD).
TuroBi XpoOaky KOPHCHOTO HAaBaHTAXXCHHS MOXYTb BHIAIATH (ailii HA XOCT-
cucremi, mudpysaTi (Gaiiinu A7 OTPUMaHHS TPOIIOBOTO BHKYITy 200 KOIiIOBAaTH

JaHi, Taki sk naponi abo KoHQimeHUidHI nokymeHTH. HaiiOinem nommpene
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KOpPHMCHE HaBaHTa)XEHHs Ul XpOOakiB € BCTAHOBJIEHHS Y CHUCTEMY, TaK 3BaHHUX,
OexznopiB. Lle m03BOsIE 3JIOBMUCHUKY BiIZIaJIEHO KOHTPOJIOBATH KOMII'IOTEPOM,
CTBOPIOIOYM  «30MO1  KOMIT'HOTEp». Mepexi, fAKi CKIagaroThCsl 3  TaKuX
MiAKOHTPOIBHUX  MAIIMH YacTO HAa3WBalOTh OoTHeTamMu. Taki  Mepexi
BUKOPHCTOBYIOTHCS JUIA ALY IIKIATMBUX IiNIeH, HAMPUKIIA, JUTS PO3CHIKH CIIaMy
a0o m1a BukoHaHHa DoS-arakm.

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

3710BMHUCHE MPOrpaMHe 3a0C3MEUYCHHS, IIIKIUTUBE MPOrpaMHe 3a0e3reUeHHs,
KoIisi, cxoBumie iH(opmarii, auckeTH, KibepOe3meka, IOTEHIIHA KEpTBa,
nporpama-BuMarad, OOTHETH, JOCTYH, TporpaMHe 3a0e3MedeHHs, IUBIIbHI
3BHHYBAUYCHHS, MPOTPaMH, IO CaMOBIATBOPIOIOTHCS, OpaHIMay3ep, aHTHBIpyCHE

porpaMHe 3a0e3neueHHs, MI(poBaHi Gaiim.
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* BiZMOBa CepBiCYy— aTaku 3 BEJIMKOI KIUTBKOCTI KOMII'IOTEPIB, OCHOBHOIO
METOIO SIKHX € MOPYIICHHs (QyHKIIOHYBaHHS CaiTiB 200 KOMIT IOTEPHHX CHUCTEM;

* BTpy4YaHHS B poOOTy oOIagHAHHS — aTaky, IO 3a3BHYAi CIIPSIMOBaHI Ha
KOMIT'IOTepru abo cepBepH, SKi 3a0e3nedyloTh poOOTy cHUCTeM OOpoOKH YH
nepenadi iHdopMartii;

* aTaky Ha 00’ €KTH KPUTHUYHOI iHPPACTPYKTYpH — aTakKi Ha KOMIT FOTEpH Ta
chcTeMH, IO 3a0e3MedyloTh SKUTTENISUIBHICTE MICT, HAIpHKIAL: CHCTEMH

BOJIONIOCTAYaHHsI, €IEKTPOCHEPTii, TPAHCIIOPTY TOLIO.

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

Xakep, KOMIT'FOTEpHI BaHIAJIM, COILiaJbHA IH)KCHEpis, XaKepCchbKi aTakw,
mraxpaiictBo, kibepmpocrtip, kibep aTtaka, mKepeno iH(opMarii, 31aMaTd CaurT,
LIyKaTd B IHTEPHETi, BKpPAcTH MEPCOHANBHI [JaHi, ULIKIUIMBE BJIKAIECHHS,
kiOeparaka, KiOep-3I0YMHelb, BUJIAISLTH  OporpaMmy, HauiiiHi  maponi,
3apeecTpyBaTHCh, CKauyaTH aHTUBIPYC, HeJNEralbHUH, JOJAaTOK, NEepCOHAIbHHUN
KOMIT'IOTep, Bipyc, iH(MOpMaIiiiHi TEeXHOJOril, 3JI0M, BCIUIMBAIOYi pEKIIaMH,

TposHCHKUH KiHb, MI03PiJi Kepena.

153



TeJIeKOMYHIKaIl] Ta rJ00anbHi KOMIT IOTEpHI MEpexi, CiIiJ 3HaTH i po3yMiTH, siKi
MOXJIMBOCTI JUIsl 3JIOBKMBaHHS CTBOPIOIOTH LI TexHOJOTii. ChOTOJHI KepTBaMu
XaKepiB MOXYTb CTaTH HE JHMIIe JIOAW, ajle i JepkaBM B HiToMy. 3a
e(eKTUBHICTIO Ta HACTIJKAMH 3aCTOCYBaHHS «KiOep30poi», a came Takuil TepMiH
BCE YaCTille BHUKOPHCTOBYIOTH BYEHi, MOYKHA IPHPIBHATH A0 30poi MacoBOTro
ypaxXxeHHSI.

KibepbOe3neka — omHa 3 OCHOBHHX MPOOJEM, IO BHUKIHKAE 3aHECMIOKOEHHS.
YuM mBHINIE JIIOJCTBO pPO3BUBAE iH(OPMALIHHI TEXHONOTIi, THM OUIBIIOK €
motpeba B 3axucTi iH(MOpMAIiHO-TeNEeKOMYHIKaiHHUX cucteM. OCKiIbKH
KPUTHYHI BPa3IMBOCTI B TPOrpaMHOMY 3a0e3ledeHHI Ta aBTOMAaTH30BaHHUX
CHCTEMAX BHKJIMKAIOTh HeOe3MmiacTaBHI MOOOIOBAaHHSI, TO HE OWBHO, IO
CYCIIIJILCTBO B YChOMY CBITI IIyKae KpaliuxX 3aXOJiB 1 METOMIB I 3aXUCTY
ocobucTux naHux [HTEpHET-pecypciB Big Kibep3arpos.

Ha mepmmii mormsy Moxke 3maTHCs, IO KiOepaTakd HE MOXYTh 3aBHATH
BEJIMKOI IIKOJH, ajle Iie JIMIIe Ha Mepiunii noris. Po3riisiHeMo OinbIl AeTaibHO,
JI0 SIKUX HACIIJKIB MOXE MPHU3BECTH KOXKHA 3 Kibeparak, 1[0 BUKOPUCTOBYIOTHCS
Iij] Yac TMPOBECHHS Kibepomnepariii:

* BaHJANI3M — aTaka, fKa, 3a3BHYail He Hece MaTepiajbHOI IIKOJM, aje
3aBlae yJapy IO aBTOPUTETY JAEpKaBH SK Y CBITi, TaKk 1 cepex HaceleHHS,
MIPOCTAMH CJIOBaMH, 3aBAA€ pelyTamilHUX BTpaT. Jlo TakuxX KiOepHETHYHHX aTak
MOXKHa BIZHECTH TICYBaHHSA OQIMIHHUX [HTEpHET-CTOPIHOK, 3aMiHy 3MicCTy
00pa3IMBUMU YH MPOIATaHJUCTCHKIMH MaTFOHKaMH, TOIIIO;

* @pomaraHia — pO3CHIKa clamy, IO MICTHTh iH(opMalilo
[POTNAraHJUCTCHKOTO XapakTepy, (eiKoBi HOBHHM MJIsl IIPOCYBAaHHS BUIJHOI
TOYKH 30pYy Ta Je30pi€HTaIlii HACETIeHHS;

* 30ip iH(OpMaIIii — 3)1aM MPUBATHUX CTOPIHOK abo cepBepiB 0a3 JaHMUX IS
300py I1iHHOI iH(opMarrii Ta 1 3aMiHM Ha iH(OpPMAITil0, KOPUCHY 1HIIIH CTOPOHI. Y
OpOMY BHUIAAKy Je3iH(pOpMalis Ta BHKpPaJCHHsA JaHWX. |HImIa Ha3Ba —

KiOepIIUTYHCTBO;
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Unit 7. Trojan horse

I. Pre-reading activities.

Task 1. How do you understand the statement: ““/ think computer viruses should

count as life”. Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. Which computer viruses do you know?
2. What do you think about computer viruses?
3. Is virus dangerous?

Task 3. Try to guess the meaning of the following words.

Malware, legitimate software, cyber-thieves, sensitive data, harmless programs,

various threats..

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. Trojans can be employed by cyber-thieves and hackers trying to gain access to
users' systems.

2. You will sometimes hear people refer to a "Trojan virus" or a "Trojan horse
virus," but these terms are slightly misleading.

3. It is more useful to think of “Trojan” as an umbrella term for malware delivery,
which hackers use for various threats.

4. This is known as “scareware”. In reality, users are downloading a Trojan onto
their device.

5. When the user connects to this network, they can be redirected to fake websites

containing browser exploits that redirect any file they try to download.
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6. Usually, they are implemented as scripts or small applications.

7. Trojans are often used to unite a group of victim computers to form a botnet or
zombie network that can be used for criminal purposes.

8. If you suspect your device may have been breached by Trojan malware, you
should look out for the following signs.

9. Poor device performance — for example, running slowly or frequently crashing.
10. Attackers install a Trojan through exploiting a software vulnerability or

through unauthorized access.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. misleading a) MOMUJIKOBE NIpOrpaMHe 3a0e3NneueHHs
2. scareware b) momatox

3. rebooting C) CIUTMBalO4e BiKHO

4. backdoor d) mepe3aBaHTa)KCHHS

5. application €) cucTeMa eICKTPOHHHX TUIATEeKIB

6. e-payment systems f) TaemumMii

7. pop-up £) BBOAUTH B OMaHy

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.
What do you know about Trojan Horse?

Is it a virus or is it malware?

How do Trojans work?

62

3. There are that devote time and effort to

acts of computer vandalism that can damage your computers and data, and affect
the services that businesses deliver.

4. The programmer’s objective is to research the potential of

5. So, the Internet has made it much easier for the to create

their own viruses.
6. In many cases, students — that have just understood the use of a

— may want to try out their skills, test

their ability or prove how clever they are.
7. Today, there are still four main types

8. With widespread

, these arrests have probably

deterred many youths from developing malicious code.

9.In , it was a lot easier to create computer viruses that targeted
Microsoft’s DOS operating system — when compared with the effort required to
target today’s more complex Windows operating system.

10. Unfortunately, the same type of behavior is also present in

Task 10. Translate from Ukrainian into English.

BanpanisM — BHKOpHCTaHHS XaKepaMH IHTEPHETY JUIA HAIlIIOXKEHHS
IHTEpHET CTOPIHOK, 3aMiHM 3MICTy OOpa3MUBHMU YH IPOMAraHIUCTCHKUMH
300pakKEHHSIMH.

ITonibHa MisIBHICTH MOIIUPIOETHCS 1 HA NMPHUBATHUX 0CI0, 1 HA TPOMAJICHKY
BiacHicTb. Komm'ioTepHuil BaHpmami3sM — Iy HAHECCHHS IIKOJM KOMII'FOTEpHii
cuctemi abo oOmaaHaHHIO O€3 OTPUMAaHHS BHUTOAM. Bik mbOro sBWINA SK
OOYHUCITIOETBCS  THCAYONMITTAMH. MUK JKHBEMO B €moxy iH(opMamiiHOro
CYCIIUTBCTBA, KOJNM IH(OPMAIifHI TEXHOJOTii Ta TEJICKOMYHIKAIiiiHi CHCTEMH
OXOILTIOIOTE YCi CepH KATTEMSUIBHOCTI JIIOAWHU, aepxkaBu. ChOroJHI MU Bce

Oinplre i Oinble BUKOPHCTOBYEMO iX y CBOTH MisUIBHOCTI. AJie BUKOPHCTOBYIOUH
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. Linux computers
. Apple Macs

. Smartphones

. Tablets

Jlxepeno: https://www.kaspersky.com/resource-center/threats/computer-vandalism

II1. Post-reading activities.

Task 7. Answer the following questions.

What is meant by hacker?

What is meant by cyber crime?

What's another word for cyber?

What is anti-malware software?

What do you think are the reasons for vandalism?
Is cyber vandalism a crime?

What does a hacker do?

What brand has anti-malware solutions?

e P SN E RN

Name four main types of computer vandal.

—
e

Why are malicious programs dangerous for us?

Task 8. Complete the following sentences using the text.

1. Today, many computer-literate youths are more likely to become gamers —

rather than

2. Older, talented programmers can create very ‘professional ’computer
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Trojan Horse

Trojan definition

A Trojan horse or Trojan is a type of malware that is often disguised as
legitimate software. Trojans can be employed by cyber-thieves and hackers trying
to gain access to users' systems. Users are typically tricked by some form of social
engineering into loading and executing Trojans on their systems. Once activated,
Trojans can enable cyber-criminals to spy on you, steal your sensitive data, and
gain backdoor access to your system.

What is a Trojan?

The term “Trojan” derives from the ancient Greek story about the deceptive
Trojan horse which led to the fall of the city of Troy. When it comes to your
computer, a Trojan virus operates similarly — it hides within seemingly harmless
programs or tries to trick you into downloading it. The name was coined in a US
Air Force report in 1974, which speculated on hypothetical ways computers could
be compromised.

You will sometimes hear people refer to a "Trojan virus" or a "Trojan horse
virus," but these terms are slightly misleading. This is because, unlike viruses,
Trojans don’t self-replicate. Instead, a Trojan horse spreads by pretending to be
useful software or content while secretly containing malicious instructions. It is
more useful to think of “Trojan” as an umbrella term for malware delivery, which
hackers use for various threats.

How do Trojans work?

A Trojan must be executed by its victim to do its work. Trojan malware can
infect devices in several ways — for example: A user falls victim to a phishing
or other social engineering attack by opening an infected email attachment or
clicking on a link to a malicious website.

A user sees a pop-up for a fake antivirus program that claims your computer
is infected and invites you to run a program to clean it up. This is known as

“scareware”. In reality, users are downloading a Trojan onto their device.
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A user visits a malicious website and experiences a drive-by download
pretending to be helpful software.

A wuser downloads a program whose publisher is unknown from an
untrustworthy website.

Attackers install a Trojan through exploiting a software vulnerability or
through unauthorized access.

Hackers create a fake Wi-Fi hotspot network that looks like one a user is

trying to connect to. When the user connects to this network, they can be redirected
to fake websites containing browser exploits that redirect any file they try to
download.
The term “Trojan dropper” is sometimes used in relation to Trojans. Droppers and
downloaders are helper programs for various types of malware, including Trojans.
Usually, they are implemented as scripts or small applications. They don’t carry
any malicious activity themselves but instead pave the way for attacks by
downloading, decompressing, and installing the core malicious modules.

Types of Trojans

Trojans are classified according to the type of actions that they can perform
on your computer. Trojan horse virus examples include:

Backdoor

A backdoor Trojan gives malicious users remote control over the infected
computer. They enable the author to do anything they wish on the infected
computer — including sending, receiving, launching, and deleting files, displaying
data, and rebooting the computer. Backdoor Trojans are often used to unite a group
of victim computers to form a botnet or zombie network that can be used for
criminal purposes.

Exploit

Exploits are programs that contain data or code that takes advantage of a
vulnerability within application software that's running on your computer.

Banker Trojan
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software. The programmer’s objective is to research the potential of ‘computer
fauna’. The programmer may choose not to spread their creations — but actively
promote their ideas, via numerous Internet resources that are devoted to the
creation of computer viruses. Those ideas and ‘research viruses 'may then be used
by malicious individuals or criminals.
Today’s vandalism computer threats

Although all of these groups are still developing computer viruses, there has
been a reduction in the number of new, ‘traditional ’types of computer threats that
are being released. There are several possible reasons why:
. New laws
In many countries, changes in legislation have resulted in the arrest of computer
virus writers. With widespread press coverage, these arrests have probably deterred
many youths from developing malicious code.
. Games
Network games have offered another way for young people to show their skills and
prowess. Today, many computer-literate youths are more likely to become gamers
— rather than malware creators.
. Complexity
In the 1990s, it was a lot easier to create computer viruses that targeted Microsoft’s
DOS operating system — when compared with the effort required to target today’s
more complex Windows operating system.
While the fall in computer vandalism is to be welcomed, the risks presented by
other types of malicious programs represent a much more dangerous threat to your
computer... your data... your digital identity... and your finances.
How to protect yourself against Computer Vandalism
Anti-malware software is vital in defending your computer, mobile devices and
data against computer vandalism, viruses, worms, Trojans and other malware.
Kaspersky Lab has anti-malware solutions that deliver world-class protection for a
wide range of computers and other devices, including:
. Windows PCs
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computer vandalism that can damage your computers and data, and affect the
services that businesses deliver.

Who are the computer vandals?

In the early days of the development of malware, the majority of computer viruses
and Trojans were created by students and other young programmers — plus some
older, more experienced programmers. Today, there are still four main types of
computer vandal:

. Skilled students... showing off!

In many cases, students — that have just understood the use of a programming
language — may want to try out their skills, test their ability or prove how clever
they are. Fortunately, many of these malware creators do not actually distribute
their malware — instead, they may send the virus or worm virus to an antivirus
company.

. Inexperienced youths... assisted by the Internet

Young people that haven’t quite understood the art of programming may also turn
to computer vandalism — sometimes to prove their ‘self-worth’. In the past, this
resulted in primitive viruses. However, there are now numerous websites that
explain how to write and distribute computer viruses — and how viruses can
sidestep antivirus software. So, the Internet has made it much easier for the
inexperienced to create their own viruses.

. Professional developers’

As young virus writers mature, their experience can make their activities much
more dangerous. Older, talented programmers can create very ‘professional ’
computer viruses. These can be sophisticated programs that use innovative
methods to intrude into data system domains, or can exploit security vulnerabilities
within operating environments, capitalize on social engineering or use a range of
other tricks.

. Researchers

These are shrewd programmers that are capable of inventing new methods of

infecting computers, concealing the infection and resisting the actions of antivirus
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Trojan-Banker programs are designed to steal your account data for online
banking systems, e-payment systems, and credit or debit cards.

Clampi Trojan

Clampi — also known as Ligats and Ilomo — lies in wait for users to sign in to
make a financial transaction, such as accessing online banking or entering credit
card information for an online purchase. Clampi is sophisticated enough to hide
behind firewalls and go undetected for long periods.

Cryxos Trojan

Cryxos is commonly associated with so-called scareware or fake support call
requests. Typically, victims receive a pop-up containing a message like "Your
device has been hacked" or "Your computer is infected". The user is directed to a
phone number for support. If the user calls the number, they are pressured to pay
for assistance. In some cases, the user may be asked to give remote access of their
machine to the “customer service agent”, potentially leading to device hijack and
data theft.

DDoS Trojan

These programs conduct DDoS (Distributed Denial of Service) attacks
against a targeted web address. By sending multiple requests — from your computer
and several other infected computers — the attack can overwhelm the target
address, leading to a denial of service.

Downloader Trojan

Trojan-Downloaders can download and install new versions of malicious
programs onto your computer — including Trojans and adware.

Dropper Trojan

These programs are used by hackers to install Trojans or viruses — or to
prevent the detection of malicious programs. Not all antivirus programs are
capable of scanning all of the components inside this type of Trojan.

FakeAV Trojan
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Trojan-FakeAV programs simulate the activity of antivirus software. They
are designed to extort money from you — in return for the detection and removal of
threats, even though the threats they report are non-existent.

How Trojans can impact you.

Trojans are incredibly good at hiding. They trick users into installing them
and then work behind the scenes to achieve their aim. If you fall victim, you may
not even realize it until it's too late. If you suspect your device may have been
breached by Trojan malware, you should look out for the following signs:

Poor device performance — for example, running slowly or frequently
crashing (including the infamous “blue screen of death”).

The desktop has changed — for example, the screen resolution has altered, or
the color appears different.

The taskbar has changed — or perhaps disappeared altogether

Unrecognized programs appear in your task manager — you didn’t install
them
An increase in pop-ups — not just ads but browser pop-ups offering products or
antivirus scans which, when clicked on, download malware onto your device.

Being redirected to unfamiliar websites when browsing online
An uptick in spam emails
It is possible to remove some Trojans by disabling start-up items on your computer
which don’t come from trusted sources. To this, reboot your device into safe mode
so that the Trojan can’t stop you from removing it.

Be clear about which specific programs you are removing because you could slow
or disable your system if you remove basic programs your computer needs to

function.

Jxperno: https HYPERLINK "https://www.kaspersky.com/resource-
center/threats/trojans”  HYPERLINK  "https://www.kaspersky.com/resource-
center/threats/trojans”  HYPERLINK  "https://www.kaspersky.com/resource-

center/threats/trojans"
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5. People, not computers, create computer security threats and malware.
6. Antivirus solutions with identity theft protection can be "taught" to recognize the

threat in fractions of a second.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. to hack a) BUSBUTH

2. to detect b) 3amut

3. back-up copy C) pe3epBHa KoITis

4. to erase d) B3mamyBatu

5. to intercept €) MepexBaTUTHU (CUTHAI)
6. query f) maxpaiicTBO

7. fraud 2) BUIAJSTH

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

. What is a computer vandalism?
. Who are cyber vandals?

. How can I protect my computer from cyber vandalism?

Computer vandalism

In everyday life, there are vandals that seem to enjoy destroying things —
even though it can be hard to understand how they derive any tangible benefit from
their acts of vandalism. Unfortunately, the same type of behavior is also present in

cyberspace. There are malware creators that devote time and effort to acts of
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Unit 16. Computer vandalism

1. Pre-reading activities.

Task 1. How do you understand the statement: “Hacking is not a crime, it's a
profession till the time you play with it safely.” - Blank Lined Journal With
Calendar For Techies.

Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. What are the dangers of computer vandalism?
2. How can cyber-crimes be safe?

3. Why is it hard to catch cyber criminals?

Task 3. Try to guess the meaning of the following words.

vandalism, cyber-attack, cyberspace, Trojan horses, attackers, virus, worms,

hacking, cyber threats.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. Harassment through e-mails is not a new concept
2. Scammers use email or text messages to trick you into giving them your
personal information.

3. Intellectual property consists of a bundle of rights.

4. These cyberthreats can be generically defined as using computer technology to
engage in activity that can undermine a society’s ability to maintain internal or
external order.
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Task 7. Answer the following questions.

—_

Give the definition of a Trojan horse?

Name common types of Trojan malware, from A to Z
What examples of Trojan malware attacks do you know?
How Trojans impact mobile devices?

How to help protect against Trojans?

Is Trojan virus dangerous?

Can Trojan virus be removed?

How do you know if you have a Trojan virus?

$ ® NN n kv D

What is the best Trojan remover?

10. Who created Trojan virus?

Task 8. Complete the following sentences using the text.

1. The term “Trojan dropper” is sometimes used in to Trojans.
2. A Trojan horse or Trojan is a type of that is often disguised as
legitimate software.

3. It is more useful to think of “Trojan” as an umbrella term for malware
delivery, which use for various threats.

4. A user falls victim to a phishing or other social engineering attack by
opening an infected email or clicking on a link to a malicious
website.

5. Trojans are classified the type of actions that they can perform
on your computer.

6. are programs that contain data or code that takes advantage of
a vulnerability within application software that's running on your computer.

7. These programs are used by hackers Trojans or viruses — or to
prevent the detection of malicious programs.

8. . If you fall victim, you may not even it until it's too late.
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9. Be clear about which specific programs you are because you
could slow or disable your system if you remove basic programs your computer
needs to function.

10. They are designed to extort money from you — in return for the

and removal of threats, even though the threats they report are non-existent.

Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

HaiikpammMm TOSICHEHHSIM — PI3HHII MDK  TPOSIHCBKMM  IIPOTPaMHUM
3a0€3MCUCHHSIM Ta BIPYCOM YM 3JIOBMHCHHM HpOTPaMHHM 3a0€3NCUCHHSIM €
icropist mpo TpostHCBKY BiifHY Ta TPOSTHCBKY KOHSI.

lo Take TposHCBKMI KiHB? Y XOJAlI pO3MNOBiAI, TI'pekH MOOYayBaiu
BEJIMUE3HOTO JIEPEB’STHOr0 KOHSI, HAIOBHEHOT'O COJIJaTaMu, 1 MOJapyBaik KOHS SIK
JApyBaIBHUN MOAapyHOK MicTy Tpoi. SIk TUTbKH KiHb OMUHUBCS BCEPEIUHI MiCTa,
TpelbKi COMIATH BHUITOB3IH 3 MOPOKHBOTO KOHS 1 HAalld Ha MICTO IIiJ] TOKPOBOM
TEeMpSBH.

Bipycn - me mporpamHe 3a0e3NEUCHHS, K€ CTBOPIOETHCS UISL 3apa)KCHHS
OJJTHOTO KOMIT'I0Tepa, a IIOTIM TOIIMPIOEThCS Ha iHINI KOMI'IoTepH. TpostHChKe
IporpamMHe 3a0e3NeueHHs] He CTBOpEHe Juisi mommupeHHs. lle mpusHaueHo uist
BUKOHAHHS Jy’K€ KOHKPETHOTO 3aBJaHHs HA BAIIOMY KOMII I0Tepi Y1 MOOITBHOMY
HIPUCTPOI.

TpostHCBKHI Bipyc NMpHW3HAYEHWI IS BUKOHAHHS IIKIJIMBHX 3aBJaHb Ha
BaIIOMY KOMII IOTEpI, SIK MPaBHJIO, HABITH HE 3HAIOYH IIPO IIC.

L1i 3aBIaHHs MOXYTh:

[epexommoBat cBili iHTepHET-Tpadik, OO BHKpacTH IiHPOPMALID PO
0aHKIBCBbKHUIT paxyHOK a00 KPEJUTHY KapTy.

68

Hani HaBeneHo ¢QparMeHT IICEBIOKOAYy Ha CTOpPOHI cepBepa, SKHH
BUKOPHCTOBYETBCS IS BiJIOOPa)KEHHS OCTAaHHLOI'O KOMEHTaps Ha BeO-CTOPIHIII:
HaapykyBatu "<htm[]>"

HaapykyBatu "<h1> OcranHiit komenTap </h1>"
HaapykyBatu database.latestComment
HaapykyBatH "</html>"

Hapenenwuii BUIle CKpUNT MPOCTO Oepe OCTaHHIM KOMEHTap 3 0a3u JaHUX i
Bkmovae iioro B HTML-ctopinky. IlepenOavaerbes, IO poO3IpyKOBaHUit
KOMEHTap CKJIQJAEThCS JIMIIe 3 TeKcTy 1 He mictuth Terie HTML abo iHmoro
koxay. Bin BpasnuBmii 10 XSS, OCKiTbKH 37TOBMHCHUK MOXKE Ha/IiCIaTH KOMEHTap,
110 MICTUTB 3JIOBMHUCHE KOPUCHE HABAHTAXKCHHS, HATIPUKIA!
<script> doSomethingEvil (); </script>
Be0-cepBep Hamae Takuit HTML-kon [uist KoprcTyBadiB, sIKi BiIBIIYIOTh IO BeO-
CTOPIHKY:
<htmI>
<h1> OcranHiit komenrap </h1>
<script> doSomethingEvil (); </script>
</html>

Komu cropinka 3aBaHTaXyeTbCsl B Opay3epi jKepTBH, BUKOHYETHCS CKPHUIT
3JI0BMHCHHKA. HaifuacTiire skepTBa bOTO HE YCBITOMIIIOE 1 HE B 3MO31 3aIIO0IrTH

TaKOMy Hamamy.
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» JavaScript y cyuacHux Opaysepax Moxe BukopucroByBatd APl HTMLS.
Hamnpukiaz, BiH MOXXe OTpUMATH JIOCTYII 10 I'€0JIOKallii KOpUCTyBaya, BeO-KaMepH,
MikpooHa Ta HaBiTP MEeBHHX (ailimiB i3 ¢aiioBoi cucremu KopucTyBada. Jlims
6impmmocti X API moTpiOHa MOXIHBICTH KOPHCTYBada, aje 3JIOBMHUCHHK MOXKE
BHKOPHCTOBYBATH COIliaJbHY 1H)XXEHEPIi0, MO0 001MTH 1Ie 0OMEKEHHSI.
BumeBkaszane, y mMoegHaHHI 3 COIIATBHOIO IH)XXCHEPIEIO, O3BOISIOTH 3JIIOYHHIISIM
3IIACHIOBATH PO3IIMPEHI aTaKW, BKIIOYAIOYH KPAADKKy cookie, MmifcaKyBaHHS
TPOSIHIB, KEHJIOTTIHT, (IIIMHT Ta KPaaiXKKy 0coOMCTHX NaHuX. Bpasnusocti XSS €
iZICaIbHUM MATPYHTAM [UIs ecKajaiii atak Ha Ouibll cepio3Hi. MikcalToBHiA
CleHapii TakoXX MOXE BUKOPHUCTOBYBATHUCS pPa3oM 3 IHIIMMHM THIAMH aTakK,
HaTPUKIAM, TiApoOKoro 3anuTiB Mixk cafitamu (CSRF).

IcHye KinbKa THITIB aTak MDKCAUTOBUX CKPUNTIB: 30epekeHUl / TOCTIHHUI
XSS, BimoOpaxkenuii / HenoctiHM XSS Ta XSS Ha ocHOBI DOM. [letanmpHime
PO HUX BU MOXKETE MPOYUTATH Y CTATTi mix Ha3Boro Tumm XSS.

Tumnosa ataxa XSS Mae nBa etanu:

1. II{o6 3amyctut 35m0BMHMCHHMHA Kox JavaScript y Opaysepi >XepTBH,
3JI0BMHCHHK TIOBHHEH CIIOYATKy 3HAWTH CIIOCIO BBECTH IIKIAIMBUI KoJ (KOpHCHE
HaBaHTA)XEHH:) Ha BeO-CTOPIHKY, AKY BiJBiAYy€E KepTBa.

2. Ilicast 1mpOTO KEpTBa IOBMHHA BiIBiaTH BEO-CTOPIHKY 31 HIKiAIMBHM
KOZOM. SIKImo araka CIpsSMOBaHa Ha KOHKPETHHX JKEPTB, 3JIOBMHCHHUK MOXeE
BHKOPUCTOBYBaTH COIIIaIbHY 1HXKEHepifo Ta / abo ¢immHr, mo6 HamiciaTH
3noBmucHy URL-anpecy »epTsi.

o6 mepmmii KpoK CTaB MOXXJIMBHM, BpPa3IMBUHA BeO-CaWT IOBHHEH
Oe3nocepeJHbO BKJIIOYATH BBE/ICHHS KOPHUCTyBada Ha CBOIX cropiHkax. [lotim
3JI0BMHCHHMK MOJKE€ BCTaBHMTH ILIKIJJIMBUH PSJIOK, SKUil Oylne BUKOPHUCTOBYBATHCS
Ha BeO-CTOpiHII Ta 00pobIsITHCS Opay3epoM KEepTBH SK BUXITHUH Kof. ICHYIOTH
TakoX BapiaHTH XSS-arak, KONM 3JIOBMHUCHHK 3aMaHIOE KOPHUCTyBada Ha
BigBigyBanHs URL-azpecn 3a JOIMOMOTOIO COIaibHOI iHXKCHEpii, a KOpHCHE

HABaHTAXXCHH € YaCTUHOIO NOCUJIAHHS, IKC KOPHUCTYBAa4 HATUCKAE.
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[MpuennioBaty CBiii Komm’rorep 10 Oinbmoro «0otHery» B IHTepHeTi, 1100
BUKOHYBATH 3JI0YMHHI JIi1, TaKi sK Hama i BiqMOBHU B o0ciyroByBanHi (DDoS).
IMommkomxyBaTi cBoi cucTeMHi (aiinu i 3po0iTh Ball KOMIT'IOTEP HEBIIIOBITHNM,
100 Xakep MIr BUMaraTH Bifl Bac TPOIIIi.

30upaHHs eNeKTPOHHHUX ajapec abo HOMepiB TelaedoHIB, SAKI XaKepH IOTIM
MIPOJAIOTh CIIAMEPaM.

TposiHIi MOXKYTh OyTH Jy)Ke goporumu. OIHUM 3 HAUBIAOMIIIUX TPOSIH OYB
Bipyc ®BP MoneyPak, sikuii 3MyCHB KOMIT FOTEpU KOPUCTYBadiB HE pearyBaTH i
mopaauB KopructyBadam Hajacuiate Bif $ 200 go $ 400 asst BiIHOBJICHHS CHCTEMU.
Ha >xanb, 6ararto mrofieil 3anaaTuin Xakepam.

Ha >xanb, OTpUMaTH TPOSIHCHKHH BIPYC TaK CamoO MPOCTO, SIK 3aBAHTAXKUTH
HENpPaBWIBHY MpOrpamMy Ha KOMIT'foTep abo MOOUTEHUH TpUCTpild. I HaBITh AKIIO
BM HIKOJNIM HE 3aBaHTAXYETE INporpamMHE 3a0e3IeUeHHs, BCE OJHO MOKIIHBO
HEHAaBMHCHO IIEPEHECTH OJIHE 13 IIMX IIKIJIMBUX IPOrpaM Ha CBilf KOMIT FOTep.

Bipycu Ta 31m0BMHCHE IporpamHe 3a0e3ledeHHsT MOXKYTh ApaTyBaTH, aje
JesKi pedl € TakMMM K IIKUIMBUMH, SIK 1 TpostHChKui Bipyc. Koam Bam
KOMIT'IOTEp 3apasuThCs OJAHUM 13 HUX, HOrO HEMOJKJIMBO HEMOXKJIMBO BHIAJIHTH.
Haiixpammuii 3axucT — 11e B3araji He YHHKaTH 3apakeHHS.

BceraHoBiTH SIKICHE aHTHBIpYCHE IporpaMHe 3abe3redeHHs. YBIMKHITH
aBToMaTtu4Hi oHOBIeHHS Windows, mo6 Bama OC 3amxkau Oyina BHIIpaBicHA.
BukopucToByiite cepBicH €JIEKTPOHHOI MOINTH, SKI aBTOMAaTHYHO CKaHYIOTh
JOIaTKM Ha BipycH, sK-OT (DYHKIIs cKaHyBaHHS BkiaageHb Gmail. Hikomn ne
HATUCKAWTE [IOCWJIAHHS EJICKTPOHHOI TOIITH Ta HE IepeBipsiire mimo3piii
MIOCHUJIAHHSI, MepIl HiXK HATUCKATH HAa HUX. YHUKaWTe BiABiAyBaHHS BeO-CaWTiB,
CTBOPEHUX JIMIIIE AT PO3MIIIEHHS OE3KOIITOBHOTO MPOIPAMHOTO 3a0€3MeYeHHS.
Hikonmu He 3aBaHTaxyiiTe (aiinn 3 TeMHOI Mepeki. BUKopHCTOBYy#iTEe TOTTOBHEHHS
o BeO-meperisgada, 1mo OJOKye pekiaMy, i B OUTHH CIHCOK JIHIIE BiJOMHX
Oe3reYHnX BeO-CanTiB.

Bamra Haiikpaina 3axucT — 1ie rapHe pe3epBHE KomiroBaHHsS HaBiTh HailOLIbm

00eperkHI KOPUCTYBadl MOXKYTh ONMHUTHCS 3apaKCHUMHU TpostHoM. Haiikpammii
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crioci0 3axucTuTu cebe - HIKONIM He 3aJIMIIAaTh ce0e MOBHICTIO 3aJIEKHUM Bij
(aiinis, 110 30epiraloThcs Ha BalIOMY KOMII I0Tepi. BukopucToByiiTe mporpamue
3a0C3MEeUCHHS /151 PE3EPBHOTO KOIMIOBAHHS [Tl IOBHOTO PE3CPBHOIO KOIIFOBAHHS
komm'orepHoi cuctemu. IlpmHaiiMHI, 000B'I3K0BO 30epiraiite BaxuBi (aiimu
JIUIIe Ha 30BHIMIHIX JKOPCTKUX JHUCKaX, a Ti JUCKH BIJKIIOYAIOTHCS BiJ
KOMIT'IOTEpa, KOJIU (aiyii BaM He TIOTPiOHi.

SIKII0 TIOBHICTIO CTBOPUTH PE3EPBHY KOIIFO CHCTEMH, SKIIO TPOSHHH KOJIH-
HeOy/lb 3aXONHTh BAlly CHCTEMY 1 XaKepd HaMararThCs BHUKOPHUCTAaTH Bac 3a
TpoIlli, BU MOYKETe BUKOHATH TIOBHE BiJIHOBJICHHSI CUCTEMH 1 Ha3aBXIU MO30yTHCS

[IUX XaKepiB.

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

Kommro’TepHuii  Bipyc, IIKiAIMBE MporpaMHe 3a0e3lCueHHs, 3aKOHHE
mporpaMHe 3a0e3nedeHHsl, KiOep-3monii, KOH(DIACHIIHHI JaHi, HEIIKIJINBa
mporpaMa, CIUIMBaK4e BIKHO, KOPUCHE IMporpaMHe 3a0e3leyueHHs, HeHaIiMHUI
BeO-caiiT, HECAHKI[IOHOBAHHI [OCTYI, TOYKa JOCTYIY, 3aBAHTAKCHHSI, SIAPO
IIKIJIMBAX MOJYJIB, MYJIbT, 3aITyCK, 30MOOBaHI Mepexi, J0AaToK, 0COOUCTI JaHi,

(inancoBa omeparlis, haabcudikoBanuii, OpaHIMayepH, BUKPAICHHS PUCTPOIO.
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SIKII0 37T0BMUCHHK MOXKE 3JIOBXKUBATU Bpa3iuBicTIO XSS Ha BeO-CTOpIHII
JUIsl BUKOHAHHS JI0BUIbHOTO JavaScript y BeO-neperisiiaui KopucryBaya, Oesrneka
I[FOTO BPa3JINBOroO BeO-caiiTy abo BpasznmBoi BeO-porpaMu Ta HOTO KOPHCTYBAdiB
mopymreHa. XSS He € mpoOieMOoI0 KOPHUCTYBada, K Oynab-sKa iHIIA ypa3lHBiICTH
cucTeMu Oe3nexu. SIKIIo Iie BIUIMBA€E Ha BAaIlMX KOPHUCTYBAdiB, BOHO BIIMBAE 1 HA
Bac.

MiKCalTOBI CKPUITH TaKOX MOXYTb BUKOPHUCTOBYBATHCS JUISl BUKPUBIICHHS
BeO-caliTy 3aMiCTh HAlUIIOBaHHS Ha KOPHUCTyBaya. 3JOBMHCHHK MOXeE
BUKOPHCTOBYBAaTH BBEJCHI CKPHIITH, 1100 3MIHMTH BMICT BeO-caiiTy abo HaBiTh
nepeHanpaBuTi Opay3ep Ha iHIIy BeO-CTOpPIHKY, HANpHUKIAd, Ty, SKa MICTUTH
IIKIJUTABAN KOJI.

[To Moske 3pobuTH atakyrouwmii 3 JavaScript?

BpazmuBocti XSS crnpuiiMaroThcs SK MEHII HeOe3meuHi, HiK, HapUKIa,
BpaznmuBocti SQL Injection. Hacmigku moximBocti 3amycky JavaScript Ha BeO-
CTOpIHII CIOYaTKy MOXYTh 3/laTHUCS HE CTpallHMMH. binpmiicts BeG-OpaysepiB
BUKOPHCTOBYIOTH JavaScript y ayke >KOPCTKO KOHTPOJIBOBAHOMY CEPEIOBHIIII.
JavaScript mae oOmexeHuwil pocTtynm 1o omnepauiiiHoi cucreMu Ta aiiniB
kopuctyBada. OmgHax JavaScript Bce me Moxe OyTH HEOE3NEYHHM, SKIIO HOTO
HEMpaBUIIbHO BUKOPUCTOBYBATH SIK YaCTHHY LIKIJINBOTO BMICTY:

o [lIximmmBnit JavaScript Mae TOCTYII 10 BCiX 00 €KTIB, IO SKUX Ma€ AOCTYI perITa
BeO-cTopikn. Cromu BXOAWTH AOCTyH Ao (aimiB cookie xopucryBawa. Daiimm
cookie YacTo BHKOPHUCTOBYIOTBCS Uil 30€piraHHs TOKEHIB CceaHCiB. SIKImio
3JI0BMHCHHMK MOX€ OTpHUMAaTH ceaHcoBuil Qaitn cookie KopucryBauda, BiH MOXe
BHAAaBaTH cebe 3a KOPUCTyBaua, BUKOHYBaTH [ii BiJ iMEHI KOpHCTyBada Ta
OTPHMYBATHU JOCTYII 10 KOH(IASHIIHHIX TaHUX KOPUCTYyBaya.

« JavaScript moxke yntatd DOM Opay3epa Ta BHOCUTH B HOTO JOBiJIbHI 3MiHU. Ha
macTs, Iie MOXKITMBO JIMINE Ha Til CTOPiHII, Je Tpairioe JavaScript.

* JavaScript moxxe BukopucToByBaTH 00'ekT XMLHttpRequest mis HamcumaHHS

HTTP-3anurTiB i3 1OBITEHEM BMICTOM y JOBUITBHI IIUTEOBI aIpECH.
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9. If the attack is at particular victims, the attacker can use
social engineering and/or phishing to send a malicious URL to the victim.

10.  The above, in combination with social engineering, allow criminals to
pull off advanced attacks including cookie theft, planting trojans, ,

phishing, and identity theft.

Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

MixcaliToBe CKpHUIITYBaHHS

MaixcaitroBuii ckpunT (XSS) — 11e ataka BBEJCHHS KOy Ha CTOPOHI KITi€HTA.
37M0BMHCHHMK TIparHe BHMKOHATH IIK/UIMBI CKPUNTH y BeO-Opaysepi >KepTBH,
BKIIIOYMBIIM IIKIJUIMBUA KOJ y 3aKOHHY BeO-CTOpiHKY abo BeO-mporpamy.
dakTH4HA aTaka BiIOYBAETHCs, KOJM JKEPTBA BiJBiAye BeO-CTOPIHKY abo BeO-
IporpaMy, sika BUKOHY€E 3IOBMUCHHH KoX. BeO-cTtopinka abo BeO-miporpama crae
3ac000M JOCTaBKM IIKIIUIMBOIO CKPUNOTY IO Opay3epa KopucTyBada. Bpasmmsi
TPaHCIIOPTHI 3aco0m, sKi 3a3BHYail BHKOPHCTOBYIOThCSA [UI aTaK MiXKCalTOBHX
cueHapii, — ne (Gopymu, JOIIKK OTOJOIICHb Ta BEO-CTOPIHKH, IO JO3BOJISIOTH
KOMEHTYBATH.

Beb-cropinka abo BeO-mporpamMa € BpaziIuMBOO 0 XSS, SKIIO BOHA
BHUKOPHUCTOBYE HecaHi(iKOBaHI BBEIEHI KOPUCTyBaueM BXiJIHI JaHi, SKi TeHEpye.
Iotim 1e# BBix KOpHCTyBaya IOBHHEH IpOaHali3yBaTu Opay3ep >KepTBH. ATakH
XSS moxmusi y VBScript, ActiveX, Flash i raBite CSS. Ognak BoHN Haif9acTime
3ycTpivatothcsi B JavaScript, Hacammepen Tomy, 1o JavaScript €
($yHIaMEHTaIBHUM UIS OUTBIIOCTI IEPETIIsAiB BeO-CTOPiHOK.

"Xi0a MikcalTOBHI CKPUNT HE Ma€ MpoOIeMH 3 KOpUcTyBadamMu?"
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Unit 8. Scareware

I. Pre-reading activities

Task 1. How do you understand the term “Shareware”

Task 2. Discuss the following questions

1. What is meant by shareware?
2. Does shareware still exist?

3. Is shareware legal?

Task 3. Try to guess the meaning of the following words.

Pop-up windows, antimalware program, antivirus program, restart , trick,

remotely.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. The first one is identity theft — the scareware program will install a
malicious key logger program to your device to record everything you type.

2. Open your antivirus software and run a full scan to determine if there are
any viruses present on your computer.

3. Lastly, the third goal of scareware programs is to turn your computer into a

“zombie”

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.
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1. firewall a) JOCTyI

2. button b) waxpaiictBo

3. access C) 3aBaHTAXKHUTH

4. scam d) MepesxeBuii expaH
5. wireless ¢) Oe3mpoBiqHUN

6. download f) BcraHoBHUTH

7. install g) KHOIKa

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into
Ukrainian

1. When did this program first appear?

2. Why do hackers use scareware?

3. How can you protect your personal data during a scareware attack?

Scareware

What is scareware?

The term “scareware” refers to malicious computer programs that scare the
user into thinking that his or her computer has been damaged or infected with a
virus and trick him or her into paying money for a fake antivirus program that
often does nothing or actually contains malware. Scareware first appeared in 2009
and it has been growing in popularity among hackers ever since.
Scareware Examples

Some of the most common scareware attacks take the form of pop-up
windows that pretend to be messages from an antivirus program, a firewall
application or from your Windows operating system. They will typically inform
you that your computer has been infected with malware and ask you to purchase an

antimalware program to remove the virus. In reality, there is no virus and the
72

Isn’t cross-site scripting the user’s problem?
What can the attacker do with JavaScript?

What are the two stages to a typical XSS attack?

2

3

4

5. Can you give some examples of cross-site scriptes?

6 What are the trojans, keylogging and phishing?

7 Can you name the types of Cross-site Scripting attacks?

8 What are the vehicles that are commonly used for Cross-site Scripting

attacks?
Task 8. Complete the following sentences using the text.

1. Cross-site Scripting (XSS) is injection attack.

2. If an attacker can abuse an XSS vulnerability on a web page to
execute arbitrary JavaScript in a user’s browser, the security of that vulnerable
website or vulnerable web application and its users

3. , they are most common in JavaScript, primarily because
JavaScript is fundamental to most browsing experiences.

4. Cross-site Scripting may also to deface a website instead of
targeting the user.

5. . However, they in JavaScript, primarily because
JavaScript is fundamental to most browsing experiences.

6. can use injected scripts to change the content of the website
or even redirect the browser to another web page, for example, one that contains
malicious code.

7. The above, in combination with social engineering, allow criminals to
pull off advanced attacks including , planting trojans, keylogging,
phishing, and identity theft.

8. To run malicious code in a victim’s browser, an attacker
must first find a way to inject malicious code (payload) into a web page that the

victim visits.
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used within the web page and treated as source code by the victim’s browser.
There are also variants of XSS attacks where the attacker lures the user to visit a
URL using social engineering and the payload is part of the link that the user
clicks.

The following is a snippet of server-side pseudocode that is used to display the
most recent comment on a web page:

print "<htmI>"

print "<h1>Most recent comment</h1>"

print database.latestComment

print "</htm[>"

The above script simply takes the latest comment from a database and
includes it in an HTML page. It assumes that the comment printed out consists of
only text and contains no HTML tags or other code. It is vulnerable to XSS,
because an attacker could submit a comment that contains a malicious payload, for
example:
<script>doSomethingEvil();</script>

The web server provides the following HTML code to users that visit this
web page:
<html>
<h1>Most recent comment</h1>
<script>doSomethingEvil();</script>
</html>

When the page loads in the victim’s browser, the attacker’s malicious script
executes. Most often, the victim does not realize it and is unable to prevent such an

attack.

II1. Post-reading activities.

Task 7. Answer the following questions.

1. What is the cross-site scripting?
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antimalware program they are trying to get you to purchase is not actually real. In
the best-case scenario, you will lose the money you've spent on malware and end
up with a bogus program that does nothing. In the worst-case scenario, the newly
downloaded program will actually damage your computer or steal your
information. Another trick that scareware creators use is that they put a fake
“Close” or “X” button somewhere on the Window. When you click the button, it
automatically opens a new tab and downloads malware to your computer.

What is the goal of scareware?

There are three things that a scareware program might be trying to achieve.
The first one is identity theft — the scareware program will install a malicious key
logger program to your device to record everything you type. This will give
hackers access to your personal information and passwords. The second goal of
scareware software is to get access to your credit card information and scamming
you out of money by getting you to pay for a fake antimalware program. Lastly,
the third goal of scareware programs is to turn your computer into a “zombie”,
which means that hackers will gain control over your computer remotely.

What to do during a scareware attack?

Once you've identified that you're under a scareware attack, don’t use the
“X” or “Close” buttons to close the window, as this may trigger malware to be
downloaded to your computer. Instead, close your browser by pressing Ctrl-Alt-
Delete of right-clicking the window or tab and selecting “Close”. Next, shut down
your wireless router and disconnect your computer from the internet. Open your
antivirus software and run a full scan to determine if there are any viruses present
on your computer. Additionally, check the Quarantine folder in your antivirus

program to see if it has discovered any malware before you started the scan. Once

you've used your antivirus program to remove all the viruses, restart your
computer and make sure that it is running normally. If it’s not, it might still be

infected with a virus, so it’s better to get help from a professional. Finally, it might

73



be a good idea to contact your bank and let them know that you suspect a

scareware attack on your computer to protect yourself from any disputes later.

Jxepeno: https://hackcontrol.org/blog/what-is-scareware/

II1L. Post-reading activities.

Task 7. Answer the following questions.
. What is the goal of scareware?
. What is the most common example of scareware?
. Which buttons don’t you need to press?

1
2
3
4. Which recommendation do you need to follow during hacker’s attack?
5. Why is it useful to contact with bank?

6

. What would you do if hackers got access to your personal information?
Task 8. Complete the following sentences using the text.

1. This will give hackers access to your information and
passwords.

2. In the worst-case scenario, the program will actually damage
your computer or steal your information.

3. Open your antivirus and run a full scan to determine if there are
any viruses present on your computer.

4. Scareware first appeared in and it has been growing in

popularity among hackers ever since.
Task 9. Make a list of all the terms/procedures/experiments/pieces of

equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.
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often used to store session tokens. If an attacker can obtain a user’s session cookie,
they can impersonate that user, perform actions on behalf of the user, and gain
access to the user’s sensitive data.

. JavaScript can read the browser DOM and make arbitrary
modifications to it. Luckily, this is only possible within the page where JavaScript
is running.

. JavaScript can use the XMLHttpRequest object to send HTTP
requests with arbitrary content to arbitrary destinations.

. JavaScript in modern browsers can use HTML5 APIs. For
example, it can gain access to the user’s geolocation, webcam, microphone, and
even specific files from the user’s file system. Most of these APIs require user opt-
in, but the attacker can use social engineering to go around that limitation.

The above, in combination with social engineering, allow criminals to pull
off advanced attacks including cookie theft, planting trojans, keylogging, phishing,
and identity theft. XSS vulnerabilities provide the perfect ground to escalate
attacks to more serious ones. Cross-site Scripting can also be used in conjunction
with other types of attacks, for example, Cross-Site Request Forgery (CSRF).

There are several types of Cross-site Scripting attacks: stored/persistent
XSS, reflected/non-persistent XSS, and DOM-based XSS. You can read more
about them in an article titled Types of XSS.

How Cross-site Scripting Works
There are two stages to a typical XSS attack:

1. To run malicious JavaScript code in a victim’s browser, an attacker
must first find a way to inject malicious code (payload) into a web page that the
victim visits.

2. After that, the victim must visit the web page with the malicious code.
If the attack is directed at particular victims, the attacker can use social engineering
and/or phishing to send a malicious URL to the victim.

For step one to be possible, the vulnerable website needs to directly include

user input in its pages. An attacker can then insert a malicious string that will be
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malicious code in a legitimate web page or web application. The actual attack
occurs when the victim visits the web page or web application that executes the
malicious code. The web page or web application becomes a vehicle to deliver the
malicious script to the user’s browser. Vulnerable vehicles that are commonly used
for Cross-site Scripting attacks are forums, message boards, and web pages that
allow comments.

A web page or web application is vulnerable to XSS if it uses unsanitized
user input in the output that it generates. This user input must then be parsed by the
victim’s browser. XSS attacks are possible in VBScript, ActiveX, Flash, and even
CSS. However, they are most common in JavaScript, primarily because JavaScript
is fundamental to most browsing experiences.

“Isn’t Cross-site Scripting the User’s Problem?”

If an attacker can abuse an XSS vulnerability on a web page to execute
arbitrary JavaScript in a user’s browser, the security of that vulnerable website or
vulnerable web application and its users has been compromised. XSS is not the
user’s problem like any other security vulnerability. If it is affecting your users, it
affects you.

Cross-site Scripting may also be used to deface a website instead of
targeting the user. The attacker can use injected scripts to change the content of the
website or even redirect the browser to another web page, for example, one that
contains malicious code.

What Can the Attacker Do with JavaScript?
XSS vulnerabilities are perceived as less dangerous than for example SQL
Injection vulnerabilities. Consequences of the ability to execute JavaScript on a
web page may not seem dire at first. Most web browsers run JavaScript in a very
tightly controlled environment. JavaScript has limited access to the user’s
operating system and the user’s files. However, JavaScript can still be dangerous if
misused as part of malicious content:

. Malicious JavaScript has access to all the objects that the rest of

the web page has access to. This includes access to the user’s cookies. Cookies are
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Task 10. Translate from Ukrainian into English.

o Take Ransomware?

Ransomware BHKOPHCTOBYE IIKIIJIUBHA KOJ, SKHH BHKOPHCTOBYETHCS
3JI0YMHISIMH JJIs1 3aITyCKy OJIOKYBaHHS €KpaHy Ta aTakK BUKPaJeHHs AaHUX. MOTHB
TaKWX aTaK TPOIIOBHI, HA BIAMIHY Bil iHIHMX arak. JKepTBY MOBIIOMIISATH IIPO
MOJBUT 1 JaAyTh IHCTPYKIIii MIOAO TOTO, SIK BIAHOBHTHUCH IICIIs Hamany. Burniata
BUMaraTUMeTbcss y (opmi BipTyanbpHOI BaJOTH IS 3aXUCTy OCOOHCTOCTI
3JI0YMHIIS.

3710BMHCHE  TporpaMHe  3a0e3NedeHHs, [0 BHMAarae MporpaMHe
3a0e3IeUeHHs, MOXE MOIIMPIOBATUCS Yepe3 BKIAJCHHS EJICKTPOHHOI MOIITH,
3apakeHEe 3OBHIIIHE CXOBHINE, 3apakeHE MpOrpaMHE 3a0e3MeueHHs Ta
CKOMITpOMeTOBaHI BeO-caiitu. [Ipm arami Ha 3a010KOBaHWIT eKpaH OONIKOBI JaHi
KEPTBH MOXYTh OYTH 3MiHCHI Ha KOMIT'I0TepHOMY mpuctpoi. Ilpm ararmi
BUKpaJICHHS IIKIAJIMBE TporpamHe 3a0e3rnedeHHst Oyjae BHKOPHCTOBYBATHCS JUIsl
mmdpysanHs QaiiiB Ha 3apakeHOMY IPHUCTPOI Ta IMIJKIIOYEHHX MEPEKEBUX
npuctposix. Habopu-nporpamu-Bumararesni, AocTynmHi B [HTepHeTi, 103BOIMIN
3TIOYMHIIM, SKi BOJOMIIOTH HE3HAYHUMH TEXHIYHUMH 3HAHHAMH abo B3arami He
Malmu X, KyIyBaTd MpPOrpaMU-BUMOINIIOBAdl Ta 3allyCKaTh aTaku 3 JyxKe
HE3HAYHUMHU 3YCHJUIIMU. 3JIOBMHCHHKH BHKOPHUCTOBYBAaTHMYTh Ili METOAM JUIS
BUMaraHHs U(PoBOT BATIOTH Ta EKCIIOPTY HU(POBHUX JAHUX CBOIM >KEPTBaM.

[orepmimi  OTPUMAIOTH  CIUTMBAKOYUA  €KpaH ab0  TMOBiJOMIICHHS
CJICKTPOHHOIO IOLITOI0 IIPO TE€, IO IPUBAaTHUH KIIOY, HEOOXIMHMH U1t
PO30IOKYBaHHS MPUCTPOIO abo po3mudpoBKH (ailiiB, Oyae 3HUIICHUIL, SKIIO
BUKYIl He Oyne crutadeHuil. Takoxk j>kepTBa MOKe OOIYPHUTH JyMKY, IO BOHa €
npenMeToM odiriitHoro posciimyBanss. [Torepminuii Oyae moiHGpOpMOBaHUH PO
Te, 0 Ha KOMIT IOTEpi JKEPTBH 3HAWIECHO HEJeralbHy Mepeky abo HelileH3iliHe
mporpaMHe 3abesrmeveHHs. Jlami  cumimyBaTHMe  IHCTPYKINS —IMOJO  CIUTATH

eJICKTPOHHOTO mTpady.
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Sk 3aXuCTUTH cebe y TaKUX CUTyalisx?

[ITo6 yOepertm cebe Big TakWX aTak, SK BHMaraHHsS IPOTPaAMHOTO
3a0e3MeyYeHHs] Ta BUMaraHHs BiJ KOPHCTYBadiB, eKCIIEPTH 3aKIUKAIOTh PETYIIIPHO
OHOBJIIOBATH Take IPOTpaMHE 3a0E3MEUCHHs, SIK aHTHBIPYC, Ta POOUTH pe3epBHi
komii komm'rorepa. KiHIeBI KOpHCTyBaui IOBHHHI OYyTH OOCpEKHHMH,
HATUCKAIOYX Ha €JICKTPOHHI JMCTH HE3HAWOMIIIB Ta BIAKPHBAIOYHU BKJIaICHHS.

BunajxiB-HanajiiB He MOXKHA IIOBHICTIO YHUKHYTH. ICHYIOTH BaXJIHMBi
3aX0/H, SKi MOXYTb OYTH BXKMTI NPUBATHMUMH OCOOAaMM Ta OpraHizauisMu JUis
MiHiMi3amii KoM Ta MIBUIKOTO BiJHOBJIECHHS. JIOMOMOXYTh Taki CTparerii, sk
30epiraHHsd 3HIMKIB CXOBHINA 3a MEXaMH OCHOBHOTO IIydy 30epirasus,

3aCTOCYBaHHS )KOPCTKUX OOMEKEHb Ta CUCTeMH aBTEeHTH(DIKAIIIT Bi/ICIKIB.

Source https://uk.strephonsays.com/scareware-and-vs-ransomware-2703
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5. There are also variants of XSS attacks where the attacker lures the user to visit a
URL using social engineering and the payload is part of the link that the user
clicks.

6. The above, in combination with social engineering, allow criminals to pull off

advanced attacks including cookie theft, planting trojans, keylogging, phishing,

and identity theft.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. cross site scripting a) xKepTBa

2. message board b) HemocTiitHMIA

3. victim C) 3aKOHHHUI

4. attacker d) MixkcalToBe CKpUTITYBaHHS
5. non-persistent €) 3JIOBMUCHHH KO

6. legitimate f) 3moBMUCHHUK

7. malicious code £) JIOIIKa OTOJIOIIECHb

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. What is the cross-site scripting?
2. How can be dangerous about JavaScript?

3. What are the two stages to a typical XSS attack?

Cross-site scripting

Cross-site Scripting (XSS) is a client-side code injection attack. The attacker

aims to execute malicious scripts in a web browser of the victim by including
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Unit 15. Cross-site scripting

1. Pre-reading activities.

Task 1. How do you understand the statement: “The internet is a great way to

get on the trap ” (Bob Dole). Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. How important is cybersecurity?
2. Can you name the most common internet viruses?
3. What do you understand under the term scripting?

Task 3. Try to guess the meaning of the following words.

Web browser, targetting, database, user, attacker, message boards, malicious

code,operating system.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. The attacker aims to execute malicious scripts in a web browser of the victim by
including malicious code in a legitimate web page or web application.

2. Vulnerable vehicles that are commonly used for Cross-site Scripting attacks are
forums, message boards, and web pages that allow comments.

3. Cross-site Scripting may also be used to deface a website instead of targeting the
user.

4. However, JavaScript can still be dangerous if misused as part of malicious

content
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Unit 9. Kinds of Cyber Crime

I. Pre-reading activities

Task 1.Discuss the following questions.

What are the top 5 crimes online?
How do you understand the definition “cybercrime” ?
Why is cybercrime important?

How does cybercrime affect our daily life?

A e

How can cybercrime affect you?

Task 2. Try to guess the meaning of the following words.

Exploit, take advantage, to disable a device, dark web, online harassment, to

commit an offense, accessibility, internet fraud, card payment data, phishing

campaign, to bring down a system.

Task 3. Try to guess from the content what the underlined words and word

combinations mean.

1. These are used to make an online service unavailable and take the network
down by overwhelming the site with traffic from a variety of sources.

2. Large networks of infected devices known as Botnets are created by
depositing malware on users ’computers.

3. They uninstall necessary software in your system including search engines

and pre-downloaded apps.

4. They can include spyware or adware, so it’s a good idea to install an

antivirus software to avoid the malicious download.
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5. Users are tricked into emails claiming they need to change their password or
update their billing information, giving criminals access.

6. Online scams include enticing offers that are “too good to be true” and when

clicked on can cause malware to interfere and compromise information.

Task 4. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. annually a) BpasJUBICTh

2. to tackle b) mximnmBe mporpamMHe 3a0e3MnedeHHs
3. to intimidate C) BTpy4YaTHCS

4. malicious d) mopiuno

5. malware €) 3aJISIKyBaTH

6. vulnerability f) 3moBmMuCHUI

7. interfere g) BUpIIIyBaTH

II While-reading activities.

Task 5. Read the text and answer the questions. Translate the text into

UKrainian

1. What is the most common cyber crime?

How cybercrime is being committed?

. How does cyber crime affect our personal privacy?
. What is cyber security and how does it affect you?

. Is cyber crime a social issue?

. How Social Media Affects cyber security?
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Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

AHTHBIpYC, TmporpaMHe 3a0e3meueHHs, KOJ, CHCTEMHE IpOoTrpaMHe
3a0e3NeueHHs, TNpHUKIagHE IporpaMHE  3a0e3leueHHs, IHCTpPyMEHTalbHE
IporpaMHe  3a0€3NEUeHHs, OlepamifHa CHCTEMa, pEeNaKTop, TPaHCIATOP,
rpadivnuii iHTepdeiic KOpUCTyBada, MiIKpOCXeMa, JIIIEH31sI, MOBa MPOTrpaMyBaHHS,
yTwiiti, BeO mporpamyBaHHs, Opay3ep, cepBep, 0a3a JaHUX, MOAYJbHE

TECTYBaHHS, BiJIXKET.
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OyTH HampaBiieHI Ha (piHAHCYBaHHs OFOJKCTHUX MPOrpaM Ta CIyk0 Ha MiCLEBOMY
piBHi. Excniepru IDC migpaxysanu, mo Ha KoxHHN ponap odimiitnoro I3, mo
npojgaeTbcss B Kpaini, mnpunagae $3-$4 npuOyTky JIOKaJbHUM CEPBICHUM
KoMMaHiAM-1ucTpu6 otopam. Iliparceke [13 Takox migmae pu3uKy KOMIT IOTEPHY
Oe3reKy CIIOKMBAdiB, OCKUTBKM HeJIeTaNbHI MPOTPaMU YacTO MICTSTh IIKi/JIHBI
(atinm Ta BipycH.

3 orsiy Ha BCE BUILEBHKIAJCHE, MOXHA 3pOOMTH BHCHOBOK, IO YKpaiHi
TEPMIHOBO MOTPiOHI:

. KapAWHAJIbHI 3MIHH B 3aKOHOJABCTBI Yy cdepi IHTEIEKTyalbHOI
BJIACHOCTI, HampaBJyieHi Ha 60poThOY i3 IHTepHET-MipaTcTBOM (30KpeMa, 3MiHU 10
3akony Ykpainu «IIpo aBTOpChKe MpaBo i CYMiDKHI MpaBay 3 METOIO 3aro0iraHHs
MTOANTBIIOMY 301TBIICHHIO HENIETaTbHOTO BHKOPHUCTAHHA 00’ €KTIB aBTOPCHKOTO
MpaBa i CyMiKHHUX ITpaB B IU(POBIA Mepexi);

. CTBOPEHHS JICp)KaBHMX MPOrpaM, HANpaBICHUX Ha pPO3BUTOK 1
niaTpuMKy IT-ramy3i BITYU3HAHOT CKOHOMIKH;

. yKIJIQJIaHHS JICP)KaBHUX Yroj i3 BUPOOHMKAMHU 1 MOCTa4ajibHUKAMHU
MIPOrpaMHOrO 3a0e3MeueHHs] 100 3MEeHIIeHHs BapTocTi [13 s ykpaiHChKOTO
PHHKY, 5K JUI TAKOTO, IO PO3BUBAETHCS;

. CTBOPEHHSI CIICIKYPCIB Y CEpelHiX 1 BUIIMX HaBUATBHHUX 3aKIIa/Iax,
O  pO3TIYyMayyBaTUMYTh  HEOOXIJHICTh  BHUKOPHUCTaHHS  JIIEH3IHHOTO

HPOrpaMHOTo 3a0e3IeUCHHS.
Source: [EnextponHuit pecypc] - Pexum JOCTYIy:

http://conf.inf.od.ua/doklady-konferentsii/spisok-dokladov-iv-konferentsii-2016-
g/111-reshtakov
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Kinds of Cyber Crime

Cybercrime is vastly growing in the world of tech today. Criminals of the
World Wide Web exploit internet users ’personal information for their own gain.
They dive deep into the dark web to buy and sell illegal products and services.
They even gain access to classified government information.

Cybercrimes are at an all time high, costing companies and individuals
billions of dollars annually. What’s even more frightening is that this figure only
represents the last 5 years with no end in sight. The evolution of technology and
increasing accessibility of smart tech means there are multiple access points within
users "homes for hackers to exploit. While law enforcement attempts to tackle the
growing issue, criminal numbers continue to grow, taking advantage of the
anonymity of the internet.

What is Cybercrime?

Cybercrime is defined as a crime where a computer is the object of the crime
or is used as a tool to commit an offense. A cybercriminal may use a device to
access a user’s personal information, confidential business information,
government information, or disable a device. It is also a cybercrime to sell or elicit
the above information online.

Categories of Cybercrime

There are three major categories that cybercrime falls into: individual,
property and government. The types of methods used and difficulty levels vary
depending on the category

Types of Cybercrime

DDoS Attacks

These are used to make an online service unavailable and take the network
down by overwhelming the site with traffic from a variety of sources. Large
networks of infected devices known as Botnets are created by depositing malware
on users ‘computers. The hacker then hacks into the system once the network is

down.
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Botnets

Botnets are networks from compromised computers that are controlled
externally by remote hackers. The remote hackers then send spam or attack other
computers through these botnets. Botnets can also be used to act as malware and
perform malicious tasks.

Identity Theft

This cybercrime occurs when a criminal gains access to a user’s personal
information to steal funds, access confidential information, or participate in tax or
health insurance fraud. They can also open a phone/internet account in your name,
use your name to plan a criminal activity and claim government benefits in your
name. They may do this by finding out user’s passwords through hacking,
retrieving personal information from social media, or sending phishing emails.

Cyberstalking

This kind of cybercrime involves online harassment where the user is
subjected to a plethora of online messages and emails. Typically cyberstalkers use
social media, websites and search engines to intimidate a user and instill fear.
Usually, the cyberstalker knows their victim and makes the person feel afraid or
concerned for their safety.

Social Engineering

Social engineering involves criminals making direct contact with you
usually by phone or email. They want to gain your confidence and usually pose as
a customer service agent so you’ll give the necessary information needed. This is
typically a password, the company you work for, or bank information.
Cybercriminals will find out what they can about you on the internet and then
attempt to add you as a friend on social accounts. Once they gain access to an
account, they can sell your information or secure accounts in your name.

PUPs

PUPS or Potentially Unwanted Programs are less threatening than other
cybercrimes, but are a type of malware. They uninstall necessary software in your

system including search engines and pre-downloaded apps. They can include
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3a0e3IeyeHHs Ta 1HIII 00’ €KTH IHTeJICKTYaJIbHOI BIIACHOCTI, HEBU3HAHHS KPallKKN
00’eKTy IHTEIEeKTyalbHOI BJIACHOCTI Ha OJHOMY pIBHI 3 KpPaaiKKOI 00’€KTa
MaTepiaTbHOI BIACHOCTI;

. HEIOCTaTHIN piBEHb ITPABOBOI Ta KOMIT IOTEPHOI OCBITH;

. Maike HeoOMeKeHa JOCTYIHICTh HeminensiiHoro [13 ais mupokoro
KoJ1a 0ci0 3aBIIIKM aKTHBHOMY PO3BHTKY [HTEpHET-mipaTcTBa B YKpaiHi.

BigcyTHICTh HaJEKHOTO TPABOBOTO PETYIIOBAHHS, a BIATaK — pealbHOI
BIJITIOBIaJIBHOCTI 32 BUKOPHCTaHHS 1 PO3MOBCIOKCHHS Heninensiitnoro [13,
Mi3epHi mTpadu Ta HeeEeKTUBHI MEXaHI3MU MPOTUAII PO3BUTKY KOMII IOTEPHOTO
MipaTcTBa MPU3BOAATH JI0 BETMUE3HUX 30UTKIB 10 O0YHCIIOIOTHCS MITBHOHHUMU,
a TO 1 MUTBIPAHUMH CyMaMH, TPHUYIOMYy 30WTKIB 3a3Ha€ HE TiIBKH KOMITaHisf-
MPaBOBJIACHWK, a W JepkaBa, 110 HEJOOTPUMYE TOJMATKH. 3a JaHUMH Acoriiarmii
BHPOOHUKIB mporpamHoro 3abesrmeueHHs (Business Software Alliance — BSA) —
MPOBITHOT MIDKHAPOTHOI OpraHizamii, IO WPEACTaBISE IHTEPECH IHAYCTPIl
nporpamMHoro 3a0e3rneueHHss Ta 00’eaHye Taki koMmmnaHii, sk: Acronis, Adobe,
Altium, Ansys, Apple, Asseco Poland S.A., Autodesk, Bentley Systems, CGTech,
CNC, DBA Lab S.p.A., Microsoft, Siemens, Symantec, Tekla, The MathWorks,
VMware Tommo, B 2011 pomi piBeHs KOMII' IOTEPHOTO MipaTcTBa B YKpaiHi CATHYB
84%, a 3arampHa BapTicTh HeminensiifHoro I13, BCTaHOBIEHOTO HAa KOMII IOTEpax
kopuctyBadiB — 647 wmineioniB monapiB CIIIA. Takosx, 3riHO JaHWUM KOMIIaHIT
IDC (International Data Corporation), o € IPOBiTHOIO MI>KHAPOIHOK KOMIIAHIEO
B Tany3i JOCHUKEHb pPUHKY iH(OpMAIiWHKX TexHosorii), Ha koxui $100
odiuiiiHoro mporpaMHoro 3abesnedyeHHs, npoganoro y 2009 poui, npunamgae $75
HeneranbHUX mpojaxiB. Llg mpobiema Topkaerbes He mume IT-immycrtpii, a it
€KOHOMIKH B IIIJIOMY, TaK K 3HWKCHHS PIBHA MipaTCTBAa MOYKE MPUHECTH 3HAYHHUH
eKOHOMIYHMH 3uCK. Pesynbratn omybiikoBanoro B cigni 2008 poky HOCHTiKEeHHS
BIUTUBY PIBHS MipaTCTBa Ha €KOHOMIKY, 1o Oyiro mposeaene BSA/IDC, nmokasanwy,
0 3HIDKEHHS PIBHS MIpaTCTBAa MOXKE CTBOPUTH COTHI THCSY POOOYMX MICIb, a
TaKOX MaTH e(eKT /Ui EeKOHOMIYHOTO PO3BUTKY, IO BUMIPIOETHCS B MUIbSIpAAX

JI0JapiB 1 CYMPOBOMKYETHCS 3POCTAHHSM IOJATKOBUX HAJXOIKCHB, IO MOXYTh
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[IPaBONOPYLICHHsT  mepeadadaeTbcsi  aAMIiHICTpAaTHBHA  BiANOBIJANBHICTH 32
HE3aKOHHE BUKOPHCTAaHHs 00 €KTIB NpaBa iHTEJIEKTyalbHOI Bi1acHOCTI. Takox ciij
sragati  ctarTio  164-9  KVmAIl, 1mo BCTaHOBIIOE  aaMiHICTPATHBHY
BiJITIOBIAATBHICTD 32 HE3aKOHHE PO3MOBCIO/DKEHHS MPUMIPHUKIB ayIiOBi3yaIbHUX
TBOpIB, (OHOTpamM, BiJeorpam, KOMIT'IOTEPHHX Iporpam, 0a3 ITaHHX, a TaKoX
crartio 164-13 KYnAII, sika BCTaHOBIIOE aJMiHICTPATUBHY BiAIOBITAIBEHICTE 32
MIOPYIICHHS 3aKOHO/JIAaBCTBA, 1[0 PEryJII0€ BUPOOHUITBO, EKCHOPT, IMIIOPT JHUCKIB
JUISL JTa3epHUX CHUCTEM 3YMTYBAHHS, €KCIIOPT, IMIIOPT OOJaJHAHHS YU CUPOBHUHU
JUTS iX BUPOOHUIITBA.

Opnak mpoOneMaTHKa BHUKOPUCTAHHS — HENILEH3IIHOTO  MPOrpaMHOro
3a0e3MeYeHHs € 3HAYHO IIUPIIOI0, 1 TIOIATaE He TUTBKH Y CHEKTPi IOPUANIHOMY, a
W, 30Kpema, B eKoHOMiuHOMY. OpHI 3 TepHIMX BHITAIKIB BUKOPHUCTAHHSI
MIPOTPaMHOTO 3a0€3IEeYCHHS 3 MOPYIICHHIM aBTOPCHKOTO TipaBa OyiH 3adikcoBaHi
mie 3a pansHcebkux yaciB. Tomi, HampukiHmi 1980-X pokiB, Ha MepIr NepCOHATBHI
KOMIT'IOTEpH  HEJIETallbHO MOYald  BCTAHOBIIOBaTH  MoaugikoBaHi  Bepcii
onepauniiinoi cucremu MS-DOS, aBTOpCHKMMH mpaBaMH Ha SKy BOJIOJI€
amMepuKaHchKka Kopropatist Microsoft. Maopo3BiHeHe ToroyacHe 3aKOHOJIaBCTBO
CPCP y cdepi aBTOPCHKOTO 1 CYyMDKHUX TIpaB, a TAKOXK COIIATICTHYHUN BEKTOD
PO3BUTKY JIep’KaBU BUKIIOYAIN HACTAHHS OY/b-sIKOT BiAMOBIAATBLHOCTI 32 Taki [ii.
IMicast posmagy CPCP i mepexomy VYkpaiHu J0 KamiTaTiCTHYHOI €KOHOMIYHOT
CHCTEMH CTaB MOXJIHMBUM ITIPABOBHH 3aXHCT IHTEIEKTYAJIbHOI BIIACHOCTI, B TOMY
yucsi 1 Ha mporpamue 3a0esnedeHHs. OJHAK, 32 POKM HE3AIEKHOCTI Hammii
JIep)KaBi [Ie HE BAAIOCS CYTTEBO TIPOCYHYTHCS Yy cdepi eritumizarii
mporpaMHoro 3abesnedeHHs. Cepex NpUUnH HEOAXKAHHSA YKPAiHCHKUX KOMMaHIN i
OKPEeMHUX KOPHUCTYBadiB TUIATUTH 3a JileH31lHEe mporpamMHe 3a0e3neyeHHs] MOKHa
BHJIUTATH HACTYTIHI:

. BHCOKAa BapTiCTh MPOrpaMHOro 3a0e3MeUYeHHs Yy CITIBBIIHOMIEHHI JI0
MTOPIBHSIHO HEBUCOKOTO PiBHS MPUOYTKIB HA YNy HACEIICHHS B YKpaiHi,

. BIJICYTHICTh Yy TMPaBOBil CBIJIOMOCTI 1 TIPaBOBOMY MEHTAIITETi
OinbLIOCT]  YKpalHLIB  pO3yMiHHS HEOOXIAHOCTI IUIATUTH 32 IIPOrpamHe
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spyware or adware, so it’s a good idea to install an antivirus software to avoid the
malicious download.

Phishing

This type of attack involves hackers sending malicious email attachments or
URLs to users to gain access to their accounts or computer. Cybercriminals are
becoming more established and many of these emails are not flagged as spam.
Users are tricked into emails claiming they need to change their password or
update their billing information, giving criminals access.

Prohibited/Illegal Content

This cybercrime involves criminals sharing and distributing inappropriate
content that can be considered highly distressing and offensive. Offensive content
can include, but is not limited to, sexual activity between adults, videos with
intense violent and videos of criminal activity. Illegal content includes materials
advocating terrorism-related acts and child exploitation material. This type of
content exists both on the everyday internet and on the dark web, an anonymous
network.

Online Scams

These are usually in the form of ads or spam emails that include promises of
rewards or offers of unrealistic amounts of money. Online scams include enticing
offers that are “too good to be true” and when clicked on can cause malware to
interfere and compromise information.

Exploit Kits

Exploit kits need a vulnerability (bug in the code of a software) in order to
gain control of a user’s computer. They are readymade tools criminals can buy
online and use against anyone with a computer. The exploit kits are upgraded

regularly similar to normal software and are available on dark web hacking forums.

xeperno: https://www.pandasecurity.com/en/mediacenter/panda-

security/types-of-cybercrime/
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II1. Post-reading activities.

Task 6. Complete the following sentences using the text.

1. The evolution of technology and increasing accessibility of smart tech
means there are multiple access points within users ’homes for hackers to
exploit.

2. They can also open a phone/internet account in your name, use your name to
plan a criminal activity and government benefits in your

name.

3. They want your confidence and usually pose as a customer
service agent so you’ll give the necessary information needed.

4. are becoming more established and many of these emails are

not flagged as spam.

5. Illegal content includes materials advocating acts and child

exploitation material.

Task 7. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 8. Translate from Ukrainian into English.

Sk 3axucTUTHCS Bi KiOep310YMHHOCTI?

KoskeH, XTO KOpUCTYeThCsi |HTEpHETOM, MOBHHEH IOTPHMYBATUCS JESIKHX
OCHOBHHUX 3amo0DKHEX 3axofiB. Ochk 7 mopaj, SKUMH BU MOXKETE 3aXHCTHTHUCS
BiJl pi3HOMAaHITHUX KiOEP3TOUMHIB.

1. BukopucroByiiTe MOBHHI makeT nocayr [HTepHeTy
Hanpuxman, Norton Security 3a0e3medye 3aXUCT Y PEKHMI peabHOTO Jacy Bil

iCHyIO‘II/IX Ta HOBUX H.IKi,I[J'II/IBI/IX nporpam, BKJIIHOYAOYU HpOFpaMI/I-BI/IMaI‘aTCHi
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8. There are of softwares which include system software dealing
with the of the computers, the application softwares dealing with
computation process and the programming software for the programmers to
develop a software by writing programming language in it.

9. Rise of internet during 1980s witness the rise of new kind of software piracy

when thieves use dial-up used to upload and download

software to computer owners.
10. There are many organizations fighting against the piracy the eminent one is

set up in 1988.

Task 9. Make a list of all the terms you can find in the text. Check all the
examples in pairs. What are they used for? Discuss them in pairs. Give their

Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

Bukopucranus HeJieH31Horo («mipaTCchKOTO») [IPOrpaMHOro
3a0e3IeueHHs] € OJHUM 3 BUJIIB IOPYILICHHS aBTOPCHKOTO MpaBa, 10 y MEBHUX
BUIAJKaX BU3HAETHCS KPUMIHAIBHUM MpaBonopyuieHHsM. IOpuandHi CIOBHUKH
JAIOTh IIbOMY SIBUIIY Ha3By «KOoHTpadaxitis». Pociiicbkuit Buenuii C.I1. ['puimaes
BH3HAYA€ TOPYIICHHS aBTOPCHKOTO TMpaBa SK IPABONOPYIICHHS, CYTh SKOTO
MOJISITa€ Y BUKOPHUCTAHHI BHUTBOPIB HAyKH, IITEpaTypd 1 MHCTEITBa, IO
OXOPOHSIFOTBCS ABTOPCHKUM TIPaBOM, O3 J03BOJIy aBTOPIB ab0 IMPaBOBIIACHHKIB
a00 3 MOPYIIEHHSIM YMOB JIOT'OBOPY IPO BUKOPHCTAHHSI TAKUX BUTBOPIB.

KpumMinaneHuii KOJeKC YKpaiHM BCTAHOBIIOE BiNOBINANBHICTH 3a
MTOPYIIEHHS aBTOPCHKHX 1 CyMDKHHX IIpaB y cTaTTi 176; BiINOBITaIbHICTH HACTAE
3a He3aKOHHI BiJITBOPEHHS, PO3MOBCIOJDKEHHS UM 1HIIIE BUKOPUCTAHHS TBOPIB, SKi
€ 00'eKTOM aBTOPCHKOTO TpaBa, 0€3 J03BONY aBTOPIB, SKIIO I il CHPUINHIIH
IIKOy Y 3HAYHOMY po3Mipi (moHax 20 HEONmoJaTKOBYBaHMX MIHIMYMIB JOXOJIB
rpomajsi). Kpim Toro, y crarri 51-2 Kogpekcy Ykpaiu mpo aamiHICTpaTHBHI
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4. What percentage of software is unlicensed and unauthorized around the
world?
. What inventions and technologies caused major development of the world?

. Are there many organizations fighting against the piracy?

5

6

7. How did piracy appear?

8. What are three main types of software?
9

. What does the word “spyware’ mean?

10.What is the punishment for unlicensed using of the software?
Task 8. Complete the following sentences using the text.

1. The which is digitally signed by the licensee as

“T agree” is a trust that the licensee will not make multiple copies of the software
and sale it or give it to other users who has not been authorized by the licensor.

2. Although all the computer users are aware of and their
repercussions but piracy still exists as a global concern around the world.

3. Since the economy of the country is now dependent upon such computer

technologies there is a dire need for the protection of through
law.
4. There is a conducted among the 20,000 users and enterprise users

of the personal computers which showed that 43 per cent of software which is
installed in the PC is unlicensed and unauthorized around the world in

5. The survey was conducted as an initiative naming “

by Business Software Alliance partnership with International Data Corporation.
6. The world has seen major due to these inventions and
advancement of technologies.
7. The computer software programs are also included in the original works of

the and are one of the fast-growing segments in the economy

of the country and thus protected under the Indian Copyright Act and Information
Technology Act.
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Ta BIPYCH, @ TakoX MIOIIOMAara€ 3axMCTHTH Bally NPHUBaTHY Ta (iHAHCOBY
iH(opMarito, Koiau BU nepedyBaere B IHTepHETI.

2. BukopucroByiiTe HaaiitHI mapoi
He moBtoproiiTe cBOi mapoxi Ha pi3HHX caiiTax i perymspHO 3MiHIOHTE IX.
3po06iTh ix cknagauMu. Lle o3Havae BUKOpUCTaHHS KOMOiHAIT mpuHaiimMHi 3 10
OykB, mudp Ta cumsomis. [IporpaMa ynpapiiHHS MapoIsIMH MOXKE JOTIOMOTTH
BaM YTPUMYBATH Ballli TAPOJIi 3a0JIOKOBAHIMHU.

3. OHoBImOlTE MIpOTrpamMHe 3a0e3MeYeHHs

Ile 0co0aMBO BaXKJIMBO Ul BAIlMX ONEpaliiHUX CHCTEM Ta IPOrpaMHOro
3abe3mneueHHs i 3axucTy [HTepHeTy. KiGep3moumHIl 9acTo BUKOPUCTOBYIOTh
BiJIOMi IOJBUTH 200 BaJW BaIIOro MPOrPaMHOTO 3a0e3rneueH s, o0 oTpuMaTH
JOCTYIl JI0 Bamoi CHUCTEMH. BumpaBieHHS 0OHWX MOIBHIIB Ta BaJ MOXKE
3MEHIIIUTH BiPOTiJHICTB TOTO, III0 B CTaHETE 00’ €KTOM KiOEp3JIOYMHHOCTI.

4. KepyiiTe HaJamITyBaHHSIMH COILIaTHHAX MEPEK

Tpumaiite Bamry ocoOHcTy Ta HpHBAaTHY iH(pOpMALil0 3a0JI0KOBAHOIO.
Kibep3nounHui corianpHoi iHKeHepil 4acTo MOXXYTh OTPHUMATH Bally OCOOUCTY
iH(poOpMaLilo JHIIe 32 JOMOMOIOI0 AEKIJTbKOX TOYOK JaHHX, TOMY YMM MEHIIe
BH TyONiduHO [inMTech, TMM Kpamle. Hampukman, sKmo BH OMyOsiKyeTe
MIPi3BHUIIE BAIIOro yIOOJEHIT abo BiAKpHETEe MiBOYE TPI3BHUINE MaTepi, BH
MOJKETe 3aIpOIIOHYBATH BiJIOBI/II Ha JIBa TIONIMPEHI MTUTAHHS OC3IEeKH.

5. IToroBopiTh 31 cBOiMHU HiTbMU TIpo [HTEpHET

Bu MoskeTe HaBUMTH CBOIX AiTel MPUHHATHOMY BHKOPHCTaHHIO IHTepHETY,
He BUMMKAIOUH KaHaJiB 3B's3Ky. [lepekoHaiiTech, 10 BOHN 3HAIOTb, III0 MOKYTh
3BEpPHYTHCSl JI0 Bac, SIKIIO BOHM 3a3HAIOTh Oy/b-SKHX MeEpeciliyBaHb B
IHTepHeTi, nepecinyBaHHS YU 3aSKyBaHHS.

6. BypTe B Kypci OCHOBHHX TIOPYIIICHD O€3MEKH
SIKI0 BH TIpamroeTe 3 mpojiaBiieM abo MaeTe 0OIIKOBHMA 3amuc Ha BeO-CcalTi, Ha
SIKMHA BIUIMHYJIO TOPYIICHHS Oe3leKku, 3’sCydTe, OO0 sAKoi iHpopMarii xakepu
OTPUMYBAJH JOCTYII, 1 HETAHO 3MiHITh CBill TApOJIb.

7. Cnigky¥WTe 3a JITHBMH
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[oni6HO 1m0 TOro, SIK BM 3aXOouyeTe IOrOBOPUTU 3i CBOIMM JITBMH IIPO
IuTepHeT, BM TaKOXX XOYETE [OMOMOITH IM 3aXHCTHTH iX Bi KpPaIiKK{
0COOMCTHUX JaHMX. 3J10/1ii 0COOMCTOCTI YacTO HAIUTIOIOTHCS Ha JITEH, OCKIIbKU
iX HOMEp COI[aJIFHOTO CTpaxyBaHHSA Ta KpPEAWTHA iCTOpiS 4acTo SBIAIOTH
co0o0r0 yrcThui apkyil. Bu MokeTe JOMOMOITH 3aXHCTUTHCS BiJl BUKPAJCHHS
0COOMCTHX JaHWX, MOTPUMYIOUHCH OOEPEeKHOCTi, Mepenardd O0coOUCTy
iHpopmarito 1uTHHA. Takok PO3yMHO 3HATH, HA IO 3BEPTATH yBary, IO MOXKe

MIPUITYCTHUTH, 10 OCOOMCTICTH BAILOi TUTHHH TIOPYLICHA.

Task 9. Give the Engish equivalents of the Ukrainian words and word

combinations.

Iporpamue 3a0e3neveHHs, BUKPaJICHHS OCOOMCTHX HaHHMX, CGKOHOMiYHA
BHTOAA, OOJIKOBHI 3amic, 3alsAKyBaHHS, IIepeciigyBaHHI B [HTepHeTi,
3a0JIOKOBaHI IapoJi, KaHalu 3B’s3Ky, HOpYLIEHHs Oe3NeKH, OCOONCTI AaHi, JOCTYII

B [HTEepHeTI, coliaibHe CTpaxyBaHHs, IaxpaicTBo.
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technologies, the world saw the rise of intermediaries which where the single users
of the softwares and they used to do their customers jobs by installing the
softwares in everyone’s computers through floppy disks and CDs through process
called mail trading thus giving rise to piracy.

Rise of internet during 1980s witness the rise of new kind of software piracy
when thieves use dial-up Bulletin Board Systems used to upload and download
software to computer owners. They log on to telephone connections, download
softwares and trade floppy disks via mail system. The activity was so complex
during the time that law enforcement could do nothing to curb the theft and off
course the law was not much advance. The BBS systems distribute the software for
free or less money. The advance of internet during 90s gave rise to more distinct
form of stealing such as hacking. The new form of systems such as Relay chats,
creation of public mailbox, File Transfer Protocol which allows computers to store
and share data from one computer to another made the piracy easy. There are many
organizations fighting against the piracy the eminent one is Business Software
Alliance an NGO set up in 1988. The BSA represents world class software makers
with aim to protect infringement of copyright software around the world. With the
aim of promoting legal environment and standard in which software industries can

thrive the BSA make laws in compliance with international treaties.

Source: [EnextponHMit pecypc] - Pexum JIOCTYILy

https://blog.ipleaders.in/ipr-software-privacy/

II1. Post-reading activities.

Task 7. Answer the following questions.

1. What does the word “software piracy’ mean?
2. Why does piracy still exist as a global concern around the world?

3. Why is it a dire need for the protection of copyrighted materials?
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Information Technology Act. There is also patent protection given by certain
countries such as the USA and Japan for the protection of copyrighted softwares.

Computer software programs is made through programming languages
which enable it to hold a collection of data which prescribed certain instructions to
the computers for action which has to be done or not to be done, in manners in
which it has to be done according to the command given by the users of the
software. The programming language which is compiled together and made as the
software is created by the programmer or operator and is then transferred into the
language understandable by the computer. It is thus the list of instruction which
user of the software desire to be done by the computer. There are three types of
softwares which include system software dealing with the hardware components of
the computers, the application softwares dealing with computation process and the
programming software for the programmers to develop a software by writing
programming language in it. These softwares are available to the users by way of
freeware, payware, shareware and sometimes open source.

Evolution of Piracy through rise of Internet

There is misconception that software piracy is the now criminal activity
attributed to the advancement of technologies and use of Internet but it is evident
that piracy is much older and in fact was easy as during the 60s the developer sale
the computer softwares along with the computer hardware which makes them easy
to be steal. But after the technological advancement and use of software in almost
everything has caused separate creations and selling of softwares by respective
separate software companies. These companies give license to the users who
purchase the software violating to which the infringement of copyright takes place.
In older days the copyright was only given to the code which is used to create a
software as during that time only the copying of the code by the competitors where
prevalent. There was no concept of software piracy. The code which is used to
create software cannot be used as creating another software. These codes include
object code, source code and documentation and the copyright law was protecting

only the above mentioned codes. After few decades of the advancement of
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Unit 10. Cyber Stalking

I. Pre-reading activities

Task 1. How do you understand the difference between the terms

cyberstalking and harassment

Task 2. Discuss the following questions.

1. What does cyberstalking mean?
2. Is there a legal definition of cyberstalking?

3. How can you stop cyberstalking?

Task 3. Try to guess the meaning of the following words.

Victim , false accusations, engage in identity theft, spyware, social media profiles,
cautious, responsible for, to verify, basic security, to insure, log out, log in, a big

clue, separate folder, dating site.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. While most cyberstalking victims are women, 20 to 40 percent of victims are
actually men.

2. Cyberstalking can include other behavior that's intended to intimidate
victims or make their lives unbearable.

3. Cyberstalkers have been known to fit GPS devices to their victims' cars, use
geolocation spyware on their phones, and obsessively track their victims'
whereabouts through social media.

4. You may be shocked by how easy it is to track you down.
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5. Take a good look at your social media accounts and if you haven't done

already, enable strong privacy settings.

6. Use a gender-neutral screen name or pseudonym for your social

media accounts — not your real name.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. to intimidate a) 3armT

2. to hack b) 3mamaTu

3. malicious ¢) BUOipKOBHI
4. optional d) 3moBMHCHUIHA
5. rumors €) mpuitmMatu

6. to accept f) 3ansakyBaTn
7. request g) 9yTKH

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

UKrainian

1. What is cyberstalking?
2. What to do in case you are being cyberstalked?
3. How do cyberstalkers get started?

4. Is it important to increase your privacy setting ? Why?

5. How to avoid being stalked online?
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showed that 43 per cent of software which is installed in the PC is unlicensed and
unauthorized around the world in 2013. The total loss which is credited due to such
unlicensed instalment of copyrighted software is more than 60 billion in dollars.
The survey was conducted as an initiative naming “Global Software Survey” by
Business Software Alliance partnership with International Data Corporation. This
survey was alarming for the government around the world to make stringent laws
for the protection of copyrighted softwares. In India, both Judiciary and Legislative
authorities is constantly fighting against this curable disease by judicial approach
and Acts such as Indian Copyright Act and IT Act and there amendments in
compliance with International treaties respectively.

Software Piracy in India

Conflicts on availability of Computer Softwares

Due to advancement of technology, digitalisation widespread use of internet
the manual works has been completely transformed into technological work. The
world has become significantly small in a single click of the computer. All the
information is available on the internet. The world has seen major development
due to these inventions and advancement of technologies. This technology has
brought significant change in everyone’s life around the world as business and
commerce to which the economy of a country is depended is now itself depended
upon a software. This advancement has though enabled everything but has brought
many problems with it. The usage of internet has been successfully helping in all
kinds of research but has brought complex problems especially in the field of cyber
laws and infringement laws with it. Infringement of copyrighted software also
known as piracy is the most common but complex problem which had been
generated by such development of the technology. The copyright laws aim to
protect original/literary works created by its creator/owner these works include
cinematographic tapes, sound recordings, musical and dramatic works, films and
literary works. The computer software programs are also included in the original
works of the creator/owner and are one of the fast-growing segments in the

economy of the country and thus protected under the Indian Copyright Act and
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ongoing digitalization and technological advancement draw concern of the
government to make laws governing infringement of such works. Modern
problems such as illegal duplication and distribution of the original work like
software have a significant impact on the economy. The copyright infringement of
these computer programs means unauthorized copying of software programs
through hacking or any other means, selling those duplicated programs in the
market. These pirated works cause damage to not only its developers but also their
users. The paper thus explains the ongoing menace of the software piracy in India,
the online piracy of software programs, hacking and laws and mechanisms to
protect such crime as well as judicial approach. The paper will emphasize the
Indian Copyright Act and Information Technology Act as well as their compliance
with the international treaties.

Software piracy is defined as a crime relating to illegal copying/duplicating,
selling or installing of the copyrighted software. However many jurisprudence also
includes copying of programs and codes of copyrighted software to develop new
software also as piracy. The copyrighted software is generally a license which the
licensor sale to the licensee for a certain amount which can only be used by the
single authorized user who has purchased the license. This software can be used in
two or more devices as long as the licensee is only the user. The license terms and
agreement which is digitally signed by the licensee as “I agree” is a trust that the
licensee will not make multiple copies of the software and sale it or give it to other
users who has not been authorized by the licensor. If the licensee does the above-
mentioned act this will amount to a violation of license terms and agreement and
these defeat of trust will amount to software piracy. Although all the computer
users are aware of software piracy and their repercussions but piracy still exists as
a global concern around the world. Like any other infringement of copyrighted
work, piracy is also defeating the creativity. Since the economy of the country is
now dependent upon such computer technologies there is a dire need for the
protection of copyrighted material through law. There is a survey conducted

among the 20,000 users and enterprise users of the personal computers which
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Cyber Stalking

What is cyberstalking?

Cyberstalking's definition is quite simply, “the use of the internet, or other
electronic means, to harass and intimidate a selected victim”.

Common characteristics include (but aren't limited to) classic 'stalking'
behavior — tracking someone's location and monitoring their online and real-world
activities. Cyberstalkers have been known to fit GPS devices to their victims' cars,
use geolocation spyware on their phones, and obsessively track their victims'
whereabouts through social media.

Cyberstalking can include other behavior that's intended to intimidate
victims or make their lives unbearable. For instance, cyberstalkers might target
their victims on social media, trolling and sending threatening messages; they
might hack emails, to communicate with the victim’s contacts, including friends
and even employers. Social media stalking can include faking photos or sending
threatening private messages. Often, cyberstalkers will spread malicious rumors
and make false accusations, or even create and publish revenge porn. They might
also engage in identity theft and create fake social media profiles or blogs about
their victim.

So, we know what cyberstalking is. But who are its victims? You might be
surprised. While most cyberstalking victims are women, 20 to 40 percent of
victims are actually men.

Cyberstalking goes a lot further than just following someone on a social
network. It's the intent to intimidate, which is the defining characteristic of
cyberstalking.

How to avoid being stalked online

One good exercise you should carry out now is to Google yourself and find
out just what information a potential cyberstalker could find online. You may be
shocked by how easy it is to track you down. Not to mention, find your home

address, phone number, and other personal details.
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And if that's bad, you might want to check how much data someone could
compile on you if they had access to your friends' and family's social media, too.
For instance, they might find out which bar you were in, with which friends, or
where you'll next be going on holiday and when.

You might even find stuff purporting to be from you that someone else has
uploaded: a fake blog, or a Craigslist account putting your phone number and
home address out there.

This is how cyberstalkers get started - Googling their victims and finding out
everything they can. That means you’ll certainly want to make that information as
hard to obtain as possible.

Tips for protecting yourself from cyberstalkers

Increase your privacy settings

Start off with your own data. Take a good look at your social media
accounts and if you haven't done already, enable strong privacy settings.

. Make your posts 'friends only' so that only people you know get to see
them.

. Don't let social networks post your address or phone number publicly.
(You might even want to have a separate email address for social media)

. If you need to share your phone number or other private information
with a friend, do so in a private message - not in a public post.

. Use a gender-neutral screen name or pseudonym for your social
media accounts — not your real name

. Leave optional fields in social media profiles, like your date of birth,
blank.

. Only accept friend requests from people you have actually met in
person. Set your social networks to accept friend requests only from friends
of friends.

. Disable geolocation settings. You may want to also disable GPS on

your phone.
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5. These softwares are available to the users by way of freeware, payware,

shareware and sometimes_open source.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. operating system a) KoJ

2. program b) LITUTYHCHKE porpamHe
3a0e3neyeHHs

3. developer ¢) 3a0e3meucHHs

4. implementation d) mepexa

5. network ) ormepariifHa crucremMa

6. code f) mporpama

7. spyware g) pO3pOOHUK

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. What is the system of software designed for?
2. Why is unlicensed software very common?

3. How to resist its spreading?

Software piracy and crime related to IPRS

There is legal protection given to the creators of works originally created by
him/her under Indian Laws. This literary/original work includes computer
programs and compilations, languages, websites and web pages designed by the

creator, databases, software codes/schemes and any other form of material. The
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Unit 14. Software piracy and crime related to IPRS

I. Pre-reading activities.

Task 1. How do you understand the statement: “The sure way to be cheated is
to think one’s self more cunning than others” (La Rochefoucauld). Translate it
into Ukrainian.
Task 2. Discuss the following questions.

1. What does the word “software” mean?

2. What types of software do you know?

3. What are the most common problems related to the software?

Task 3. Try to guess the meaning of the following words.

Software engineering, waterfall model, bundled software, software development,

software release life cycle, application software.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. Software piracy is defined as a crime relating to illegal copying/duplicating,

selling or installing of the copyrighted software.

2.Many jurisprudence also includes copying of programs and codes of copyrighted
software to develop new software also as piracy.

3. Due to advancement of technology, digitalisation widespread use of Internet the
manual works has been completely transformed into technological work.

4. They log on to telephone connections, download softwares and trade floppy
disks via mail system.
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If other personal data is up on the web outside your social media accounts,
start removing it. In the case of your SSN being displayed, Google will help you
remove that. You may need to contact third party websites to get some of the data
taken down. If you need a postal address for business, or for registering your web
domain, use a post box address or office address (like your accountant's, for

instance), not that of your home.

Jxepeno: https://www kaspersky.com/resource-center/threats/how-to-avoid-

cyberstalking

II1. Post-reading activities.

Task 7. Complete the following sentences using the text.

1. can include other behavior that's intended to intimidate victims
or make their lives unbearable.

2. Take your social media accounts and if you haven't done
already, enable strong privacy settings.

3. That you’ll certainly want to make that information as hard to
obtain as possible.

4. Use a gender-neutral screen name or pseudonym for your social
media accounts — not your

5. Disable settings.

6. You may want to also disable on your phone.

7. You may need to contact party websites to get some of the data

taken down.
Task 8. Make a list of all the terms/procedures/experiments/pieces of

equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.
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Task 9. Translate from Ukrainian into English.

Brutus nepecitityBaHHsI Ha )KepPTB

JKeptBu mepecnigyBaHHsI € 6araTuM JpKepeloM iHdopmarii, oo crpuse He
JIUIIE HAIOMY PO3YMIHHIO JOCBiAY TPUBAJIUX JOMaraHb, aje W HAIIUM 3HAHHSIM
PO TepecligyBaHHS B IUIOMY. 3aBASKA MIHPOKOMACIITAOHUM OIHUTYBaHHSIM
rpoMad Ta MEHIIUM JOCHTIDKCHHSAM KOHKPETHHX TPYIl JKEPTB MH IOYald
PO3YMITH IIKIUMBI Ta TOTCHIIHHO pyHHIBHI HACHIOKKA NEpECIiTyBaHHS
BikTuMi3amii. OKpiM YacTHUX IOPUAWYHHUX IIEPEIYMOB CTpaxy Ta MOXIIHUBOCTI
MOpaHeHHs] BHACIIZOK Hamajny, JAOCTIKEHHS IOKa3aliu, 10 >KEPTBU 3a3HAIOTHh
IIMPOKOTO CHEKTPY IICHXOJOTIYHUX, (Di3WYHHMX, MpodeciiHuX, COmialbHUX Ta
3araJlbHAX HACIiAKIB CIOCOOY KHUTTA SK HACHiJOK TepeciligmyBaHHsA. Sk 1 y
BHMANKy 3 OararbMa acmeKTaMH IIepeciiITyBaHHsS, TOCBiJ Ta BIUIMB MOXYTh
CHJIBHO BIIPI3HATHCS MDK JKEPTBAMH 3 IIOBEIIHKOIO, SKa MOXE BBa)KaTHCA
JIOCAJTHOIO JJISl OJTHIET KEPTBH, MOXKE MATH PyHHIBHUIA €(eKT IS HIIIO].

SIkuil BIUIMB CTEXKEHHS 3a XKepTBaMu?

BB mepecniiyBaHHS MOXKE PISHUTHCS 3aJIeKHO BiJl XapaKTEPHUCTHK
YKEPTBU, MUHYJIOTO JIOCBiy, TOTOYHUX 0OCTaBUH Ta TOTO, III0 BOHU 3HAIOTh 200 He
3HAIOTh MPO cTajkepa. Te, sK iHII pearyioTh Ha CHUTYAIlIO JKEPTBH, BKIIIOYAIOUN
Te, SK BiIaja Kepye IepeciiTyBaHHSAM, MOKE BIUIMHYTH Ha 3arajbHUN BIUTHB
emi30y MepecliayBaHHA Ha J>KepTBY. He3Bakarounm Ha CKJIAagHICTh, SKa MOXE
BIJIPI3HATHCS BiI OCBIAY Ta peakiii JIOAWHHM Ha MEpecligyBaHHsI, TOCITIKCHHSI
MIPOJIEMOHCTPYBAIH 3arajibHi MOJICNI pearyBaHHs. Xo4a >KIHKH-)KCPTBH 3a3BHYAil
MOBIIOMJISIIOTE PO OiMbIIMIT piBEHBb CTpaxy, IOCHIIKEHHA MOKa3aiH, IO
YOJIOBIKH, SIKi 3a3HAIOTH MEPECIiTyBaHHs, BiT1yBalOTh CHMITOMH, TOJIOHI 10 THX,
10 TIOB1IOMIISIFOTH X KOJIETH-)KIHKH.

Hmxde nHaBemeHo aeski HaWTONMIMPEHINN HACHITKH, SKi CTHUKAIOTHCSI 3
JKEPTBaMH TIePECTiTyBaHH:

BB Ha ncuxivHe 3710pOB'sS
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orosieHi (oTo, 110 HEPIAKO CTAIOTh HNPEIMETOM LIAHTAXY, 1 HAaBITh BIALITOBYIOTH
peanbHi 3ycTpidi, SKi MOXYTb 3aKiHUUTUCS PO30OCHICHHSM, IepeciiyBaHHsIM,
3rBAITYBaHHSM TOILO.

I xoua B 3akmajax 3arajabHOI CEPEIHBOI OCBITH BEIEThCS pPoOOTa cepen
YYHIB y HaNpsAMY IiIBUIICHHS 0013HAHOCTI TIpo KibepOesmeKy, ajie B TOH ke Jac €
HEOOXIQHICTH OIIBII JETAaJbHOTO BHBUEHHS NMUTAHHSA O€3IIEYHOrO MOBOKEHHS B
[HTEepHeTI 3 NPaKTHYHMMHU 3aHATTAMH, TPO MO0 MOBiHOMUIH 52% OmMHTaHHX
LIKOJISPIB.

Cuij 3a3Ha4YMTH, WO JUIS MOJIETHICHHS BHUSBJICHHS Ta PO3KPHUTTS, & TaKOX
3ano0iraHHs 3JI0YMHAM BITHOCHO AiTed y cepi MOPAIBHOCTI Ta TNOB’A3aHUX 3
HUMH 3JI0YHHAM, 10 MOCITaloTh Ha CTaTEBY CBOOOJY Ta CTATEBY HEJIOTOPKAHICTb,
HEOOXiTHO BHpIIIEHHS TaKWX 3aBJaHb. — JOOUTHCS KpUMiHAJi3aIlii BOJOIIHHS,
npuaOaHHs, OICp)KaHHS IOCTYIy, 30epiraHHs MarepiamiB, IO MICTATH AUTIIY
mopHorpadiro, BIAMOBITHO MDKHAPOAHAM HOPMATHBHO-TIPABOBUM aKTaM; —
HAJIATOJIMTH HABYaHHS [iTell mNpaBwiaM OE3MEYHOi TMOBEIIHKH B TIOOANBHIM

MepeKi Inrepuer.

Source: [EnextponHnMit pecype] - Pexum JOCTYILY
http://www.lsej.org.ua/5 2020/45.pdf?fbclid=IwAR1QpCbG8c50vxR33NwHHc4i
abeFtLf-k3L1NpiKUxPGjJHIIS6BXOiu_7U

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

CekcyanpHa eKCIITyaTallis MdiTel, TIHbOBHH MOPHOOI3HEC, CeKCyalbHe
JOMaraHHs, CXWJISIHHA 10 CaMOFy6CTBa, HIaHTaX, HCpCCHiHyBaHHﬂ, 3aJIAKyBaHHA,
CeKCcyallbHe JIOMaraHHs, po30CIieHHs, KpUMiHaIbHA JisSUTbHICTh, IHTEPHET-
3TIOYMHIl, HACHIBHUIBKAN KOHTEHT, JKEpTBa 3JIOYMHHUX ITOCATaHb, BHKPAJCHHSI

JiTel, cucreMa HOpMaTUBHO-NIPAaBOBHX aKTiB, MIPKHAPOIHUH IPABOBHUIL aKT.
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CeKCyallbHOI ekcrutyartaiii miteid. bymo HaromomieHo, mo YkpaiHa BXOOUTH 10
I’ ATIPKY HAHOUIBIINX BUPOOHMKIB AUTA4OT TOpHOrpadii B CBITI.

OpxHOYacCHO BENHWYE3HI JOXOAM BiJl TIHBOBOTO MOPHOOI3HECY CTUMYIIOIOTH
PO3BHUTOK iHIIOI KpUMIHATBHOI MisIBHOCTI B Mepexi IHTepHeT. 3okpema,
HE3aKOHHUH MOpHOOI3HEC Ja€ poOOTY BENMHUKIN KITBKOCTI XaKepiB i MPOrpaMicTiB,
10 TMUIIYTh BIPYCHI MPOTpaMH, OCKUTBKH JJIs1 IPUXOBYBAaHHS CBO€ET MisUTBHOCTI Bif
IIPaBOOXOPOHHHX OPTaHiB OPraHi3aTOpH HEJICTAIbHUX CaWTIB YacTO KOPUCTYIOTHCS
ix mociayramu. TakuM YMHOM, 3JI0YMHHA AiSUIBHICTh 3 BUKOPHCTaHHIM BCECBITHBOT
Mepexi MOCTIHHO BJOCKOHATIOETHCS.

Y 3B’M3ky 3 THM, IO JUTI4a TOpHOrpadis B Mepexi iHTEepHeT
PO3TIOBCIOKYETHCS JIETKO, IIBU/IKO Ta JEMIeBINe, HiX NudpoBe TeredadeH s, TO B
OCHOBHOMY 3JIOYWHII i BUKOPHCTOBYIOTh came ii. 3 iHmoro 60Ky, iHpopMariifao-
KOMYHIKAI[iifHi TEXHOJOTiI MOXYTh BHUKOPHCTOBYBATHUCS 1 [UII BCTAHOBJICHHS
KOHTAKTy i3 AITbMH, Ay’K€ 4acTO 3 METOO IOAAIBIIOI CEKCYalbHOI eKCIUTyaTarlii.
3po0uTH Iie TOBOJI MPOCTO, BPAXOBYIOUH T, IO CYyYacHi JITH HE PO3ALISIOTH CBIT
Ha undpoBuil (BipTyalbHHi) Ta pealibHUI, IHTEPHET BCE YacTillIe CTae 3ac000M iX
coriamizamii. 30KkpeMa, peecTpallisi y COoIMepeax — I¢ HACHiJOK MPUPOIAHBOL
oTpeOH JUTHHH NepedyBaTh y TPpyIli 3a yHoA00aHHIM, HArOJIOMIYIOTh ICHXOJIOTH.
OTxe, mUITKA BHUKOPHUCTOBYIOTH BCECBITHIO Mepexy mepeayciM i
CIIJIKYBaHHS, PO3IIMPEHH KOJIa 3HAHOMHUX TOIIO.

HeOesmneka momsrae B ToMy, IO BelIWKa HMOBIPHICTB IIiJ] Yac BipTyaIbHOTO
3HAOMCTBA Ta CIIUIKYBaHHS CTaTH >KEPTBOIO IAHTAXy, IEpeciilyBaHb,
3aJIKyBaHb, CEKCyaIbHUX JOMaraHb, CXWISHHS JI0 camoryocTsa Tomo. Cutyanis
YCKIIQMHIOEThCS Ie W THM, IO AIiTH 4Yepe3 CBi BiK, BIJICYTHICTH XHUTTEBOTO
JOCBiAy Ta CTilKOi 3HaTHOCTI KPUTHYHO MHCIHWTH JIETKO HAYyTh Ha KOHTAakKT y
coIMeperkax, MOBIIOMIIIOTE OCOOHMCTY iH(OpMAIlifo, MIAThCA BIACHUMH (HOTO
(J4acTo BiIBEPTOTO XapakTepy) TOIIIO.

[HTEpHET-37I04MHIII B CBOEMY apCeHANli MAIOTh JECSITKH CXEM, SIK 3aBISKH
COIIMEpe)XaM BIUIMBATH HA HENOBHOMITHIX. YacTo BOHHM, pEECTPYIOYMCH IIi[

BUTAJJAHUMH IMEHAMH, CILUJIKYIOTBCS 3 JIThbMH, BHUMAaHIOIOTh OCOOHCTI JaHi,
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- 3amepeycHHs, pPO3ryOJCHICTh, HEBIIEBHEHICTh Yy CO0i, CYMHIBH, YH
HEpPO3yMHO Te, 110 Bi0YBa€ThCA, LIKABIATHCS, Y1 HaAMIPHO BOHH PearyloTh

- IIpoBuHa, 30€HTE)KEHHS, CAMO3BHHYBAYCHHS

- TloGoroBanHA, cTpax, *axX 3aJUNIATHACA HAOAMHIN abo IO iM, IHIIMUM 4YH
JIOMaITHIM TBaprUHAM OYJIe 30 isTHO IKOTY.

- BimuyBaroum cebe i30ompOoBaHWUM 1 Oe3mopamHUM, MO0 3YMHHHUTH
TIepeCITiTyBaHHS

- Jemnpecis (Bci CHMIITOMH, TIOB'sI3aHi 3 JICIPECI€I0)

- Tpusora, Hanagu maHiku, aropado0Ois (3MAKaBIINCE BUITH 3 OMY, HIKOJIH
HE NOYyBaIOYHCh B Oe3meni)

- TpynHomii 3 KOHIIEHTPAIIEIO yBard, BiJIBIIyBaHHIM Ta 3amam’STOBYBaHHSIM
peueit

- HemoXmHUBICTb 3aCHYTH — HiYHI jKaXd

- JpaTiBIUBICTB, THIB, JYMKH IIPO BOUBCTBA

- Ewmouiiine oHiMiHHS

- CHUMIOTOMH TMOCTTPaBMATUYHOTO CTPECOBOTO pO37any, HANPHKIAA Trimep
MUIBHICTE (3aBXKIU HA CTOPOXKI), CIANaxH JIAKAIOYMX BHUIAJKIB, sKi JIETKO
JISIKAIOTh

- HeBneBHEHICTH i HEMOXJINBICTD JOBIPATH 1HIIIMM, TPOOIEMH 3 OIM3BKICTIO

- Oco0ucTicTh 3MIHIOETBCS BHACHIJOK TOTO, IO CTa€ OUIBIN MiAO3PiTHM,
3aMKHYTHM B 001 a00 arpecHBHIM

- CaMomikyBaHHS  ajuKorojieM / HapKOTHKaMH a00  BHKOPUCTaHHSI
NIPU3HAYEHUX JIKIB

- Jymku npo camory6ctBo Ta / abo crpodu camory0cTsa

Task 10. Give the Engish equivalents of the Ukrainian words and word

combinations.
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Hamany nadiku, HE3[aTHICTH MOBIPATH JIIOJSM, 3MIHIOBATH 30BHILIHIA BUIIISL,
130JIbOBAHUIA, HIYHI JKaxW, CTpax, 3amOMIATH IIKOJY, CHMITOMH, JIOCIHiPKCHHS

ITOKa3aTH, JOBIPSITH, CAMOTYOCTBO, JKEPTBYBATH, YHUKATH.
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Task 10. Translate from Ukrainian into English.

Ha meit gac 3a ominkamu 3apyOiKHUX €KCIIEPTIB AWUTSAYA MOpHOTpadis 3a
MprOYTKOM IIOCiZia€ y CBITI TpeTe Micue MiCis TOPTriBili HAPKOTHKAMH 1 30poe€lo.
3ayBaxuMo, mo 68 MiIbHOHIB MONIYKOBUX 3allUTIB Ha JIeHb y Mepexi [HTepHeT
moB’si3aHi 3 mopHOTrpadicto (y TOMy 9HCT TUTA400). ToOTO iHTEpHET-pecypcH
MPOTIOHYIOTh HAMPI3HOMAHITHIIIMNA KOHTEHT 3 BHKOPHCTAaHHSM YCiX MOXKIHBHX
cnoco0iB Horo mocraBkd. Ha BUOIip 3allikaBIEHOrO KOPUCTYBada MPOMOHYKOTHCS
¢dororpadii Ta BiEO 31 CICHAMH CEKCYalbHOTO HACHIBCTBA HAH PEaJbHUMH
JITHMHU 3 Oy Ib-SIKOT KpaiHu.

ITinTBEpHKEHHSAM € CTaTUCTHKA MIKHAPOJHUX OpraHizarii. 30kpema, KOXKHi
5 xswmmH Internet Watch Foundation*1 3Haxonuth B IHTEpHETI oTO UM Bifeo i3
CeKCYabHUM HACHIIBCTBOM HAJ JUTHHOIO (IUTS4YOI0 mopHOTrpadiero), 40% 3 HUX
MICTSITh 300pa)XCHHS TiTeH MOJIOAIINX ACCATH POKiB. BapTicTh oHNMaitH-TpaHCIAIil
CEKCYaIbHOTO HACHJIBCTBA HAJl AUTHHOIO CTAHOBUTH O01u3bK0 1020 eBpo.

Cuig BKasaT Ha Te, 10 IpodieMa AUTSIY0T NPOCTUTYLIT pUTaMaHHa Oy b~
SKiiH KpaiHi He3aJeXHO Bix 11 reorpadiqHOro po3TallyBaHHS, COLIAIBHO-
€KOHOMIYHOTO PiBHS PO3BHUTKY Ta IIOJITHYHOI CHCTEMH YIPABIIHHSA TOIIO.
Hampukinazn, 3a manuMu onuTyBaHHS B Taimanmi, 92% miteid, mo poO3MOBISLTA B
YaTi, MaJiil 3ampoIIeHHs IMOrOBOpUTH mpo cekc. 20% miteii BikoMm Big 7 mo 11
POKiB, SIKi CIINKYBaJIHCS B YaTi, Bi3HAYWIN TPaBMYIOUWI JOCBiA, KOJIH BOHHU
3ITKHYJNUCST 3 HEUEeH3ypHOIo Jekcukoio (34%) Ta komu iM 3amporoHyBann
repeciaTi MaTepian Ipo HACWIILCTBO YM ceke (66%). Y 58% Bumaakis 3ycTpiy 3
«apyrom» Oyia HENPHUEMHHUM CIOPIPHU30M, TOMY IO JIiTH 3pO3yMilH, IO IXHIH
BIpTyalIbHUHN «JIpyT» Opexas mpo cebde.

3 poKaMH CHTyaliss HE TMOJINIIYeEThCS. Y JIOTOMY IOTOYHOTO POKY
YIIOBHOBaXCHHI Mpe3uieHTa YKpainu 3 nmpaB autuau M. Kyneba 3a3Haqus, 1o 3a
odimiiHIMHA maHUMH, IMoaeHHO Omm3bko 3 000 oci® Ha TepuTopii Ykpainu

3IIHCHIOIOTh PO3IMOBCIOJDKCHHS IMOPHOIpadidHUX MaTepialiB i3 300paKeHHSIM
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Task 8. Complete the following sentences using the text.

1. Images were usually locally produced, , expensive, and
difficult to obtain.
2. Despite concern about the extent of child pornography,

had considerable success in stemming the trafficking of

these traditional hard-copy forms.
3. The advent of the Internet in the 1980s dramatically changed the scale and

nature of the , and has required new approaches to

investigation and control Internet child pornography is unlike most crimes local
police departments handle.
4. Local citizens may access child pornography images that were
and/or stored in another city or on another continent.
5. Most of the major investigations of Internet child pornography have

involved cooperation among , often at an

6. However, within this broader scheme, local police departments have a
to play.

7. By concentrating on components of the problem that occur within their local
jurisdictions, they may uncover that initiates a wider investigation.

8. Because of the increasing use of computers in , most police
departments are likely to encounter Internet child pornography crimes.

9. It would be a mistake to underestimate the importance of in
detecting and preventing Internet child pornography offenses.

10. One study found that of arrests for Internet child pornography

crimes originated from non-specialized law enforcement agencies.
Task 9. Make a list of all the terms you can find in the text. Check all the

examples in pairs. What are they used for? Discuss them in pairs. Give their

Ukrainian equivalents.
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Unit 11. rgery and counterfeiting

I. Pre-reading activities.

Task 1. How do you understand the statement: “Honesty is the best policy”.

Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. Can you name the identity documents?
2. Does each country tend to have a list of “state approved” identity
documents?

3. Why is it difficult to detect false documents?

Task 3. Try to guess the meaning of the following words.

Identity document, false document, ID card, driver's license, unlawful activity,

falsification.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. The unique features of many identity documents make it very hard for criminals
to create false copies in order to steal someone’s identity or carry out unlawful
activity.

2. Forgery is the crime of producing illegal copies of documents with the intent to

defraud.

3. A person is guilty of forgery if they alter any writing or makes any writing of
another person and proclaims it to be the act of the other person who did not
actually authorise the act.
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4. A counterfeit is something which is ‘made to look like the original of something,
usually for dishonest or illegal purposes’.
5. The unauthorized reproduction of coins has been a craftsmanship that could only

be done by blacksmiths who actually used to work at a blacksmith-shop or forgery.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. counterfeit a) BIITBOPEHHS
2. forgery b) nispHICTD

3. craftmanship C) IIaxpaicTBo
4. fraud d) migpobxa

5. activity e) naHi

6. reproduction f) hanpmmBka

7. data g) MalCTepHICTh

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

Ukrainian.

1. How can you reveal false documents?

2. What you should do when you reveal false documents?
3. What is the punishment for false documents?

Forgery and counterfeiting

Here, we will explore the difference between the terms and what they

mean in practice when referring to falsified identity documents.
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. Makes pornography instantly available at any time or place

. Allows pornography to be accessed (apparently) anonymously and
privately

. Facilitates direct communication and image sharing among users

. Delivers pornography relatively inexpensively

. Provides images that are of high digital quality, do not deteriorate, and

can be conveniently stored

. Provides for a variety of formats (pictures, videos, sound), as well as
the potential for real-time and interactive experiences

. Permits access to digital images that have been modified to create

composite or virtual images (morphing).

Source: [EnextponHuit pecypc] - Pexum JOCTYILy

https://popcenter.asu.edu/content/child-pornography-internet-0

II1. Post-reading activities.

Task 7. Answer the following questions.

—_—

What are the kinds of abuse against children?

Can pornography be addictive?

Does viewing child pornography affect the mental state?

Who should investigate crimes related to pornography?

How do you think this process works?

What is the role of the Internet in promoting child pornography?
Why is it impossible to stop the spreading of child pornography?

What consequences can be for victims of abuse?

$ ® =N kWD

Is child pornography prevalent in your country?

10. How can people resist abuse against children?
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crimes. Therefore, it is important that all police departments develop strategies for
dealing with the problem. Larger departments or districts may have their own
dedicated Internet child pornography teams, but most smaller ones do not, and the
responsibility for day-to-day investigations will fall to general-duties officers. It
would be a mistake to underestimate the importance of local police in detecting
and preventing Internet child pornography offenses. One study found that 56
percent of arrests for Internet child pornography crimes originated from non-
specialized law enforcement agencies.

Related Problems

Internet child pornography is only one of a number of problems related to
either child abuse or the Internet. Other related problems not directly addressed by

this guide include:

. Violence and fatalities

. Neglect

. Abandonment

. Exposure to hazardous materials (e.g., clandestine drug labs)

. Trafficking of children and babies and illegal adoption agencies
. Juvenile runaways

. Internet Crime

. Online solicitation of children for sexual activity

. Identity theft (sometimes known as phishing)
. Hacking.
. Child Abuse
The Role of the Internet in Promoting Child Pornography
The Internet has escalated the problem of child pornography by increasing
the amount of material available, the efficiency of its distribution, and the ease of
its accessibility. Specifically, the Internet:
. Permits access to vast quantities of pornographic images from around

the world

118

There are thousands of identification documents in circulation worldwide.
Identity documents can take many forms — from ID cards, to driver’s licenses, to
passports and digital IDs — and it is crucial that each one is unique and has specific
features that allow it to be verified.

The unique features of many identity documents make it very hard for
criminals to create false copies in order to steal someone’s identity or carry out
unlawful activity. The rarer an identity document is, the better it is at protecting its
holder.

Each country tends to have a list of ‘state-approved ’identity documents
that are rare, unique and protected enough to be trusted by financial institutions
and when carrying out sensitive activity. All countries have passports but each is
unique and special in some way. They come in different colours and textures,
containing differing content, and are considered to have varying levels of power
depending on how many countries they allow the carrier to enter.

Forgeries

Forgery is the crime of producing illegal copies of documents with the
intent to defraud. A person is guilty of forgery if they alter any writing or makes
any writing of another person and proclaims it to be the act of the other person who
did not actually authorise the act.

Fake, forgery and counterfeit all mean an item is not genuine, but forgery
and counterfeit implies intentional illegality.

o Counterfeits

A counterfeit is something which is ‘made to look like the original of
something, usually for dishonest or illegal purposes’.

Although the term counterfeit is generally associated with making,
dealing, or possessing any counterfeit currency, it also includes forgeries of
documents and imitations of goods and trademarks. In the case of goods,
counterfeiting results in patent infringement or trademark infringement. Making,
dealing, or possessing any plate, stone, analog, or any other thing, or part used for
counterfeiting also amounts to the crime.

95



. Forgery vs. Counterfeit

Forgery comes from the verb to forge. To forge an object means that you

fabricate by working, heating, hammering and shaping it into a certain shape.
Counterfeit contains the noun 'feit' that means something as 'fact' and

originates in Middle Dutch. In other words, forgery contains the act of recreating,

where counterfeit expresses the result of forgery and it's value - non-genuine.

Forgery could be seen as a craftsmanship, it involves techniques, work
and mastery and often is of quality, it's well done. On the contrary counterfeit lacks
quality all together. Counterfeit on the could be seen as a value statement, it
involves, quality is not involved.

. Why is the act of forgery then connected to the result of
counterfeit?

Usually the word forgery is used when we speak about the unauthorized
reproduction of valuable documents or objects where the value is determined not
by the actual document but the social or mutual agreement or culture, such as an
agreement, art, or money. Unauthorized is the keyword here.

The unauthorized reproduction of coins has been a craftsmanship that
could only be done by blacksmiths who actually used to work at a blacksmith-shop
or forgery. A reproduction of of coins therefore would be called a forged, and it
being done unauthorized would render these coins factually worthless - counterfeit.

. How We Can Help

Depending on their sophistication, false documents can be difficult to
detect when used to verify identity and manual identity verification checks are not
just time consuming, but also produce a lengthy and clunky onboarding process for
customers.

The challenge is to verify the authenticity and information on identity
documents without adding unnecessary time to the onboarding process. This is
where our automated solutions come to the fore.

Our leading solution for global document verification, iDocufy utilises a
global database of over 5,000 forms of government-issued identity documents to
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problem. Finally, it reviews responses to the problem and what is known about
these from evaluative research and police practice.

The treatment of children as sexual objects has existed through the ages, and
so too has the production of erotic literature and drawings involving children.
However, pornography in the modern sense began with the invention of the camera
in the early nineteenth century. Almost immediately, sexualized images involving
children were produced, traded, and collected. Even so, child pornography
remained a restricted activity through most of the twentieth century. Images were
usually locally produced, of poor quality, expensive, and difficult to obtain. The
relaxation of censorship standards in the 1960s led to an increase in the availability
of child pornography, and, by 1977, some 250 child pornography magazines were
circulating in the United States, many imported from Europe. Despite concern
about the extent of child pornography, law enforcement agencies had considerable
success in stemming the trafficking of these traditional hard-copy forms. However,
the advent of the Internet in the 1980s dramatically changed the scale and nature of
the child pornography problem, and has required new approaches to investigation
and control.Internet child pornography is unlike most crimes local police
departments handle. Local citizens may access child pornography images that were
produced and/or stored in another city or on another continent. Alternatively, they
may produce or distribute images that are downloaded by people thousands of
miles away. An investigation that begins in one police district will almost certainly
cross jurisdictional boundaries. Therefore, most of the major investigations of
Internet child pornography have involved cooperation among jurisdictions, often at
an international level.

However, within this broader scheme, local police departments have a
crucial role to play. By concentrating on components of the problem that occur
within their local jurisdictions, they may uncover evidence that initiates a wider
investigation. Alternatively, they may receive information from other jurisdictions
about offenders in their districts. Because of the increasing use of computers in

society, most police departments are likely to encounter Internet child pornography
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5. Larger departments or districts may have their own dedicated Internet child

pornography teams, but most smaller ones do not, and the responsibility for day-to-

day investigations will fall to general-duties officers.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. jurisdiction a) peHTa0eNbHICTh

2. abandonment b) ycuHOBIEHHS

3. adoption ¢) nudpoBe 300paKCHHS
4. accessibility d) cynounHCTBO

5. digital image €) 37I0M

6. hacking f) BiqmMoBa

7. efficiency g) IOCTYIHICTh

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

UKrainian.

1. When did pornography become widely distributed?
2. What are the types of child abuse?
3. How does child pornography affect society?

Child pornography

The guide begins by describing the problem and reviewing factors that

increase the risks of Internet child pornography. It then identifies a series of

questions that might assist you in analyzing your local Internet child pornography
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accurately assess document authenticity and capture both visual and electronic
document data.

iDocufy works as a global KYC and AML check and enhances customer
confidence due to its speed and seamless integration. When used together with
BioMatch as part of our global ID, KYC & AML platform, Sodium, our solutions
offer world-class authentication in one simple integration. One simple integration;
a flexible 360° solution which is scalable and secure.

Utilising all forms of data, this integrated approach helps increase pass
rates in countries all over the world, which in turn increases revenue and customer
acquisition with real-time onboarding, creating a better customer experience.

Utilise a single element or multiple processes — it’s entirely up to you.
Learn more about how we can help to automate and simplify your verification
processes to help you to learn more about your customers.

Book a demo today and see for yourself how powerful our suite of

solutions are.

Source: [Enextponnuit pecypc] - Pexum JOCTYTY:
https://hellosoda.com/blog/fakes-forgeries-and-
counterfeits/https://www.quora.com/What-is-the-difference-between-forgery-and-

counterfeiting

II1. Post-reading activities.

Task 7. Answer the following questions.
1. What forms can identity documents take?
. Do all countries have passports?
. Are they unique and special?

2
3
4. What is forgery?
5. How is it punished by law in your country?
6

. What is the term ‘counterfeit’ associated with?
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7. What means “to forge an object’?

8. What does forgery involve?

9. When is the world “forgery" used?

10. Why is it difficult to detect false documents?

Task 8. Complete the following sentences using the text.

1. There are thousands of in circulation worldwide.

2. Identity documents can take many forms — from , to driver’s
licenses, to passports and digital IDs — and it is crucial that each one is unique and
has specific features that allow it to be verified.

3. Each country tends to have a list of identity documents that are
rare, unique and protected enough to be trusted by financial institutions and when
carrying out sensitive activity.

4. All countries have passports but each is in some way.

5. Fake, forgery and all mean an item is not genuine, but forgery and
counterfeit implies intentional illegality.

6. Although the term counterfeit is generally making, dealing, or
possessing any counterfeit , it also includes forgeries of documents
and imitations of goods and trademarks.

7. To an object means that you fabricate by working, heating,
hammering and shaping it into a certain shape.

8. Forgery could be seen as a craftsmanship, it involves , work and
mastery and often is of quality, it's well done.

9. Usually the word forgery is used when we speak about the

where the value is

determined not by the actual document but the social or mutual agreement or
culture, such as an agreement, art, or money.
10. Depending on their sophistication, can be difficult to detect

when used to verify identity and manual identity verification checks are not just
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Unit 13. Child pornography

I. Pre-reading activities.

Task 1. How do you understand the statement: “Law is valuable not because it

is a law, but because there is right in it” (Beecher). Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. What caused the spreading of pornography?
2. What you should do when you reveal pornographic sites?

3. What are the most common problems related to pornography?

Task 3. Try to guess the meaning of the following words.

Sexualized image, law enforcement agency, police district, child abuse, hazardous

material.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. The treatment of children as sexual objects has existed through the ages, and so
too has the production of erotic literature and drawings involving children.

2. Child pornography remained a restricted activity through most of the twentieth
century.

3. The relaxation of censorship standards in the 1960s led to an increase in the

availability of child pornography, and, by 1977, some 250 child pornography
magazines were circulating in the United States, many imported from Europe.
4. An investigation that begins in one police district will almost certainly cross

jurisdictional boundaries.
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Task 11. Give the English equivalents of the Ukrainian words and word

combinations.

Bipyc, OGpaysep, comiaabHa Mepexka, 3arpo3a, HeCTIKuH, Oararoramy3eBuid,
Tposta, MepesxeBuii xpoOak, IIMUTYHCHKI Iporpamu, (aiinm, ornepaTHBHA MaM'ATh,
MaKpoOBipyc, MEpexa, 3aXUCT KOMIT 10Tepa, 3I0MBHCHE TIPOrpaMHe 3a0e3IeUeHHs,
JIOKJIbHA Meperka, ollepalliiiHa cucrema, BipycH-IM(PYyBaIbHUKN, KOPHUCTYBad,
mapoiib, OONIKOBHII 3amuc, 3arpo3a, [HCKETH, OaHKIBChKE MIaXpalCTBO,

AHTHUINITIIOHCHKE MTPOrpaMHe 3a0e3MeUCHHS.
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time consuming, but also produce a lengthy and clunky onboarding process for

customers.

Task 9. Make a list of all the terms you can find in the text. Check all the
examples in pairs. What are they used for? Discuss them in pairs. Give their

Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

HesBaxaroun Ha Te, MO YKpaiHChKi KOMIaHii aKTHBHO MEPeXoaaTh Ha
€JIEKTPOHHUI JTOKYMEHTOOOIr, OiIBIIICTh JepKyCTaHOB 1 IIHPHUEMCTB JJOCI
BHKOPHCTOBYIOTh TIAllepoBi JOKYMEHTH. TOMY pH3WK TiAPOOKHA IOpYydYeHb,
JOBINOK, TII€YaTOK 1 INTaMITB Yy HAIlid KpaiHi 3ajHIIaeThCs BHUCOKHM.
QdanpmuBi MACHOPTH, AWIUIOMH, CaHITApHI KHIDKKH, TPOi3HI, ITOCBiTUYEHHS
yYacHHKa OOWOBHMX Iiif — Ile JIUIIE Malla 4acTKa JOKYMEHTIB, SIKi HaldacTimie
ipoOIIsAIoTh B YKpaiHi. 31a€Thes, 1110 B HAC MOXKHA ITiAPOOUTH NPAKTUYHO BCE,
Oyno O OaxkaHHs 1, 3BHYAaHO K, rpomr. A 3HalTH BHKOHABIIB MOIIOHOTO
«3aMOBJICHHS» MPOCTIIIe MPOCTOTO, apKe U1 TOTo, MO0 KyNUTH (aTbIIUBY
JIOBiTIKY, aTecTaT a0 TpaBa, JOCUTh 3HAUTH OTOJIOMIEHHS B MEPEXi.

Sk i nJst yoro migpoOJSIIOTL TOKYMEHTH

3aKOHOZABCTBO YKpaiHM BH3HA4a€e, M0 IMiIPOOJICHUMH BBAaXKAIOTHCSA HE
TIIBKH TOBHICTIO (DaJbIIUBI JOKYMEHTH (IIOBHA MiApoOKa), ajle W CHpaBxkHI
JOKYMEHTH, B SKi BHECEHI OyIb-sKi 3MiHH, 110 CIIOTBOPIOIOTH iX 3MICT (YacTKOBa
miapoOKa).

IcHy10TH TaKo:K pi3Hi c11ocOOM MiAPOOKU JOKYMEHTIB.

IToBHa mimpobOka:

1)BHTOTOBJICHHS TOKyMeHTa abo Horo OiaHKa,

2)BHECEeHHS B JOKYMEHT HEIPaBAWBUX BIIOMOCTEH,

3)miapoOka miAmmucy ocobu, siKa 3acBiTaye JOKyMEHT,

4)nigpoOKa BiMOUTKIB EYATOK 1 MITAMIIIB.
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YacTkoBa migpoOKa JOKYMEHTIB:

1)MexaHiuHe BUJIAJICHHS YaCTHHH TEKCTY,

2)BUAAICHHS TEKCTY XIMIYHUMH PEaKTUBAMH Ta PI3HUMH POZYHHHUKAMH,

3)BHECEHHS B JOKyMEHT HOBHX CIiB, ()pa3 a00 OKpeMHUX 3HAKiB,

4)BKJICHKAa OKPEMHX apKYIIIiB, IepeKIICioBaHHs GoTorpadii, 3aMiHa apKyIIIiB.

I sxmI0 3 MOBHICTIO (DaNbIIMBAMHU JOKYMEHTaMH BCE 3pO3yMLNO, TO BHOIp
CIOCO0Y YaCTKOBOT MiIPOOKH TOKYMEHTA 3aJIeXKHUTh BiJl I[iNICH 3JIOBMUCHUKA, SIKHIA
BHPIIIUB HOTO MiIPOOUTH.

[TinpoOka noKyMeHTIB Qirypye B mIaxpaiiChbKHX cXxeMax, KOJIM 3JI0BMHUCHUKH
IUIIXOM 00OMaHy XO4yTh HE3aKOHHO i O€30IIaTHO 3aBOJIOJITH YY>KUM MaiHOM. |
He 00O0B’SI3KOBO MaTW TpH MboMy peiinepchke ametut. Illaxpai 3a3ixaioTh Ha
KBapTUPH, OYIMHKH, 3MJTEO i aBTOMOO1JTI.

Knacnunmit mpuxmag — KymiBas / Tpogaxk / oOpeHIa HEepPyXOMOCTI.
3MOBMUCHHKH BHAAIOTh ceOe 3a peajbHUX BIIACHUKIB Ta 1HBECTOpiB. BoHuU
3MIHIOIOTH NPI3BHUILE, iM 51, T0-0ATHKOBI, ik HAPOJHKEHHs, 00 30epiraroTh Li JaHi,
aJie 3aMiHIOTh (oTorpadiro B HactopTi.

Yacto 10 miApoOKM JOKYMEHTIB 3ajlydaroTh «YOPHHX» HOTapiyciB.
YrnoBHOBaxeHI HOTapiych abo HaBiTh Ti, XTO MiAPOOWB IilEH3il0, MaYKaMH
3aBipArOTh (anmpmmBiI  TOKYMEHTH. [, SK HACNiJOK, IMiJCTaBHHUHA MPOJAaBEIh
KBapTHPH HAJla€ MOKYMISIM MTOBHUH MaKeT (aiblIMBUX AOKyMeHTiB. Ha Burman ne
BIIPI3HUTH BiXl CHpaBXKHIX, aJpKe TMPOCTABICHI HOTapiaJlbHI TIeYaTKH, a
oopMITeHHs HIOH BIAMOBiaE OYKBi 3aKOHY.

I3 mpogaxkem aBTOMOOLNIB Taka K CHUTyamis. Moxke 3HaTHCs, WO yroaa
YecHa Ta BIACHUK aBTOMOOIIS «UHCTHI». AJle BXKe MicTs MOKYNKH 0a’kaHOTO aBTO
3’COBY€THCS: aBTOMOOLTb KpaJeHWH, BIIACHHUK HEeCIpaBkHIH. Xoda B peecTpi
JKOJIHOTO HATSKY Ha Ie.

VXuisgrounch BII CIUIATH aQJIIMEHTIB, 3MIHIOIOTh BIANOBIAHI JHUCTH B
macropTi. 30KpeMa, Ha 3aMiHCHI YHCTi apKylli HaHOCATH MiAPOOJICHI BIATHCKH

LITaMIIiB [P0 PEECTPAILiFO0, IPOMHUCKY Ta iHIII JAaHi.
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wikigmuBoro I13 3 momimoM poneit 1 momoMiKHUMHU 3aco0amu  (TPOSHCBKI
[IpOrpaMu, 3aBaHTa)KyBaui/AponepH, (PIIMHIOBI caiiTH, ciaM-00TH 1 MaByKH).

TakoX pPO3KBITAIOTH COI[aIbHI TEXHONOTii — cmam i (imuHr — gK 3acid
3apakeHHsA B 00xin mexaHi3miB 3axucty II13. CmodaTKy Ha OCHOBI TPOSHCBHKHX
porpaM, a 3 PO3BHTKOM TEXHOJIOTiH p2p-Mepek — 1 caMOCTiiHO — HaOupae
o0epTiB HalicydacHIMmui BUX BipyciB — xpobaku-6otHeTH (Rustock, 2006, 61. 150
trc. 6otiB; Conficker, 2008 — 2009, nonan 7 man 6otiB; Kraken, 2009, 61. 500
THC. OOTIB).

Bipycu y ckmazi inmoro 3moBmucHoro II3 octatouHo odopMIISIOTECS SK
3aci0 KiOep3mTOUYNHHOCTI.
CycnineHui acrekT

s ogHEX BipycH € 6i3HecoM. [IpudoMy He TUTBKU IS IXHIX aBTOPIB, aje i
Ul THX, XTO 3 IIMMH BipycamMu OopeThca. bo mpolBiTaHHA KOMIaHii, sKi
BUITYCKAIOTh aHTUBIPYCHI POrpaMy HE € HECMOIIBaHKOIO Hi Iy Koro. J[is iHmmx
— e x00i. X00i — 30MpaHHsI BipyCHHX KOJIEKLill i X001 — HanmcaHHs Bipycis. e
iHIII — CTBOPIOIOTH BIpyCH ISl MPOSIBY BJIACHOI 3yXBAJIOCTI 1 HE3QJISKHOCTI, Y
JesIKMX KOJax TMOMiOHA JisIbHICTh MPOCTO HEOOXigHA I MiJHSTTS CBOTO
npecTwky. € ¥ Taki, A7 KOTO BipyCH I1e BUTBIp MHUCTENTBA; 3yCTPIYarOThCS JTiKapi
3a MOKJIMKAaHHIM, OT)Ke, MOXe OyTH 1 KOMITTOTepHHUH JIiKap 3a MOKIMKaHHAM. J{7st
NESIKUX BIPYCH CIIY’KaTh MPHUBOAOM TO(MIT0COPCTBYBAaTH HA TEMH CTBOPEHHS 1
PO3BUTKY KOMIT'IOTEPHOrO OKWTTSA. [l IHIIMX BIpYCM — € TaKOX CTaTTA
KPUMIHAIBHOTO KOJEKCY. Alle st OLTBIIOCTI KOPUCTYBaUiB KOMITIOTEPIB BIpYCH —
1le IOAEHHUI TOJIOBHMI Oinb 1 TypOoTa, mpuunHa 300iB y poOoTi KomIT'toTepa i

BOPOT HOMEP OJIUH.

Hoxepeno:
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%27%D1%
8E%D1%82%D0%B5%D1%80%D0%BD%D0%B8%D0%B9 %D0%B2%D1%9
6%D1%80%D1%83%D1%81
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3apaxatoTb 00'ekTHi aitnmu (Shifter, 1994) 1 Buxigui texctu mporpam (SrcVir,
1994).

3 mommpenHaM makety Microsoft Office HaOynm mommpeHHsT MaKpoOBipycH
(Concept, 1995). V 1996 pomi 3'sBuBcs mepmmii Bipyc mias Windows 95 —
Win95.Boza, a B TpyIHi TOTO ) POKYy — TEPIIMHA PE3UACHTHUN Bipyc Ui Hel —
Win95.Punch. 3 mommpennsm wmepex Ta I[HTepHery aitmoBi Bipycu memami
OiplIe OpiEHTYIOThCS HAa HHMX K Ha OCHOBHHMI KaHai pobotu (ShareFun, 1997 —
MmakpoBipyc MS Word, mo Bukopucropye MS-Mail g mnommpeHHs,
Win32.HLLP.DeTroie, 1998 — cimeiictBo BipyciB-mmuryHiB, Melissa, 1999 —
MakpoBipyc 1 MepekeBHH 4YepB'sK, SKHH NOOMB yCi peKopau 3a MIBHIKICTIO
romuperHs). Epy po3KBiTy «TpOSHCHKHX KOHEH» BiIKPHBA€E YTIIIITa TPUXOBAHOTO
BimmaneHoro anmiHicTpyBanHs Back Orifice (1998) 1 minum 3a HEO aHaIOTH
(NetBus, Phase). Bipyc Win95.CIH nmocsr amorero B 3acTOCYyBaHHI HE3BHYAHHUX
MeToxiB, mepenucytoun BIOS 3apaxenux MamwmH (emigeMis B 4epBHI 1998
BBA)KAETHCS HAHOIBII PyHHIBHOIO 32 IOTIEPEIHI POKH).

Hampukinmi 1990-x — na nowarky 2000-x 3 ycknamuenusm II13 Ta
CHCTEMHOTO0 OTOYEHHS, MacOBHM IIEPEXOJIOM Ha IMOpiBHAHO 3axuuieHi Windows
cimerictea NT, yTBep/KCHHSAM MEpeX SIK OCHOBHOTO KaHATy OOMiHY NaHUMH, a
TaKOX yCIIiXaM{ aHTHUBIPYCHHUX TEXHOJIOTIH y BUSABJIEHHI BipyciB, M0OyJOBaHHX 3a
CKJIAJIHIMH aJITOPUTMAaMH, OCTaHHI CTaJI Bce O1IbIE 3aMiHIOBATH BIIPOBAIKCHHS
y (aiuin Ha BIPOBa/UKEHHS B OlepaliiiHy cucTeMy (HE3BMYaHHMI aBTO3aIyCK,
PYTKITH) 1 MIMIHATH TOMIMOP(i3M BEIUYE3HOI KUTBKICTIO BUAIB (YHCIO BiTJOMHX
BIpYCiB 3pocTa€ eKCIIOHEHIIIaIbHO).

Pazom 3 Ttum, BusBieHHs B Windows Ta IHIIOMY IOIIMPEHOMY
MIPOTPAaMHOMY 3a0€3MEUYeHHI UYNCICHHHX Bpa3IMBUX MiCIb BiAKPHIIO IOPOTY
gepB'askam-ekcmioitaM. Y 2004 p. Oe3mpereneHTHI 3a Macmrtabamu ermigemil
BHKJIMKaOTh MSBlast (moHam 16 muH cucreM 3a manmmu Microsoft), Sasser i
Mydoom (ominouHi 30utku 500 MutH n071. 1 4 Muipa moi. BigmoBigHO). Kpim Toro,

MOHOIITHI BIpYCH 3HAYyHOK MIpOI TIOCTYHAKOTHCS MiICIEM KOMIUIEKCAM
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A ocb nipoOIIeHHs1 CTaTyTHUX JOKYMEHTIB — YJIIOOJEHHH MeTox peiziepis,
mraxpaip, sKi TAKAM YUHOM HAMAararOThCs 3aXOIHTH IMEBHE MiANPHEMCTBO, Odic
KOMITaHi{ Ta iHIe MaifHo.

[ligpoGurotoun cTaTyTHI TOKYMEHTH, HaifdacTille B HUX BKa3yIOTh iHIIIOTO
BJIACHMKA, MTOTIM BHOCSITH HEIPABAWBI JlaHi J0 JIEPKaBHOTO PEECTPY IOPHIAWIHUX
ocib.

HesBaxaroun Ha Te, 110 44 HE KOXxeH JeHb y 3MI 3’sBiseTbes iHPpoOpMAITis
Ipo Te, IO MOJILis 3JI0BWJIA YEProBYy 3JIOYHUHHY TPYITy MO MigpoOIli TOKYMEHTIB,
1€ He 3YMUHSE IHITNX aKTUBHO 3aiMaTHUCs MOAIOHUM POMHUCIIOM.

Source: [EnexTponHmii pecypc] — Pexum noctymy:
https://tsypin.partners/pidrobka-dokumentiv-shho-za-ce-zagrozhuie-i-jak-

zahistitisja/

Task 11. Give the Engish equivalents of the Ukrainian words and word

combinations.

[laxpaiicTBo, migpoOka, GanbmMBI  JOKYMEHTH; JOKYMEHTH, IO
MIOCBIYYIOTh 0CO0Y, iHTEpPHET MIaxpaicTBO, MaxiHAIlis, IIIUTYHCHKE MPOTpaMHE
3abesnedeHns, (anbcudikariis, MMacmopT, TOCBIYEHHS BOJis, He3aKOHHA
TUsUTBHICTD, (DIHAHCOBA YCTAHOBA, BAJIIOTA, HECAHKITIOHOBAHE MiAPOOICHHS IHHAX

JOKYMEHTIB a00 IIpeIMETiB, IEKTPOHHI /1aHi, aBTCHTUYHICTh JOKyMCHTA.
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Unit 12. Virus

1. Pre-reading activities.

Task 1. How do you understand the statement: “After all, just one virus on a

computer is one too many ”. Translate it into Ukrainian.

Task 2. Discuss the following questions.

1. What is a computer virus?
2. What do you understand under the term virus?

3. What computer viruses do you know?

Task 3. Try to guess the meaning of the following words.

Malware, floppy disks, vendor, peer-to-peer, legitimate-seeming, encrypt, a

firewall, antispyware.

Task 4. Try to guess from the content what the underlined words and word

combinations mean.

1. While free antivirus downloads are available, they just can't offer the
computer virus help you need to keep up with the continuous onslaught of new
strains.

2. Products like Webroot Internet Security Complete and Webroot
Antivirus provide complete protection from the two most dangerous threats on the
Internet — spyware and computer viruses.

3. Ransomware is a type of malware that encrypts a user’s files and

demands a ransom for its return.
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Icropist CBiTUUTH, 11O iA€H0 CTBOPEHHS KOMII'TOTEPHHUX BIpyCiB OKPECIIUB
nucbMeHHUK-(aHTacT T. k. PaiiH, sikuii B OHIH i3 CBOTX KHIKOK, HAITUCAHIN B
CIIA B 1977 p., omucaB emizieMito, 110 3a KOPOTKHK yac oxommia 6iu3pko 7000
komir'torepi. IIpuanHoio emigemii cTaB KOMIT'IOTEPHUIT Bipyc, SIKHH IepenaBaBcs
BiJl OJTHOTO KOMIT'FOTEpA JI0 iHIIOTO, IPOHHUKAB Y X OINEepaliiHi CHCTEeMH 1 BUBOJIHUB
KOMIT'FOTEpPH 3-I1i{ KOHTPOJIIO JIFOIHU.

B 70-x pokax, xonu Buiinuia kHmkka T.Jx. Paiina, onmcaHi B Hill (akTi
3maBanucs (aHTACTHKOIO, 1 MaJo XTO MIr mependavyary, Mo BiKe HAmpUKiHI 80-x
pOKiB mpobieMa KOMIT'IOTEpPHUX BIpyCiB CTaHE BENMKOIO MIHCHICTIO, X04 1 He
CMEPTEHHOIO JIJISI JIFO/ICTBA B OOPOTHO1 3 KOMITIOTEPOM, ajie TaKoo, 10 MpU3Bea
JI0 TICBHUX COLIJIFHUX 1 MaTepiasbHUX BTpat. Ilix yac qOCHiKeHb, IPOBEICHUX
OJIHI€IO 3 aMEPHKAHCHKUX acoriamiid 3 60poThOH 3 KOMI'IOTEPHUMH BipycamHu, 3a
ciMm wmicaniB 1988 p. komm'rorepu, sKi Hajexamd QipMaM-diIeHaAM acomiallii,
mignaBamuchk naii 300 MacoBHX BIpyCHHX aTak, siKi 3HUIIWIN Omu3pko 300 TwHC.
KOMIT'TOTEPHHX CHCTEM, Ha BIATBOPEHHs SKMX Oyjo 3arpaueHo Oararo yacy i
MarepianbHux 3aTpar. Hanpukinmi 1989 p. B npeci 3'IBUIOCS NOBiJIOMIIEHHS TIPO
3HaXO/KCHHS B SIMOHIT HOBOTO, HAA3BUYANHO MIJCTYIHOTrO 1 PyHHIBHOTO Bipycy
(foro Ha3zBanmu XpoOakoMm), 3a KOPOTKMI dYac BiH 3HUINMB JaHI Ha BEIMKIH
KITBKOCTI MaIuH, MigeqHaHuX A0 KOMYHIKamiiHuX miHii. [lepemoB3atoun Bifg
KOMIT'IOTEepa [0 KOMITIOTepa, uepe3 3'€JHyBaNbHI KOMYHIKamii, «Xpobax»
3HHUIIIYBAB BMICT ITaM'sTi, HE 3QJIMIIAI0YH HisIKMX HAJii Ha BiTHOBJICHHS JaHUX.

Y 1992 poni 3'siBuBCS mepmmi KOHCTpYKTOp BipyciB mia PC — Virus
Creation Laboratory (msi Amiga KOHCTPYKTOpH ICHYBaJIM 1 paHille), a TaKkoxk
rotoBi nomiMopdHi Moxyni (MtE, DAME i TPE) i monym mmdpyBaHHS At
BOYJIOBYBaHHS B HOBI BipyCH. Y KiJgbKa HACTyHHHMX POKIiB OyJIO OCTAaTOYHO
BimroueHo ctenc i momimopdHi TexHomorii (SMEG.Pathogen, SMEG.Queeg,
OneHalf, 1994; NightFall, Nostradamus, Nutcracker, 1995), a Takox BUtipoOyBaHo
cami He3BHUAfHI CIIOCOOW MPOHUKHEHHS B CHCTeMY 1 3apakeHHs ¢aitni (Dir I —

1991, PMBS, Shadowgard, Cruncher — 1993). Kpim Toro, 3'sBuimcs BipycH, IO
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Kapt

Bipyc-xkapt 3HMIIyBay He 3aBJa€ IIKOAM KOMI'IOTEPY, a IPOCTO JIKAE
KOpHCTYBaua.

Xpobaxk

Xpobak KOMI'TOTEpHUH 3HHIYBaY — II€ CAaMOPO3ITOBCIOKYyBaHa MPOrpama,
sIKa MOXE IOJZIOJIATH BCi TPH €Tallil PO3MOBCIOKEHHS CaMOCTIHHO (3BHYAiHUH
xpobak), ab0 BHUKOPHCTOBYE arcHTa-KOpUCTyBada TUTBKM Ha 2-My erami
(mowrToBUMit YepB'sIK).
Komb6inoBaHwmi

Komb6inoBanuii — 1e moenHaHHs nBOX abo Oinbine TumiB BipyciB. Hasma
MIPOTPaMH  «KOMITFOTEPHHH BipyCc» IIOXOIUTH BiJl OXHOWMEHHOTO TEPMIHY 3
Oiosorii 3a ii 3maTHICTE A0 caMOpo3MHOKeHHS. CaMe TIOHATTS «KOMIT'TOTEPHOTO
BipyCy» 3'aBIIIOCS Ha movatky 1970-X i BHKOPHCTOBYBAJIOCS y MPOTrpaMyBaHHI Ta
miTeparypi, 30kpeMa, y (aHTaCTHIHOMY OTOBinaHHI «JIroauHa B pyorsix» ['peropi
bendopna. Ipore, aBropom Tepminy BBaxkaerscst Open Koew, sixuii y 1984 poui
omy0OJIiKyBaB OIHY 3 IEpLIMX aKaJeMIUYHMX cTaTeid, 110 OyiM NpUCBSYEH] Bipycam,
Je 1 0yJ10 BUKOPHUCTAHO 10 Ha3By.

s omHuX BipycHu € 6i3HecoM. IIpnuoMy HeE TINBKH IUIS iXHIX aBTOpIB, aje i
U1 THX, XTO 3 IIMMH Bipycamu OopeTrbca. bo mpoiBiTaHHA KoMmaHii, fKi
BHITYCKAIOTh aHTHBIPYCHI MPOTPaMU HE € HECTIOAIBAaHKOO Hi I Koro. J{is iHmmx
— e x00i. X001 — 30upaHHs BipyCHHX KOJEKIIiH 1 X001 — HamucaHHs Bipycis. 1lle
IHII — CTBOPIOIOTH BIPYCH IUIS TPOSBY BIIACHOT 3yXBAJIOCTI 1 HE3AIEKHOCTI, Y
JEeSIKMX KOJax TMONiOHA JMisIbHICTh IMPOCTO HEOOXigHAa I MiJHSTTS CBOTO
npecTky. € i Taki, A7 KOTO BIpyCH Iie BUTBIp MHUCTENTBA; 3yCTPIUarOThCs JiKapi
3a MOKJIMKAaHHIM, OT)Ke, MOXe OyTH 1 KOMIT'IOTepHHUH JIiKap 3a MOKIUKaHHAM. J{7st
JEeSIKMX BIPYCH CIy)XKaTh IIPUBOAOM NO(LTOCO(MCTBYBaTH HA TEMH CTBOPEHHS i
PO3BUTKY KOMITIOTEPHOTO OKUTTSA. [l IHIIMX BIpyCM — L€ TaKOX CTaTTA
KPUMIHAIBHOTO KOJIEKCY. AJle sl OLTBIIOCTI KOPUCTYBadiB KOMITIOTEPIB BipyCH —
e MIOJCHHHUN TOJOBHHU OULTh i TypOOTa, Mpu4rHA 300iB ¥y poOOTI KoMm'toTepa i

BOPOT" HOMCP OJAUH.
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4. When a device does become infected, though, installing an antivirus
solution is still your best bet for removing it.
5. Most, but not all, computer viruses require a user to take some form of

action, like enabling “macros” or clicking a link, to spread.

Task 5. Match the English phrases on the left with their Ukrainian

equivalents on the right.

1. malicious a) Oesmepectanky

2. malware b) mocragaabHUKN

3. relentlessly C) IIaxpaicTBo

4. sapping d) mkigmBe nporpaMHe 3a0e3neueHHs
5. vulnerable €) 3JI0BMUCHHIA

6. fraud f) mingpuBatu

7. vendors g) BpazIuBUA

II. While-reading activities.

Task 6. Read the text and answer the questions. Translate the text into

UKrainian.

1. What does a computer virus do?
2. What are the symptoms of a computer virus?

3. How can you protect your computer?

Virus
What is a computer virus?
A computer virus is a malicious piece of computer code designed to spread
from device to device. A subset of malware, these self-copying threats are usually

designed to damage a device or steal data.
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Think of a biological virus — the kind that makes you sick. It’s persistently
nasty, keeps you from functioning normally, and often requires something
powerful to get rid of it. A computer virus is very similar. Designed to replicate
relentlessly, computer viruses infect your programs and files, alter the way your
computer operates or stop it from working altogether.

What does a computer virus do?

Some computer viruses are programmed to harm your computer by
damaging programs, deleting files, or reformatting the hard drive. Others simply
replicate themselves or flood a network with traffic, making it impossible to
perform any internet activity. Even less harmful computer viruses can significantly
disrupt your system’s performance, sapping computer memory and causing
frequent computer crashes.

How do computer viruses spread?

Viruses can be spread several ways, including via networks, discs, email
attachments or external storage devices like USB sticks. Since connections
between devices were once far more limited than today, early computer viruses
were commonly spread through infected floppy disks.

Today, links between internet-enabled devices are for common, providing
ample opportunities for viruses to spread. According to the U.S. Cybersecurity and
Infrastructure Security Agency, infected email attachments are the most common
means of circulating computer viruses. Most, but not all, computer viruses require
a user to take some form of action, like enabling “macros” or clicking a link, to
spread.

What are the symptoms of a computer virus?
Your computer may be infected if you recognize any of these malware

symptoms:

> Slow computer performance
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3a CTBOPEHHS Ta MOIIMPEHHS IIKIJIMBUX porpaM (B TOMY YHCI BipycCiB) y
OaraTbox KpaiHax IependadeHa KpUMIHaJIbHA BiANOBiJANBHICTE. 30KpeMa, B
VYkpaiHi NOMMPEHHS KOMITIOTEPHUX BIPYCIB TEpecTiIyeTbcs 1 KapaeThCs
BixmoBimHo o KpuMminaneHOTO KOnekey (ctarti 361, 362, 363).

Komm'toTepHi Bipycn OyBaroTh I'SITH TUITIB:
» Hlkigauk
» 3HHIIyBad
» Xpobak
» XKapr
» KombinoBaHuit
» UIkinHUK

Bipyc mkigHuK — poOUTH SKYCh IIKOAY KOPUCTyBady, abu po3apaTyBaTH.
Bipyc mkigHHK MOXe 3pOOUTH HACTYIIHI Iii:

e [lepeMicTuTH BKa31BHUK MUILI HA IPOTHIIC)KHY CTOPOHY Bijl CIIPABXKHBOT

e BuMKHYyTH MUy

e BuMKHYTH KIaBiaTypy

e 3a00pOHUTH MMOCTAYaHHS BiJI€O0 CUTHATY

¢ Binkpusaru nporpamy 6e3 KOMaHIU KOPUCTyBada

e Binkpusaru Biaaky y Opaysepi 6e3 koMaHAH KOpUCTyBada
Bipyc, sxuii 3HHALTYE:

e CucremHi (aiinu

e JIOKyMEHTH

o VYTmiuitn

e Irpu

e Bineosanucu

e My3uky

e dororpadii

e JlpaiiBepu
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9. They prevent viruses from entering your computer, stand guard at every
possible of your computer and fend off any computer virus that tries
to open, even the most damaging and devious strains.

10.  Previously undetected forms of polymorphic malware can often do the most
damage, so it’s critical to have , guaranteed antivirus protection.
Task 9. Make a list of all the terms/procedures/experiments/pieces of
equipment you can find in the text. Check all the examples in pairs. What are

they used for? Discuss them in pairs. Give their Ukrainian equivalents.

Task 10. Translate from Ukrainian into English.

Komm'rotepHuii Bipyc (aHriI. computer virus) — KOMI'TOTepHA IIporpamMa, sika
Ma€ 3JaTHICTh M0 TNPHXOBAHOTO caMoromupeHHs. OJHOYacHO 31 CTBOPEHHSM
BJIACHMX KO BIpYyCH MOXXYTh 3aBIaBaTH LIKOAW: 3HHUIYBATH, MOIIKOJDKYBATH,
BUKpaJaTH JlaHi, 3HW)KYBaTHM a00 W 30BCIM YHEMOXJIMBIIOBATH IOJAJIbILY
npalne3JaTHicTh onepauiiiHol cucremu Komm'toTepa. Po3pisHsoTh  (aiiiiosi,
3aBaHTaXXyBaJbHI Ta MakpoBipycH. MoXJIHBi TakoX KoMOiHarii mux TtumiB. Huni
BiJIOMi JI€CATKM THUCSY KOMITIOTEPHHUX BIpPYCiB, SIKi TOMIMPIOIOTHCS Yepe3 MEPEKy
[aTepHET 1O BCHOMY CBITY.

Po3poOHUKHM BipyCHOTO TNPOrpaMHOrO 3a0e3IE€UYeHHs BHKOPHCTOBYIOTH
3aco0u couianbHOI iHXeHepil 1 iHpopManio mpo Bpa3nuBocTi Hinkosoro [13, mob
3apakyBaTH CHCTEMH 1 po3moBclomkyBatu Bipyc. HeoOiznani kopucrysaui [1K
ITOMUJIKOBO BiTHOCSITH 10 KOMI'IOTEPHUX BIPYCIiB TAKOX iHII BHIH 3JI0BMHCHOTO
13 — mporpaM-INHUryHiB YM HaBITh CIIaM.

KoxHOTO pOKYy KOMITIOTEpHI BipycH HNpPHYHMHSIOTH IOKOAM PO3MIpOM B
JEKiTbKa MUTBSPAIB J0NapiB, BUKIUKAIOYM CHCTEMHI KPUTHYHI TIOMUJIKH,
3YIUHSAIOYH BENUKI CaiiTH Ta BeOJOMATKH, 3HHIIYIOUM abo Momudikyroun daiinm,

MIABHUIIYIOYH Yac BiIKIHKY[1].
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»  Erratic computer behavior

»  Unexplained data loss

»  Frequent computer crashes
How are computer viruses removed?

Antiviruses have made great progress in being able to identify and prevent
the spread of computer viruses. When a device does become infected, though,
installing an antivirus solution is still your best bet for removing it. Once installed,
most software will conduct a “scan” for the malicious program. Once located, the
antivirus will present options for its removal. If this is not something that can be
done automatically, some security vendors offer a technician’s assistance in
removing the virus free of charge.

Examples of computer viruses

In 2013, the botnet virus Gameover ZueS was discovered to use peer-to-peer
downloading sites to distribute ransomware and commit banking fraud. While tens
of thousands of computer viruses still roam the internet, they have diversified their
methods and are now joined by several malware variants like:

» Worms - A worm is a type of virus that, unlike traditional viruses, usually does
not require the action of a user to spread from device to device.

Trojans - As in the myth, a Trojan is a virus that hides within a legitimate-seeming

program to spread itself across networks or devices.

Ransomware - Ransomware is a type of malware that encrypts a user’s files and

demands a ransom for its return. Ransomware can be, but isn’t necessarily, spread

through computer viruses.

Computer virus protection

When you arm yourself with information and resources, you’re wiser about
computer security threats and less vulnerable to threat tactics. Take these steps to
safeguard your PC with the best computer virus protection:

» Use antivirus protection and a firewall
» Get antispyware software

» Always keep your antivirus protection and antispyware software up-to-date
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Update your operating system regularly
Increase your browser security settings
Avoid questionable Websites

Only download software from sites you trust.

YV V V V V

Carefully evaluate free software and file-sharing applications before

downloading them.

A\

Don't open messages from unknown senders

A\

Immediately delete messages you suspect to be spam

An unprotected computer is like an open door for computer viruses.
Firewalls monitor Internet traffic in and out of your computer and hide your PC
from online scammers looking for easy targets. Products like Webroot Internet
Security Complete and Webroot Antivirus provide complete protection from the
two most dangerous threats on the Internet — spyware and computer viruses. They
prevent viruses from entering your computer, stand guard at every possible
entrance of your computer and fend off any computer virus that tries to open, even
the most damaging and devious strains.

While free antivirus downloads are available, they just can't offer the
computer virus help you need to keep up with the continuous onslaught of new
strains. Previously undetected forms of polymorphic malware can often do the
most damage, so it’s critical to have up-to-the-minute, guaranteed antivirus

protection.

xepeno: https://www.webroot.com/us/en/resources/tips-articles/computer-

security-threats-computer-viruses

II1. Post-reading activities.

Task 7. Answer the following questions.

1.  How are computer viruses spread?
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How does one protect my computer from a virus?

Howis the virus infection removed?

What do hackers use computer viruses for?

What does one do if finds a virus on a computer?

What should I do when I receive a potentially virus infected message?
What is the difference between a virus and malware?

How does an antivirus work?

° P° A AR WD

Can a virus damage computer hardware?

10.  What is computer security?

Task 8. Complete the following sentences using the text.

1. A subset of malware, these self-copying threats are usually to
damage a device or steal data.
2. Designed to replicate , computer viruses infect your programs
and files, alter the way your computer operates or stop it from working altogether.
3. Some computer viruses are programmed your computer by
damaging programs, deleting files, or reformatting the hard drive.

4. Since between devices were once far more limited than today,

early computer viruses were commonly spread through infected floppy disks.

5. Most, but not all, computer viruses require a user to take some form of
action, like “macros” or clicking a link, to spread.
6. When a device does become infected, though, installing an antivirus

is still your best bet for removing it.
7. In 2013, the botnet virus Gameover ZueS was discovered to use

downloading sites to distribute ransomware and commit banking

fraud.
8.  When you arm yourself with information and resources, you’re wiser about
computer security threats and less to threat tactics.
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